Malware Forensics:
Detecting The Unknown

“There are known knowns; there are things we know that we
know. There are known unknowns; that is to say, there are
things that we now know we don’t know. But there are also
unknown unknowns; there are things we do not know we don'’t
know.”

—United States Secretary of Defense Donald Rumsfeld

Martin Overton — IBM Security Services

Malware/Anti-Malware SME, Forensics, Ethical Hacker, etc.

All my published papers and articles can be downloaded
from:
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Disclaimer

 Products named in this presentation are used as
examples only, and should not be taken as any
form of endorsement by IBM or ISS.

All trademarks and copyrights are acknowledged.

Sponsored by
@SEMINAR ‘securing your organization in the age of cybercrime’
Internet Security



Solutions......
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Step 1: Identifying Suspect Systems

e The first thing to do is to understand that you have a
problem

— the next thing to do is to try and identify possible systems that
may be infected.

 This information can come from:

— help-desk tickets [personal firewall or anti-malware alerts,
strange system behaviour, etc]

— Log files from your routers, proxies, firewalls, IDS/IPS
systems, DNS and so on, or maybe even just a passing
comment from a colleague or even a customer or other third
party [maybe to your e-mail
address].
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Error Messages Are Your Friends
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Step 1: Identifying Suspect Systems...cont.

« Once you have a potential suspect, gather all the data
you can from it and network traffic to and from it.

e Once the machine has been removed from the main
network, you can either investigate it in isolation or move
It to a test [secure] network used for analysing suspected
Infected systems.

« To analyse suspected traffic on your test network you
could use tools such as SNORT, WireShark or
WinDump.

* You may also decide to carry out some vulnerability
assessment of the suspected system; this can be done
via tools such as Nmap, Superscan, Nessus or the
Microsoft Baseline Security Analyzer.
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SNORT

/] ACID: Alert Listing - Microsoft Internet Explorer _[ol x|

Fil=  Edit ‘“ew Favorites Tools Help ﬁ
dBack + = - o | Qisearch [Favorites GliMeda ¢4 | - S5 E -

Lirks @Search the Web with Lycas @IBM Busingss TransFormation @IBM Internal Help @IBM Standard Software Installer @Customize Links @Free Hatriail Y

J ﬁGo
Alert LIStIng 'Sg:]::h AG Maintenance

[ Back ]

Address I@ http:ffarachnid. homeip, net:81/ acid/acid_stat_alerts. php?caller=&sort_order=occur_d

Added 0 alert(s) to the Alert cache

Queried DB on ; Wed Septernber 10, 2003 10:36:32

Meta Criteria any
IP Criteria L
Layer 4 Griteria e

Payload Criteria e

Displaying alerts 1-32 of 32 total

Total Sensor < Src. < Dest.

# #  Addr. > Addr. i

Signature Classification

] Wirug - Opasery. a/b/c/d Worm misc-activity 19880 4 18146 3 200302 26 2003-09-10
(Scravr EXE) (28%) 21:12:40 10:15:46

[} %irug - Opasercef Worm (Brasil misc-activity 9853 (14%) 4 9217 3 20030226 20030910
PIF/EXE) 19:04:52 09:57:23

o Wit - Opaserek YWarm (Instit misc-activity 9815 (14%) 3 9161 2 200310226 20030907
BAT) 21:44:23 20:42:15

[} Yirus - Opaserci Worm (Marco misc-activity 8635 (12%) 4 7948 2 20030226 20030910
SCR) 18:04:55 10:25:58

| Wirus - Opaserg Worm [Alevir misc-activity 8315 (12%) 4 6925 2 200310226 20030910
SCR) 20:08:45 08:32:48

(| %irug - Dupator misc-activity 7005 (10%) 4 5800 2 20030306 20030910
21:15:27 09:27:23

1 %irus - Funlove misc-activity 3194 (4% 3 21m 2 20030306 20030910
18:01:38 09:53:26

(| “irus - Spaces misc-activity 2567 (4%) 3 2080 2 20030306 20030910

21:96:45 07:29:1% -

I_ ’_ l_ |O Internet
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Wireshark - Win32/Sality.nar - DNS

Mo,

.159165
. 564516
. 820245
1823145
187219
. 228857
. 030057
. 208095
. 038559
L065218
L0677 04
. 302014
L304526
L121206
125486
161344
163508
L 215000
222187
. 234219
253901
428410
. 735509
150719
. 218706
. 554778
. 357364
L 758509
.964374
. BE68ES
.140534
142547
.145182
164623

SEMINAR

Source
192.168.11.11
BO. 77,240,351
152, 168.11.11
BO.77.240. 31
152.168.11.11
B0.77.240. 31
152.168.11.11
BO.F7.240.31
152, 168.11.11
BO. 77,240,351
152.168.11.11
B0.77.240.31
152.168.11.11
BO.77.240. 31
152.168.11.11
BO. 77,240,351
152, 168.11.11
B0.77.240.31
152.168.11.11
152, 168.11.11
152.168.11.11
BO. 77,240,351
BO.77.240.31
192.168,.11.11
152.168.11.11
BO.77.240.37
192.168,.11.11
BO.F7.240.31
B0.77.240.37
152.168.11.11
152.168.11.11
B0.77.240.37
152.168.11.11
BO.F7.240.37

Destination
80,77, 240,31
152.168.11.11
80,77, 240,31
192.168.11.11
B0.77. 240,31
192 .168.11.11
B80.77.240.31
152.168.11.11
B0, 77,240, 31
152.168.11.11
B0.77. 240,31
192.168.11.11
B0.77.240.31
192, 168.11.11
80,77, 240,31
152.168.11.11
BO. 77 240,31
192.168.11.11
B0.77.240.31
80,77, 240,31
80, 77. 240,31
152.168.11.11
192 .168.11.11
B0, 77.240,31
B0.77.240.37
192 .168.11.11
80,77, 240,37
152.168.11.11
192 .168.11.11
80.77.240.37
B0.77.240.37
192 .168.11.11
B0.77.240.37
152.168.11.11

Protocol -
M=
DMS
DHZ
M=
DMS
DMS
DS
DMS
DMS
DM=
DMNE
OMS
DM=
DMNE
OMS
DMS
DMNE
OMS
DMS
DHZ
OMS
DMS
DHZ
M=
DMS
DHZ
M=
DMS
DMS
DS
DMS
DMS
DM=

Info

standard
standard
Standard
standard
standard
Standard
standard
standard
Standard
standard
Standard
Standard
standard
Standard
Standard
standard
Standard
standard
standard
Standard
standard
standard
Standard
standard
standard
Standard
standard
standard
Standard
standard
standard
Standard
standard

HuUEry
query
HuEry
HuUEry
query
HUEry
query
query
HUEry
query
query
HuUEry
query
query
HuUEry
query
query
HuUEry
query
Huery
HuUEry
query
Huery
HuUEry
query
HuEry
HuUEry
query
HUEry
query
query
HUEry
query

A www', K Jwredtgwie luod. into

response,

WMo such name

A kukutrustnet?77.info

responsea,

A kjwre77a38dfgwieuni. info

respaonse,
A pzrk.ru

response A 78.110.50,.107
A 2.0.0,127.81.spamcop. net

MO such name

Mo such name

response A 127.0.0.2

A 95.243.77.80.h1.spamcop. net

responsze,

A 2.0.0,127.chl. abuseat.org

Mo such name

response A 127.0.0.2

A 95,243, 77.80. chbl. abuseat.org

response,

A 2.0,0,127.117st.dshl.org

WMo such name

response A 127.0.0.2

A 95,243, 77.8B0. 1ist.dshl.org

A egydom. com
A www, yahoo. com
response CHAME www.yahoo-ht3. akadns.net A B7.248.115.14

response A 38.113.185.98
A sosite_averi_sositeee. haha
A 95,243, 77.80.1ist.dshl.org

rezponse,

A 2.0,0,127.sb1-xb1. spamhaus. org

response,

response A 127.0.0.2 A 127.0.0.4
A 95,243, 77.80.sb1-xh1. spamhaus. org
A sosite_averi_sositeee. haha

responsze,

A 2.0.0,127. zen. spamhaus. org

Mo such name

Mo such name

Mo such name
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Wireshark - Win32/Sality.nar - HTTP

Mo,

1]

1]
103
113
120
122
130
152
145
151
164
1a7
202
214
223

Tirne

257,
257,
259,
259,
260,
280,
260,
280,
262,
262,
262,
263,
285,
2685,
265,

408508
S9el38
FTB7076
o721l
Fa8789
806410
B5B603
Q073582
168587
214015
041670
1454865
461658
58940
694747

311 265.972357
313 265.974811
3153 265,975901
317 265, 879722

319 265. 981334
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Source

192.168.11.11
F8.110.50.107
192.168.11.11
F8.110.50.107
192.168.11.11
195.24.77.223
192.168.11.11
195.24.77.225
192.168.11.11
89.149.227.194
192.168.11.11
38.115.185. 958
192.168.11.11
B7.248.115.14
192.168.11.11

217.146,184. 51
217.145.184. 51
217,145,184, 51
217.145,.184. 51

217.146.184.

Destination

F8.110.50.107
192.168.11.11
F8.110.50.107
192.168.11.11
195.24.77.225
192.168.11.11
195,24, 77223
192.168.11.11
80,140,227,
192.168.11.11
38.113.185. 98
192.168.11.11
B7.248.115.14
192.168.11.11

217,145,186, 51

192.
192.
192,
192.
102,

168.11.11
168.11.11
168.11.11
168.11.11
168.11.11

Praotocal - | Info

HTTP
HTTP
HTTP
HTTP
HTTF
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTF
HTTP
HTTP
HTTP

HTTF
HTTP
HTTF
HTTP
HTTP

GET Aimg/Togoh. gif?32ae%c=23250500 HTTR/1.1
HTTR/1L.0 200 Ok

GET img/logos. gif732h90h=16620855 HTTR/1.1
HTTR/1L.0 200 oK

GET Autest/manna.txt?32baf0 HTTRAL.1
HTTP/1.1 200 ok (text lain)

GET Jutest,/ip.php HTTRL.1

HTTR 1.1 200 oK (texthtml)

GET /tratatas/ ?32cZ2B81=20030337 HTTFR 1.1
HTTP1.1 200 oK (text htmld

GET Alogod.gif?32c2df=29940183 HTTR/1.1
HTTP 1.1 404 wWot Found (text/htmll

GET /73326640 HTTR/ 1.1

HTTP/1.1 302 Found (textshtml)

GET /7p=us HTTR/1.1

traffic
traffic
traffic
traffic
traftfic

nan-HTTF
nan-HTTF
non-HTTP
naon-HTTF
nan-HTTF

Continuation ar
Continuation ar
Continuation ar
Continuation ar
Continuation ar
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Wireshark - Win32/Sality.nar - SMTP

Mo, Time

T L e A

437 266, 729730
439 266, 934442
441 266, 934851
447 266.935003
443 266,.935303
444 267.13895
460 281, 7104565
461 281.884354
462 281. 884703
453 281. 886115
464 281, 888062
465 281.934936
456 281.935147
468 281, 981802
469 282,012776

.025110

.209554
476 287.209774
477 287.210184
478 287, 255717

SEMINAR

Saurce

PRSI

152,

o

168.11.11

F2.232.11. 26
F2.232.11. 26

192.
192.

168.11.11
168.11.11

F2.232.11. 26

192.
216.
192.
192.
192.
195.
192.
195.
.359.53.3

168.11.11
35.55.3

168.11.11
168.11.11
168.11.11
24,77, 223
168.11.11
24,77, 223

L £ d

.24, ?? 223
.168.11.11
.168.11.11
L2477 223

Destination

T TR [ e g e

F2.232.11.26
1%92.168.11.11
192.168.11.11
72.232.11.26
F2.232.11.26
1%92.168.11.11
2156.39.53.3
152.168.11.11
216.39,53.3
2156.39.53.3
195.24.77.223
1%92.168.11.11
195.24.77.223
152.168.11.11
192.168.11.11
L168.11.11

.168.11.11
195.24.77.223
195.24.77.223
.1658.11.11

Protocol - | Info

[}

TCP
TCP
TZP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

TCP
TCP

L T S T i e T SR SRR
cognex—insight > http [&ck] Seq=l Ack=1 win=65250 Len=0

http » cognex-insight [ACK] Seq=1 Ack=133 win=86432 Len=0

http » cognex-insight [FIMW, ACK] Seq=205 Ack=133 win=6432 Len=0
cognex—insight = http [ACK] Seq=133 Ack=206 win=65046 Len=0
cognex-insight = http [FIM, ACK] Seq=133 Ack=206 win=65046 Len=0
http » cognex-insight [Ack] Seq=206 aAck=134 win=6432 Len=0
gmrupdatesery > smtp [S¥N] Seq=0 Win=64240 Len=0 MS5=1460

smtp > gmrupdatesery [S¥h, ACK] Seq=0 Ack=1 win=65535 Len=0 M55=1450
gmrupdatesery > smtp [Ack] Seq=1l Ack=1 win=865250 Len=0

gmrupdatesery > smtp [FIW, ACK] Seg=l Ack=1 wWin=65250 Len=0
bsguare-voip > http [S¥H] Seq=0 Win=64240 Len=0 MSS5=1460

http » bsguare-voip [S¥M, ACK] Seq=0 aAck=1 win=5840 Len=0 M55=1450
bsguare-voip > http [ACK] Seq=1l Ack=1 Win=865250 Len=0

http > bsguare-woip [ACK] Seg=l Ack=176 win=8432 Len=0

smtp > gmrupdatesery [AcCk] Seq=1 Ack=2 win=855535 Len=0

smtp = gmrupdateserv [FIM, ACK] Seq=137 Ack=2 wWin=65535 Len=0

win=0 Len=0

http > bsquare voip [FIM, ACK] Seg=19%l Ack=176 Win=6432 Len=0
bsguare-voip > http [ACK] Seq=176 Ack=19%2 win=65060 Len=0

bsguare-voip > http [FINM, ACK] Seq=176 Ack=192 win=65060 Len=0
http > bsguare-wvoip [AcCk] Seq=192 Ack=177 win=6432 Len=0
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HijackThis, WinPatrol

&, HijackThis - w1.97.7

=101 x|

Belowe are the results of the scan. Be careful what vou delste, HijackThis cannot
determine what is bad and what merely customized by you. The best thing to do
is save & log file and show ik bo knowledgable Folks.,

[ 104 - HELML. \Run: [dia] C:YWINNT system32idlaitfswctrl exe ;l
[ 1O4 - HELML. \Run: [stgdean] cilsdworkiw3Zmainz . exe [cleanup

[ 104 - HELML, \Run: [ATIPTA] C:\Program FilesyATI Technalogies\ATI Control Panelatiptacc:, exe

[ 104 - HELM. |Run: [Tweak UL RUNDLL32 EXE TWEAKLLCPL, TweakMelp

104 - HELMY. \Run: [MusIRC (irc.musirc, com) client] musircs. 71 exe

[104 = HELM.. |Run: [AGRSMMSE] AGRSMMSE, axe J

104 - HELML. \Run: [TP4EX] tpdex, exe

[0 = HELMY. \Run: [ACUMon] "C:\Program Fles\Cisco Systems\Aironet Chent MonitorlaCUMon. Exe” -2

104 - HELM, \Run: [defergui] ci\sdwarkldefergu.exe

(10 = HELMY. \Run: [EasySync Pro - LENEs4] C:YProgram FilesiCommion Files) XOPCSynct Translabors|\LiMts4\Mbshge

124 - HELM, \Run: [EasySync Pra] C:\Program Files\Common FlesiCPCMenu exe

[0 = HELMY. \Run: [ccapp] “CiiProgram Fles\Comman FileslSymantec Shared|ccfipp. exe”

104 - HELML. \Run: [vptray] CAPROGR A~ SYMANT~ 1 \WPTray . exe

[0 = HELMY. \Run: [SoundMAXPRe] i Program Fles\analog Devices) SoundMar SMax4PiP exe

104 - HELML, WRun: TSoundMax] "CiiProaram Filesianaloo Devicesi SoundMAaxiSmeaxd, exe” lray LI
Scan & Fic shuff 1 + Othear sbuff

] Fim:hadmcl!

Info on selected item. .. E

Info... Config... |

&dd checked to ignorelist |

SEMINAR

‘securing your organization in the age of cybercrime’

Startup Programsl IE Helpers I Scheduled Tasks I Services I Active Tasks ICookiesI File Types  PLUS | Options I

i

WinPatrol v 9.8.1.0:9.8.1.0

Copyright © 1987-2008 BillP Studios. All Rights Reserved.

Email: support@winpatral.com

hittp: v winpatral.com

Click the link below ko upgrade ko WinPatral PLUS.
For WinPatrol PLUS features enter your Registration Info,

Tame; Reg Code;

Apply |

Check for new WinPatrol version |

e

x|

Sponsored by

Internet Security




SuperScan, Nmap, Netstat

=g SuperScan 3.00 i ] |
I- Lookup 7 |
i L Fort list zetup
Resolved |snort_n,| Me | Interfaces
IP Timeout Scan type Scan

Ping " Resolve hostnames

W V¥ Only scan responsive pings ’T
™ Show host responises

Connect " Ping only =) |—D_

FrevC | MextC | 1..254 =
“——J‘“-J——‘J |4DDD " Every port in list
IV lgnore P zero & &l selected ports in list ’T

I¥ lgnore [P 255_ E.E‘;d &l list ports from |1 20

[T Estract from file  all ports fram ,1— o \%

~Speed -
I

SEMINAR

‘securing your organization

Active hosts

Open ports

Save I
Collapze alll
Expand all |

Prune l

ommand Prompt

Starting Nmap 4.11 ¢ http:/ uwu
dard Time
Interesting ports on s
Mot shown: 1665 clos jili]
STATE SERUVICE
open smtp
open domain
open http
open hosts2-ns
open kerbheros—sec
open pop3
open MEPpc
open nethios-ssn
open imap
open https
open microsoft—ds
open ftps
open imaps
open agjpl3d
open abyss
MAC Address: BA:A9:6B:93:31:5D

insecure .orgsnmap » at 2008-B3-13 16:13 GMT Stanl’

Mmap finished: 1 IP address (1 host up? scanned in 2.687 seconds

C:»Documentz and SettingzMartinl>

ommand Prompt

DRSS
i e i b i e i i

=
&3

=

B 15
rrx

0= = S D

=

=

=R R e R Ry

=
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Step 2: Analyse The Data (Part 1) | N

\_.i

At this point you may already be able to state
with some level of confidence that the system
IS infected by a malcode which phones-home.

— Examples of these include bot clients, or a Trojan
or multi-component malcode [such as a dropper]}
that has contacted one or more websites to
download other malcode or adware to install. This
act, in many cases effectively starts a chain

reaction leading to a heavily infected system with

tens Icl)rcrlwndreds of malcode files [or components]

Installed.
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@SEMINAR ‘securing your organization in the age of cybercrime’ (es[h)
nnnnnnnn Security




Step 2: Analyse The Data (Part 1)...cont.

 In either case, you could, visit the websites, FTP sites
or IRC channels used to gather more information or
even a fresh sample [or samples, scripts, etc.] of
what you are fighting.

This will help in your remediation, as well as allowing you to
supply your anti-malware vendor ‘with something to analyse,
which in turn could end up making remediation [or at least
detection] easier.

[ [k [+mnst]: Well done. We reached the 200 infected._. l_l_l_ =% [+mnstu]: Hammer/Cable/Inferno: | have to well done to everyone eh.. we have a total o_. l_l_l_
<zigh’> hm &| @BotMonitor - =} | ¢F1ectrond 1"|#

[+mnstu]: Hammer/Cable/Inferno: | have to well done ta evervone eh.. we have a total of 350 bats now [|f

:af]sq_&??g;gﬂ]][m:gsli)i:;‘zﬁirc. .com-22674 arcom.co :ggﬁle <Electron> -showsFate ;; t::;;;i
o G -[47612] [kaivinGaic, CHROATE i sal som] +#41{13450] <Butl:10n1tur> If all bots were online we _umull:l have: 375 bots. X1-[47899]
join [04:03] zigh This would equal: 6392KB/Sec of BandWidth X1-[73958]
== X5 [20929] [bethanyGirc. .com-36513 mam bellsou §:II123§1818 <Electron> you better ph3ir X1-[8860]
th.net] quit [04:03] Ping timeout ><‘I:33094 <Electron* can you login to them

= K G-[5751] [~moswen(Sirc. com-21 927 drvr uswest 513348 {Electron> ?

net] join [04:103] 51 3349E] <Electron> tlogin W_f0Z_/02H+_.R]07T]O7TR<C'T™+H\_+QGN6<Y";ERTHY./B pr=yrom

<Electron llogin MS, D"GNECIOTTT “+HX> #74_+I' /BT +HM+R | 44 35nar] UTK9S,0+[>SKBBT[DX x>VOSHPL - S\D ' U?2TL[+AX-T% """
S #PY T ERCI07TT +HA_+AMGNGY /BT +HMEUL2CKIVLKS | wq3R861 (Electron> tudppacket 5008 207.71.92.193 88

YLLOT 05 09 GHECOTTT e H_/0Z B M+ RP+ 40" 31463700 i sl e
P:25LI7.0_#O[DCHNCVIZ3PL MG+ T- D"+ MG =AML ML 51[57048 <Electron> tudppacket stop

MICKIER, A PR+ 25 LN'GEWT 4 1{R0205 <{Electron> fudppacket stop |
<#1-[13460]> Election You are now authorized to use me... #1-{61968 <Electron> tudppacket stop

<Electror ludppacket 15000 B6.65.188.47 random #1-{63823 <Electron> tudppacket stop
<1{13460]> Sending { 15000 ] packets to [ 65.68.155 47 | on #41{70586] <Electron> *udppacket stop
<D.°f:]{>[]|ﬁs5] éﬁ;gg??l {Electron> -shoustats
3|g - . 3z
w1 80118 <BotMonitor> If all bots were online we would have: 377 bots.
" K5 HATN { sandieariic com 576536, cambr]. on. [l aaes This would equal: 6426KB/Sec of Bandiidth

wave. home. com) quit [04:05] Connection reset by peer

=

11904291 I
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- Google

Message Box Object Error

- 4
HOME ~ ASIA = Video ActiveX Object Error: MENT WORLD SPORT  TRAVEL | oN Ty WIDED IREPOD
Your browser cannat display this video file.
Weather Forecast Edition: U.
You need ko download new version of Video Ackives
Ohject ta play this viden File.
updated 54w @
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Step 3a: Scan The System

e Scan with up-to-date anti-malware tools and see if
anything is identified, ensure that heuristics and generic
detection features are enabled. Preferably you should
use at least two different products from each category,
after all the anti-malware solution you have deployed
didn’t detect it, did it?

« Try clean-booting if performing a live system scan fails
[or if a Windows system try booting into Safe Mode first]
to find anything. Clean booting will ensure that any

active malware or related processes are not active.

* Any files identified as malcode or flagged as suspicious
should be copied to a USB flash drive or other
removable media and labelled as potential malcode.
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Step 3a: Scan The System...cont.

« As with Step 2, if you now have some suspected files, send
them to your anti-malware vendor for analysis, however
this does not stop you analysing the files yourself.

* Place suspect files into a password protected zip file [use
the password of infected] and send them to your preferred
anti-malware company.

* You could also send any samples to scanning services,
such as VirusTotal and Jotti, and also to sandboxes such as
the one run by Norman, or the CWSandbox.

 Some of these services will analyse the files in great depth
and supply you with copious amounts of useful data. This
can help you to understand what the files are doing, and
therefore how to remediate any affected systems, even
before your anti-malware vendor has detection.
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Online Scanners & Sandboxes
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Sample CWSandbox Output
— Real Malware

Filesystem
New Files
C:\WINDOWS\System32\crsss.exe
Opened Files
\SystemRoot\AppPatch\sysmain.sdb
\SystemRoot\AppPatch\systest.sdb
\Device\NamedPipe\ShimViewer
C:\WINDOWS\System32\crsss.exe
Chronological order
Copy File: c:\temp\ff37e574c76948791173777886a82dee.exe to C:\WINDOW S\System32\crsss.exe
Open File: \SystemRoot\AppPatch\sysmain.sdb (OPEN EXISTING)
Open File: \SystemRoot\AppPatch\systest.sdb (OPEN EXISTING)
Open File: \Device\NamedPipe\ShimViewer (OPEN EXISTING)
Open File: C:\WINDOWS\System32\ctsss.exe ()
Find File: crsss.exe
Registry
Process Management Creates Process - Filename () CommandLine: (C:\WINDOWS\System32\crsss.exe --install
c:\temp\ff37e574c7694879ff73777886a82dee.exe) As User: () Creation Flags: (DETACHED PROCESS)
Kill Process - Filename () CommandLine: () Target PID: (588) As User: () Creation Flags: ()
System Info Get System Directory
The following process was started by process: 1
Analysis Number 2
Parent ID 1
Process ID 1020
Filename C:\WINDOWS\System32\crsss.exe --install c:\temp\ff37e574c76948791f73777886a82dee exe
Filesize 215040 bytes
MD5 ff37e574c7694879ff73777886a82dee
Start Reason CreateProcess
Termination Reason NormalTermination
Start Time 00:03.750
Stop Time 01:00.531
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Step 3b: D-I-Y Sample Analysis

e Assuming you have the relevant
skills and tools and have been given

8040831BC UMWare_ComChannel UMEh_Magic Detection proc near ; CODE X0

permission from your security = i
manager/director to do so, you e o S
could analyse the files yourself. g g

| would recommend that this Is done = m e
on a system that is not connected to & B B
the network, and ideally this is a fran m o
system that you will either use T
VMWare [or some other Virtual s S
Machine software] on, so that it can =i
be re-imaged, or reset back to a L -
Clean image [snapshot] after running && w0 v

the suspected files on the test mh Sl
system.

804832 BE ilmlare_[:nml:rl3nne;_U:‘1lxh_Magic_ﬂEtentiun endp
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Step 3b: D-I-Y Sample Analysis...cont.
Wi
* Once this has been setup, you can use whatever tools you
prefer to carry out the analysis, such as, using static
analysis tools, like PEID, Strings, File Alyzer and so on

".u Stud_PE operating on : "e-greetings.exe.1-M63"
File Edit Tools Help

samples', 200803\ IRC.Flood.gen.b’.e-gree
ettings Language Help

= =]

| |\samples\2DDSD3'\irc. flood. gen. bhe-greetingz.exe. 1-mE3

O Sections | f Functions | Rs Resources ¥ Signature I R A
PE Sections I Import/Export table I Hes: dump I Info I

General I Yersion I Security | Resources I Streams | PE Header I

[ atabase contains

400 file type signatures

Ie-greetings.exe. 1-Ma3

Location: :—‘ CicisamplesiZ00801IRC, Flood, gen b
Size: 974708
\ersion:
'€ pEID v0.93 ]
CRC-32: F7660F0S vt =101x|
T BT G MDS: 361FFCE2BCSBERAEE690083CEB371679 — _
SHAL: |4F9BCADETEBT 2R 40433 DERDCE2IDCT 3RSz TilEE | ¥ilsamples| 200803\ IR, Flaad. gen. be-grestings. exe. 1-M53
[~ Read only [ Directory PE Pack

Hidd: Archi LR w8 . 3
Fs;st::n e ',zs;cm,fjic link Meolive EMEFYpoink: (0002 1BEQ EP Section:  |[LPX1

Test'it || Rvad=:Ra

Wigit Stud PE Forum < Fews Here

Time stamp: 11 March 2008 09:28:04 File Offset: [0000AFED First Bytes: |50,BE,00,70
Creation: 11 March 2003 09:25:04
Last access: 13 March 2008 16:39:02 Linker Info: [5.0 Subsystem: [winaz GUI
Lask write: 11 March 2008 09:28:04
- [UP% 0,59.6 - 1,02 ] 1.05 - 1,24 -» Markus & Laszln [RAR 5F%]
urnp |
| Multi Scan I | Task Wigwer I | Qpkions I | About I | Exit I

v Skay on top
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Step 3b: D-I-Y Sample Analysis...cont

* You could also examine the file in a hex editor and/or a
debugger. This is only advised if you are able to understand
assembler code and you are sure that the file to be
debugged does not contain and anti-debugging code which
may be triggered during examination

 This is also a good time to try out any remediation scripts or
tools you have created as a quick-n-dirty solution to the
problem [obviously only on a test system

0llyDbg - e-greetings.exe.1-M63 - [CPU - main thread, mmodule e-greeti] i
Fle View Debug Plugins Options Window Help X| -text:373768E3 .
T - _text:373768E3 loc_373768E3: O0E XUET: sub 372760104031
Bl x] »1f Jj ] ] ufelmTwia]c]/[K[B[R[.|5] 13776860 lea  eax, [espuiheimberfbytestritin
P y!
Tep " R £:373768E7 push  en 3 1poverlapped
PR DB owrmaron | TO0ERT, eogpecr Looai _text:373768E8 push 3 Ipunber0fByteswritten
L = Eirremen c :373768E9 Push  ofeset aMineversions, 0 - MHINE-Uotsion 1-0\FnGontent-Typ
Zin| e Fe i Esﬁnggrrrrr o _text:373768EE call  strlen
.v = areetis :
pea By i _text:373768F3 pop  ecx
EiEFS Hioe text:373768F4 push  eax 3 nNumber0fBytesTourite
dzierd 3 nee 3 o “text:373768F5 push  offset altineversioni_o ; lpBuffer
ioeee o noe EIF @0421BEG e-greet (. CHiod LeEntruFaint > push  [esp+h3oh+hObject] ; hFile e
C g ES go23 3200t B(FFFFFFFF) text:373768FE call  ds:iriteFile ido| @pide
4ZiErg T AL, BVTE PTR DS: [ES11
M N EL! Bloctaels ol g;;;g;g;;g; Ctext:37376004 push  [esps20n+hobject] ; hobject
Sef 8 6 O B TE TR DS LEDLT AL 21 DS 6023 32bit BIFFEFEEFT -text:37376908 call  ds:CloseHandle
GCIEFE| 3 BloB ADD EEX, EBX S8 HEEdE Trrocosmrre) -text:3787690F lea eax, [esp+u: [EfEIITENT) =
daice ore o7 ;gg SHORT egroet |, geazices oo :37376912 push  esi Famous ninda code. Bz carefl and use the fomalion for good
sl St 2 D 00 LacrErs ERROR_FILE_WOT_FOUND (@0600002) Ctext-37376913 eax
:g}gg; Y;éDED agtsigéTEEx ST EFL 8@B0D246 (NO,NE,E,BE, NS, FE, 6E, LE) -text:37376914 call sub_3737527( |"efqpm2300dthroop” requires more attention!ll =l
earestis
i UG Slosnsen | SR 319 sy 2.2 “text:97376919 pop  eox |
E1610( 5 Bing. 0D EES, EBY e CEn -text:3737691A lea eax, [esp+hZ [V Popupthe notepad whenthe datsbaseisopened  Close.
GEiCiz| 78 a7 2 SHORT =-greet i 0B4Z1CLE B2 o [ Ctext-a737691F pop  eex
azicis| [aBie o) B, DWORD TR D3: [ES11 Teron 0ch —
GZicie| [ oEseE Fo SUE EST, -4 oE e ot _text:3737691F push  eax 3 IpFileNane
<sichs| | 1is SR o Ctext:37376920 call  ds:DeleteFilen
421C10| . @lDB ADD EBX.EEX ST7 empty ’U"UWQ gE?BBWEﬂBEBE“S“gEGEgE? 01 -text:37376926 push ebx ; hTemplateFile
H4EICIF| 1~78 EF JFB SHORT e-areet i.8421C18 FoT oopo Cond G600 E GOEbAG 06 an _text:37376927 push  ebp 5 duFlagsAndattributes
ol e e QoA =areer i g0dz1cen LR e Rl IS text 37376028 push 4 } ducreationdisposition
GEI075| [ BAEE FC SUE -4 -text:8737692a push  ebx 5 1pSecuritynttributes
o e . = “text 37376928 push  ebx  dusharetiode
_text:3737692C push 40000000 ; dubesiredaccess
-text:37376981 push  esi 5 1pFileName
_text:37376932 call  edi ; CreateFilen
Fdress [Hen du [esciL = TCESESCE RETOR 7o KERTELRZ, 7009908 _text:37376934 nov  edi, eax
B1{ERrRLA Hgfain) (g -text:37376936 cmp edi, OFFFFFFFFh
801 ZFF0A| TEFOFGon| -text:37376939 inz snnrt loc_37376946
661 3FFDd | fAacH60 _text:37376938 push 3 1pFileNane
i 3355;;;3 _text:3737693C Gl docbeteteriten
01 ZFFEG| FRFR of SEH chain _text:37376042
BSizrEEy ;gg;ggig e Ttext:37976042 loc_37376942: ; CODE XREF: sub_3737681c+c51]
WEiZFFEC| aGng _text:37376942 x, eax
seict| s text:a7a7o9Mn Jwp  short loc_s7eroera
GR{ZFFFS| 0421550 e-oreet i. <Modu leEntruPaint> _text:37376046 ;
[ Analysing e-greeti O hewristical procedures [ \Pausad
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what any malcode is doing to the affected systems and
what network traffic is being generated by it [or them].

If you haven't then you should now take time to go over all
the data you have acquired during the first three steps. You
could use a flow diagram to plot the malcode’s features and
activities, or you may prefer to brainstorm on a whiteboara
with suitable colleagues.

From here you should emerge with a clear [or fairly clear]
understanding of what needs to be done to protect the rest
of the network [it could be as simple as putting in a new, or
changing an existing router ACL, firewall rule, or IDS/IPS
signature/rule in place] which may also allow you to identify
other infected systems that need to be removed from the
network and remediated
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Step 5: Remediation

* Hopefully by now, you can either create or at least plar
out the steps that you need to take to remediate all the
Infected systems identified. You may decide that you can
create your own clean-up scripts [paper and/or code]
rather than wait for your anti-malware vendors to get
detection and cleanup definitions [signhatures] to you.
Otherwise you will have to be patient until your anti-
malware vendor delivers the goods.

e The other alternative, especially if a system is heavily
iInfected, or you can’t find any sign of malcode [even
when using all the tools/tricks and techniques listed in
the paper], is to restore the system from the last known

clean backup, or re-image it to your organisations

standard desktop/server build image.
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Tricks

« VB Scripting for quick and dirty cleanup,
example:

— "RemSdbot2.vbs - SDbot remover for specific variant.
— "© Martin Overton, 2007 (martin@arachnophiliac.com)
— "Verson 0.99.2"°

— "Created to detect and remove an infection of the following
Sdbot variant

— "FileName: rundll._.exe

— "FileDateTime: 19/01/2007 14:05:00
— "Filesize: 1364992
— *"MD5: 71fd1205f6d7550967bdabbft4491a50a
— "CRC32: 36E8176E
"File Type: PE Executable

... [For the rest see

Sponsored by

Ctler

Internet Security

@SEMINAR ‘securing your organization in the age of cybercrime’



Tricks...cont.

50

e Clean Boot Disks

— Using live Linux or a PE boot disk, such as Bart PE
can be very handy, not only in clean booting a
suspected system but also in scanning the same
system with little or no risk that any malcode will still
be active on it. It needs not be a CD or DVD [from an
ISO image], it could also be an external USB hard
disk or a USB flash drive instead.
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 This is where you take stock of what has happened and
decide what [if any] changes are required to improve
protection of your infrastructure, your security policy and
procedures and, last but not Ieast, user education.

Step 6: Post Mortem

 The whole point of this is to help minimise the risk of
another similar outbreak. The ideas that come out from
this session should be wide-ranging and generic as these
will generally offer the best improvements In your
organisations security posture; both from the aspects of

prevention and incident management.
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e This is not the time for a witch-hunt to take place so that
blame can be attributed to individuals and/or teams, you
should focus on what went wrong [or failed] and put together
solutions to minimise the chances of a similar attack being
successful next time. It may also be useful to revisit your
overall approach to threats and infection vectors, as they
may have changed since the last time you looked.

Step 6: Post Mortem...cont.

« A final note: If it is a criminal case then you must follow
computer forensic principals, such as the chain of custody,
and follow the prevailing laws [including all guidance from

law enforcement agencies that might get involved] for your

country, state, or other geographical divide. If in doubt seek
legal guidance first, before proceeding.
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Real World Examples

 Real World Example 1

— User noticed that their anti-virus was disabled, and so reported it
to the helpdesk of the company affected.

— The local support teams noticed that the system that had its anti-
virus software disabled was making lots of outbound DNS
lookups for odd websites that were not business related.

— Further investigation of the suspected system found a file that

looked to be involved, a sample was acquired and analysed in
several sandboxes as well as tested against 30+ anti-malware
tools; very few reported the file as either suspicious or infected.

See the paper for a full description and analysis of
each example.

Sponsored by
@SEMINAR ‘securing your organization in the age of cybercrime’
Internet Security



Real World Examples...cont.

 Real World Example 2

— An unknown malware was causing clients running anti-virus on a
network to lose connection to the anti-virus management server.
So, with the help of local resources on site we managed to
obtain a sample which was suspected to be the culprit.

— The anti-virus deployed on the network and workstations did not
detect the malware as it was brand new.

— The data acquired from analysing the sample allowed me to
understand what the malware was doing and from this clean-up
scripts could be created as well as blocking the infection vector

used by the malware.

See the paper for a full description and analysis of
each example.
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Conclusions

 Hopefully I have shown you that even if you are faced with
a new malware threat that isn’t detected by your anti-
malware defences you can still, in most cases, find the
Infection, how It got in, how it communicates and with the
right tools and methodologies even remove it safely before
your anti-malware vendor comes up with a solution.

As with other security threats, especially malware related
ones, you need to deploy a multi-layered approach

This means not only do you need good technological
solutions, and overlapping technologies at that, but these
need to be backed up with good security policies,
procedures, education and constant vigilance.
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Conclusions...cont.

* | must make clear that this is not a solution to be used by
those not already used to handling and combating malware
and other related security threats; home users need not
apply, however most academic campuses, large

businesses and other organisations should already have at

least one person [hopefully more than one] who has the
required skills and experience to be able to do this. They

almost certainly already work in the security team [or a

related function] and have a network of colleagues outside

of the main security team that they can call on; such as
programmers, network specialists, server and desktop
support staff.
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Questions?
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Contact detalls.....
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— 5
Martin Overton
Malware/Anti-Malware SME
IBM Security Services

o E-Mail:
* Telephone: +44 (0)239 2563442

All my published papers and articles
can be downloaded from:
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