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Security Breach of Sony Pictures

• Sony Pictures Hack

-Erased Sony’s computer infrastructure

- Leaked confidential data, unreleased films, and more

*  Source : https://deadline.com/2014/11/sony-computers-hacked-skull-message-1201295288 & https://gist.github.com/anonymous/7b9a0a0ac94065ccfc5b
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Security Breach of Sony Pictures

• Similarities & Motivation?

-Similar to South Korea incidents? Because of "The Interview"?

*  Source : http://imgur.com/qXNgFVz & https://www.imdb.com/title/tt2788710/mediaviewer/rm2264792576
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Security Breach of Sony Pictures

• Backdoor – Escad

- ‘.’ and a unique execute command
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Security Breach of Sony Pictures

• Related Reports (2016)

-Operation Blockbuster, Blue Coat Report

*  Source : https://www.operationblockbuster.com/wp-content/uploads/2016/02/Operation-Blockbuster-Report.pdf  & https://www.yumpu.com/en/document/view/55505308/the-history-of-the-darkseoul-

group-and-the-sony-intrusion-malware-destover/72
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Security Breach of Sony Pictures

• Criminal complaint (2018)

-

*  Source : https://assets.documentcloud.org/documents/4834220/2018-09-06-PARK-COMPLAINT-UNSEALED.pdf
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Activity Threat Actors in South Korea

Lazarus
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2012 – Newspaper wiping attack

• Newspaper Hacking (June 9, 2012)

- Website defacement and shutdown

-Additional attacks? (2012-xx-19 & 2012-xx-29) -> incidents
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2012 – Newspaper wiping attack

• Released internal data

- IsOneclaimed responsibility 

*  Source : http://www.seoprise.com/board/view.php?uid=63383&table=global_2
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Dropper (2011)

• Dropper (2011)

-Creates lsacfg.dll, c_1581.nls, msvcrt.bat 

-Contains ‘.’

- xor0xA7 

- Interesting submission (!)
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Redobot (2011-2014)

• Timeline

-

Discovery 

Data

Targets Description

2011.7 Universities National Defense-related colleges

2014.4 Medical institutions

One of the samples was linked to the 

Wannacry Ransomware. 

Keylogger software was also found
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Redobot (2011-2014)

• Dropper - Redobot (2011-2014)

-Different xor key 

-Check BMZA. What is “BM”?
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Redobot (2011-2014)

• Backdoor - Redobot (2011-2014)

-DLL files (30 -40 KB)

-Filename: wines.dll, winsec.dll, rdmgr.dll, tcpsys.dll, svcmgr.dll, rnamsvc.dll, httpcmgr.dll, icmpsec.dll, netmag.dll 
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Fake Screensaver Installer (2014)

• Dropper - Fake installer (2014)

-Fake Sunny Leone screensaver

- tmsn.exe -> drop netmonsvc.dll, tmscompg.msi, BAT 

*  Source : https://en.wikipedia.org/wiki/Sunny_Leone
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Fake Screensaver Installer (2014)

• Uninstaller: un.exe

-Stops services & deletes related files
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Operation Red Dot (2014-2015)

• Operation Red Dot (2014-2015)

-Main targets: North Korea Research institutes, Political Organization,  Defense Industry

- Infection Vectors: Disguised as documents (e.g., HWP, PDF), Fake Installer, HWP exploit

-Malware: Escad, Duuzer

-Filenames: AdobeArm.exe, msnconf.exe
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Operation Red Dot (2014-2015)

•-

Date Attack Target Infection 

Vector

Description

2014.11 Sony Pictures ?

Sample for the Sony Pictures hack. This sample was first 

uploaded to Virustotal in August 2014 but had been 

discovered in July 2014 in Korea.

2015.3 Political organizations Fake Security Installer

2015.4 Defense Industry
Disguised as a 

document file
Disguised as a deposit slip. First report of Duuzer.

2015.4 Defense Industry
Disguised as a 

document file

Masqueraded as a web invitation to a Korean Association 

conference. Similar to an attack code sample for the Sony 

Pictures Hack.

2015.5 Political organizations
Disguised as a 

document file
Document file related to a presidential election

2015.7 Conglomerates ? Variant of Duuzer

2015.8 Governments ? Variant of Duuzer

2015.9 Defense Industry HWP Exploit Loader 

2015.9
Masqueraded as a 

security program

Korean Security program module that

used normal certificates

2015.10 ?
HWPx Exploit (CVE-201

5-6585)
Resume of a person with military experience

2015.10 - 11
Defense Industry (ADE

X Participants)

HWPx Exploit (CVE-201

5-

Masqueraded as promotional document

for a defense seminar
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Political organization attacks (2015)

• Decoy documents

- Political content
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Political organization attacks (2015)

• National Assembly Hacked (2015)

-NIS: Three lawmakers and 11 assistant PCs were hacked by North Korea and some of their documents were leaked. 

-Targets: Blue House (Presidential Office), Ministry of National Defense, Ministry of Unification, The National Assembly of the Republic of Korea 

*  Source : https://news.joins.com/article/18899410  & http://www.ohmynews.com/NWS_Web/View/at_pg.aspx?CNTN_CD=A0002154495

NSI : Three lawmakers and 11 assistant PCs were hacked by North Korea
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Political organization attacks (2015)

• Fake Security program Installer

- Modified Security Installer -> attack on a Political Organization

Blue House National Assembly Ministry of Unification

Ministry of National Defense
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Seoul ADEX 2015 Attendees Attack (2015)

•Seoul ADEX 2015 Attendees  

- “There is a possibility that this hacking group could be connected with the Sony Pictures hacking group” 

* Source : http://www.boannews.com/media/view.asp?idx=48598&kind=0  & http://www.etnews.com/20151007000172
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Seoul ADEX 2015 Attendees Attack (2015)

• ADEX 2015 Attendees (1)

- HWP Vulnerability  (CVE-2015-6585)
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Backdoor - Escad

• Malware Sample Comparison

- Sony Pictures hack vs. attack in South Korea
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Operation Big Pond (2015-2017)

• Operation Big Pond (2015.11 – 2017.2)

-Targets: Defense Contractors, Large Korean companies, Web hosting companies, Shopping malls

-Vulnerabilities: CVE-2016-0189 (Microsoft Internet Explorer 11 –VBScript Memory Corruption), CVE-2016-7256 (Open Type Font Elevation of Privilege 

Vulnerability)

-Techniques: Big Size (> 50 MB), Loader -> Attempt to bypass the behavior-based security program

-Backdoor remained almost the same    
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Open Type Font Elevation of Privilege Vulnerability

• CVE-2016-7256 (MS16-132)

- AhnLab & KrCERTreported this vulnerability.

*  Source : https://technet.microsoft.com/ko-kr/library/security/mt674627.aspx, http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7256
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Open Type Font Elevation of Privilege Vulnerability

• Exploit (2015-2016)

- The attacker had been using it since 2015.
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Techniques
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Techniques - Big File

VMFile

Too big?
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Techniques - Loader

Malware

Loader (1)

Malware

Loader (2)

Encrypted 
Data

Load
Malware
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2017 – Operation Coin Rush

• Cryptocurrency Exchange Attacks in South Korea

-

*  Source : https://www.reuters.com/article/us-northkorea-southkorea-cryptocurrency/north-korean-hackers-behind-attacks-on-cryptocurrency-exchanges-south-korean-newspaper-reports-

idUSKBN1EA02F & https://www.washingtonpost.com/business/economy/cryptocurrency-firm-youbit-to-shut-down-after-hack/2017/12/19/aa54d586-e4d1-11e7-a65d-1ac0fd7f097e_story.html & 

https://www.zdnet.com/article/south-korean-cryptocurrency-exchange-hack-sees-40m-in-altcoin-stolen/ & https://www.bleepingcomputer.com/news/security/bithumb-hacked-second-time-in-a-year-

hackers-steal-31-million/
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2017 – Cryptocurrency Exchange  Attacks

• Attacks on Cryptocurrency Exchanges in South Korea

- EPS in HWP
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2017 – Cryptocurrency Exchange  Attacks

• EPS Shellcode in HWPs

-

*  Source : Deep dive analysis of HWP malware targeting cryptocurrency exchange @ SecuInside
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Lazarus Connections
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Similar Code

• Unique execute command

-
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Fake Installer (2013-2014)

• Fake Installer (2013-2014)

- Fake Installers use different malware
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Mystery BM 

• BM?

-Andariel’sDllbot (2009) vs. RedobotDropper (2011) vs. Cyber 6.25 (2013) vs. Andariel’sBmdoor(2014) 
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Who ?

• North Korea?

-

*  Source : https://www.fbi.gov/wanted/cyber/park-jin-hyok/download.pdf
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Similar Code

• Similar Code 

-Attackers can mimic well-known characteristics.

-The drill samples in Korea are similar to this group's malwares.

*  Source : https://securelist.com/olympicdestroyer-is-here-to-trick-the-industry/84295 & https://blog.trendmicro.com/trendlabs-security-intelligence/oniondog-not-targeted-attack-cyber-drill/
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IP Address 

• IP Address

-Reuses C&C Server

-Found North Korean IPs in C&C Servers 

-Malware analysis training material included a North Korean IP

*  Source : http://www.dailynk.com/korean/read.php?cataId=nk00100&num=106135 & http://www.dailynk.com/korean/read.php?cataId=nk00100&num=106135
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Language

• Awkward Korean 

-Nonsul(논술) in South Korean vs. Ronsul (론술) in North Korean, both have the meaning of “logical writing”

- Is this a mistake? If not, why are they so sloppy?
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Conclusion

• Takeaways

-Lazarus Group (including the AndarielGroup): Motivation for attack seems to have changed   

(Confidential Information→ Monetarybenefit)

-They knowKoreanvery well and understand Korea's culture and environment

-They used many Zeroday vulnerabilities 

-Theyattackvulnerabilities in Korean software and disguised as famous Korean software

-Don't be fooled by Korean cyber drill 

-They’re activeoutsideofSouth Korea 

• Cooperation

-Attribution hell

- It’s important to disclose and share information

-We must cooperate to fight them

-AhnLabwill share relevant information with the members of industry
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Q&A

email : minseok.cha@ahnlab.com / mstoned7@gmail.com

@mstoned7

https://www.facebook.com/xcoolcat7
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