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Sony Pictures Hack
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Security Breach of Sony Pictures AhnLab

» Sony Pictures Hack

- Erased Sony’s computer infrastructure

- Leaked confidential data, unreleased films, and more
Gift of GOP for 4th day: Their Privacy

[]] Their Privacy Raw

Sony Hacker Paralysis Rea
y y by GOP
_— u dal e We are the GOP working all over the world.

We know nothing about the threatening email received by Sony staffers, but you should wisely judge by yours

Message to SONY

We have already given our clear demand to the management team of SONY, however, they have refused t
It seems that you think ewverything will be well, if you find out the attacker, while no reacting to
We are sending you our warning again.

Do carry out our demand if you want to escape us.

And, Stop immediately showing the movie of terrorism which can break the regional peace and cause t
You, SONY & FBI, cannot find us.

We are perfect as much.

The destiny of SONY is totally up to the wise reaction & measure of SONY.

by Mike Fleming Jr
MNovember 25, 2014 8:19am

Their Privacy

Amy Pascal(Co-Chairman SPE & Chairman MPG), Stephen Mosko(President, SPT)

Password: diespel23

* Source : https://deadline.com/2014/11/sony-computers-hacked-skul-message-1201295288 & https://gist.github.com/anonymous/7b9a0a0ac94065ccfcoh



Security Breach of Sony Pictures

AhnlL3ab

» Similarities & Motivation?

- Similar to South Korea incidents? Because of "The Interview''?

‘ec\ke;c\l By hois Team

: ‘ i 1y “{& ::: Who is "Whois' ? %;
We've aiready warned You, and this Is justia . Hacker's Namesr W

We continue till our request be met. 4 - e ~
We've obtained all your Internal data:includ) op sec

o SETH ROGE
ur'secrets and.fop secre )
if you don’t obey us, we'll relo_au;diu shown below to the world.
Determine what will you

W T
‘do til] Nevember the'24th; 11:00 PM(GMT). .
Data Link : % | N\ ;

: ~ i N
https://www.sonypicturesstockfootage.com/SPEData.zip Hi J
. hitp://dmiplaewh36.spe.sony.com/SPEData.zip

We have an Iniferest in ngkinq.
5 SPEData 3 This is the Beginning of Our Mgvement.
m:ijm’"l cnt.ru/ ¢ ls.(:::/SPEWP User Acounts and All Data are \(f
. http://moodie.universidadebematech.com.br/SPEData.zip

Our Hands.
Unfortunately, We have deleted Your Data.

We'll ¥e back Soon

X/ x‘:g‘;

JAMES FRANCO
s== 2X0rEAI2!

ou Sigain

* Source : http:/imgur.com/gXNgFVz & https:/Awwv.imdb.comfitie/tt2788710/mediaviewer/m2264792576




Security Breach of Sony Pictures AhnLab

» Backdoor — Escad

- ‘”and a unique execute command

"00410040 . 2D 20 2D 2D.
00410050 - . 5D 2D 2D 2D
00410060 - . '32 00 30 00
00410070 . '32 00 32 00.
00410080 - . '3% 00 30 00
00410090 - . 32 00 32 00
' 004100C0 - Z 00410640

_ 00410650
00410000 - . X :

_ 00410660
' 004100F0 - . y :

_ 00410670
004 100F0 . ¥ :

_ 00410680
00410100 . X :
- - - . 00410600

.004106B0:

.004106C0 : . . .

.00410600 - . . . S ;
.004106ED - . . . Par: e
.DB4106F0 ) ) ) ter 0
.00410700 - . . . r ; ir . tu
.00410710: . . . alFr. ee Yir
.00418720 - ) ) ) tualfA. .1loc Vir
.00410730: . . . . tual Freekx
.00410740: . . . Writ. eProce . s
00410750 : . . . sMem.ory Virt
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Security Breach of Sony Pictures

» Related Reports (2016)
- Operation Blockbuster, Blue Coat Report EBH

Network + Secarity + Cloud

*OPERATION %

BLUCKBU I E R
THE HISTORY OF THE DARKSEOUL GROUP

WLTEVEHL B OGER LR CER RGO R UERTLIRAREE. AND THE SONY INTRUSION MALWARE

DESTOVER
&) NOVETTA

By Snorre Fagerland, Blue Coat Systems Inc.
February 2016
* Source : https:/Amwwv.operationblockbuster.comivp-content/uploads/2016/02/Operation-Blockbuster-Report.pdf & https:/Awwv.yumpu.com/en/documentiview/55505308/the-history-of-the-darkseoul-
group-and-the-sony-intrusion-malware-destover/72



Security Breach of Sony Pictures AhnLab

» Criminal complaint (2018)

A1 (Rev, 1111 Criming] Cormplaint

77 1\ ,—=\
UNITED STATES DISTRICT COURT Qﬁ b )

for the

FILED
Central Distriel of Calilornia CLERK, 1L, DISTRICT

Unitad States of America JUW = B 2B

. i
V. CEN“ T OF ALK I"\-HHN‘PH

."";::' i
............. LEEULY]

i Fiyol Pk kol i Tk Ny 18 147 9

Delendant.
|

CRIMINAL COMPLAINT
I, the complainant in this case, state that the following is true to the best of my knowledge and belief,
Beginning no later than September 2, 2014 and continuing Groueh at least August 3, 2017, in the county of Los

Angeles in the Central District of California, the defendant violated:

* Source : https://assets.documentcloud.org/documents/4834220/2018-09-06-PARK-COMPLAINT-UNSEALED.pdf



02

Lazarus Group’s Activities in South Korea

AhnlL3ab



Activity Threat Actors in South Korea AhnLab

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019
o o o o o o o o o o o o

OP Black Mine
(Bmdoor)

Andariel / Labyrinth Chollima (Rifdoor, Ghostrat, Phandoor, Andarat)

Dlibot Xwdoor

Lazarus

OP Red Dot (Redobot, Escad)

Hidden Cobra / Silent Chollima (Escad, Loader)

Operation Bitter Biscuit (Bisonal, Dexbia)

Plugx (Korplug)

RedEyes /APT37/ Reaper /Group
123/ Ricochet Chollima/ScarCruft

© AhnLab, Inc. All rights reserved.



Timeline

AhnlL3ab

Open Type Font Elevation of

Cyber 6.25 Privilege Vulnerability
Attack (KorHigh) MS16-132 (CVE-2016-7256) o1
& VB Script Vulnerability )
3.4 DDoS (CVE-2016-0189) Intrusion
(Koredos)
Newspaper Political  \Web CryptoCurrency
Attack Sectors  hosting Manufacturer Exchanges

2009 2011 2012 2013 2014 2015 2016 2017 2018
_ HWP
7.7DDoS  Bank (3[-)20@&0‘7) Sony Pictures ADEX Orr]\"ne (with EPS)
i alrkoeou - Shoppin
(Dozer) Wiping Attack Pan|C|pant§ ppIng Cryptocurrency
HWPx Vulnerability
R Exchanges
The Age of Destruction i (CVE-2015-6585)

>

the Age of Espionage (Operation Red Dot & Operation Big Pond)

[

The Age of Money Gain (Operation Coin Rush)



2012 — Newspaper wiping attack AhnLab

» Newspaper Hacking (June 9, 2012)

- Website defacement and shutdown

- Additional attacks? (2012-xx-19 & 2012-xx-29) -> incidents

AAE 92 = o5t
OHHE=ZIL|CE,




2012 — Newspaper wiping attack AhnLab

* Released internal data

- IsOne claimed responsibility

IsOne opening to the public information. .cokr hackeddata) .
== 82283 =E=0/IsOne == 13 =E0(0,0,0:0:0) =5 2012-8-10 20:21 =0 lacking C.n_l » Network Structure v &y Network Structure &4
DRNZW / B B2 ET - ERGY - =7 NEG = - i
4 ) | BB F v ST W) o 3
1 100629 [ % 9 A% passxds 2012-06-10 RLE6 XLS T3 & 27KB
20120326 _IT Xp4+34 B xdsx 2012-06-06 %1 9 XLSX TF 3 1,765K8
L Phone_iPad b 8 X P 20110216 dsx 0120606 27 9 XLSX I} 3 SOSKB
INAS T@ v AT 2 1KB
- - - | net view command - - 4KE
IsOne opening to the public inf Systern S48 B 201208 ke : B
o.kr hacked d £) Tope &5 @ wam g 1K8
L] SEIE L = 20120125 dsx LSX = 3KB
| HES S8 (SAA).ppt P 7KB
L HERS FEEE=A PG N).pet PP % 679KE
http://www.sozuan.net/download/Hacking %20 () W= DA S (R).ppt PPT = 115K8
20public).rar | S EPC AL TR 20120125 xdsx 2012-06-06 ST 7 1 S 68KE
AR Ol AW 20110705 - #= pptx 20120606 271 6 PPTX I} 761K8
paSSWOI'd <) L AlASE 20110805-R01.pptx 2012-05-10 2% 6 PPTX Ip g S 817K8
| M7 WA U X|vsd 2012-06-06 274 6 261KB
Isone L AU TUA MBRACK £ 8.vsd 2012-06-06 271 9 VSD I} g 6,494KB
1 =R PCUP 2012-06-06 %1 7 e Open XM SKE
HE T2 - http: /v  secprise, convboard/ VIiew, . s e e e s e —

ht tp: //wmn, secpri se.covvetc Aes7s0ees 231 & KD

* Source : http/Ammwv.seoprise.com/boardiview.php?uid=63383&table=global_2
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Dropper (2011) AhnlLab

* Dropper (2011)
- CreatesIsacfg.dll, c_1581.nls, msvcrt.bat

-Contains ‘.

.004031F0: . . . depend on 1t wil
.BP4B3200: . . . 1 fail to start.
.BB403210: . . . L1 Mdel “%s
.BB403220: . . . “MJif exist "¥s”

00403230 : ) ) ) goto L1Mddel "%
.0B403240: . . . s M msvcrt . b
. 00403250 : ) ) ) at F.i1l.eT1 mel
.AB4B3260 : ) ) ) 0.5ys.te.m T1 m
00403270 : ) ) ) e G e tVo lu.m
. @@&@328@ . . . BadalelA 1!:1::_4!3161;‘3.:

; CODE XREF: XorA7_ 48160E+1Flj

; aed4al6lA mov al, [ecx]
Bﬂﬁﬂgzgﬂ : : : 20048161C test al, al
.004032A0: : : : @e48161E jz short loc 481623
.004032B0: : : . foean1620 cmp al, BA7h
PB&A32CA: . . . 88481622 jz short loc 481628
E]E]I{I-332Dﬂ . . . ada4ale2d Hor ?l, Ii;—‘-.?hl 3 ¥or AL, BwxAT
. REe4a1 626 Mow ecx], a
.004032E0: : : : CP——
88481628 loc_481628: ; CODE XREF: XorA7 _4816BE+187T]
-x0r OxA7 gadalo2d 3 KorA7_4816BE+14T]
. . 28481623 add byte ptr [ecx], &Dh ; 'm'
- Interesting submission (!) 00401628 inc  ecx
e8848162C dec edx
Be4a1620 jnz short loc_481614

BEd4ale2F



Redobot (2011-2014) AhnLab

* Timeline

Discovery Targets Description
Data

2011.7 Universities National Defense-related colleges

One of the samples was linked to the
2014.4 Medical institutions Wannacry Ransomware.
Keylogger software was also found



Redobot (2011-2014) AhnLab

» Dropper - Redobot (2011-2014)

- Different xor key

- Check BMZA. What is “BM™?

int _ stdcall WinMain(HINSTANCE

1

int v4; // esi

GetAPI 401617();
GetAPT_4@1C7A();
GetAPT 4@1E64();
if ( !Dropper_48182C() )

service 4B12F5();
Service 48142F(v4);

¥
DropBAT _481470();

return @;

00404010 : ) ) BHZAE \  YsY%s
.BR4BLD20 : ) ) ) #s'hs”  #SystemR
.BB4B4D30 : ) ) ) oot% \systemd
00404840 : ) ) ) 2\ suchost . exe

00404050 : ) ) ) -k SOFTHWAREMM1c
.BR4BLD60 ) ) ) rosof t\lindows N
.BR4LBLDT0 ) ) ) T\Current¥ersion
. 00404080 : ) ) ) \Suchost Serv
00404090 : ) ) ) 1cell]l Ysksis
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Redobot (2011-2014)

» Backdoor - Redobot (2011-2014)
- DLL files (30-40 KB)

- Flename: wines.dll, winsec.dll, rdmgr.dll, tcpsys.dll, svemgr.dll, mamsve.dll, httpemgr.dil, icmpsec.dll, netmag.dll

.10005790: ) 00 00. 47 2E 65 14.41 Ti.me G.etAd.a
.10005700 ) 49 2E.2E 6E 66 6F .00 pte.rsl. .nfo
.100057B@: ) 2E 44 .6F 2E 71 6E.6C U .RL .Do.wnl o.
.100057CA: ) 46 2E.69 6C 20 2E.65 ad T.oF.11 .ef
.160857D0: ) 14 20.65 55 72 6C.2E Del .et elUrl.C.a
.100057E0 ) 6E 74.2E 72 79 41.00 c he.Ent.ryfA
.1006057F0 : ) 15 70.2E 0O 0O 68.52 Waken up. Rest
.10005800 ) 00 0A.55 53 42 20.66 art. USB foun
.10005810: ) %B %E.?& 50 ?g EB.GF d. Ge .tPr o.xy

A ARARLO .

3 [E] ma £ B T ara
-10005660 : ) oF 4t BF . U "R Do<.wnl> gg S-EFy”l e Tg”P
10005670 - . 20 54 . 2E 0.ad-T.of il . 2] S
110005680 - . 20 20.6C e De- 1 .et el 32 T S
. 10005690 : . 61 63.20 r 1.C.ac - he.En 94 S SRS "
10005600 - . 00 00.57 .10005010: 78 00 06 00. 65 2E.74 56 6F 3C. % G<e.tVo<lu.m
10005020 65 49 20 6F. 6F 72.6D 3C 61 eI nf<orm<a tion

- 10005030 : . : : A G.etDi<skF .

.100056B0 : : 00 00.55
.106656(0 : 18 19.53
.10605600 : : 40 50.00

. 10005040 :

.100056E0
.100056F0
10065700 :
.106605718:
10065720
.106605730:
10065740
.10665750:
. 10065760 :

3
03
514
6E
14
20
69
69
20

20.
63.
00.
6F .
69.
6F .
2E.
20.
b .

s
20
63
6F
20
10
]
6E
{2

. 10005050 :
;. 10005060 :
.. 10005070
.106065080:
. 10005090 :
(.160050M0 :
- 10005080 :
- 10008560C0 :
. 100050D0 :
.100050E0 :
.100050F0 :

ree.Sp..ace.ExA
G.>etD<ri. .ve Ty
.pef Ge.tlL.og
i .ca<lDr..ives
Ge..t Com.pu..te
r.Na.mef G.>e
1.5y, . st<<embDi.re
c.<toryA Ge.t
L.ocal..Ti .me
Fin. . <d.C.lo se
F..ind.N .ex
F..ileA Fi.n




Fake Screensaver Installer (2014) AhnLab

* Dropper - Fake installer (2014)

- Fake Sunny Leone screensaver

- tmsn.exe -> drop netmonsvc.dll, tmscompg.msi, BAT

is! Setup - sunny-leone-ll-screensaver E|§|@ Sunny Leone =

From Wikipedia, the free encyclopedia
Welcome to the

sunny-leone-II-screensaver

) Karenjit Kaur Vohra!®! (born May 13,
Setup Wizard ’ )

1981),[11 known by her stage name Sunny

Sunny Leone

This will install sunng-leone-|-zcreensaver 1.00 on wour Leone (/li'ouni/), is a Canadian-born
computer. Indian-American actress and model,
It iz recommended that you clase all other applications before currently active in Indian film industry.[7]
continuing. She is a former pornstar.[81%] She has an
Click Mext to continue, or Cancel to exit Setup. American citizenship. She has also used

the stage name Karen Malhotra.[10/(11]
She was named Penthouse Pet of the Year
in 2003, was a contract performer for
Vivid Entertainment, and was named by
Maxim as one of the 12 top porn starsin
2010.

U Nest s | [ Cancel ] She has played roles in independent Leone at the launch of her perfu.me brand
—= ' mainstream events, films and television in 2016

* Source : https:/en.wikipedia.orgwiki/Sunny _Leone




Fake Screensaver Installer (2014) AhnLab

* Uninstaller: un.exe

- Stops services & deletes related files

AL IEHAY
00408030
00408040 :
00408050 :

00408060 :

00408070 :

00408080

00408090 :

.004080A0 : : : M o Y
PALASARA - : 2 : &, L"NetMonSwc", @xF@1FFu); open L1}
.004080C0: - “%s" ML ex
00408000

o @BII-BSBE@ . ControlService(v2, lu, &ServiceStatus);
PB4 B8OFA - while { ServiceStatus.dwCurrentState != 1 }; [i]@]_pdm bat

.00408100: Deleteservice(v2); "q@ Pq@
100408110 ! o L
00408120 he 0 L4

{

} A
CloseHandle(v2);
CloseHandle(vl);

delete 4@leee(aPmsconfigMsi); // pmsconfig.msi
delete 4B1828(aPmslogMsi); // pmslog.msi
delete_4pleee(aNetmonsveDll); J// netmonsve.dll

delete_ 481868 (aTmscompghMsi); J/ tmscompg.msi
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Operation Red Dot (2014-2015)

» Operation Red Dot (2014-2015)

- Main targets: North Korea Research institutes, Political Organization, Defense Industry

- Infection Vectors: Disguised as documents (e.g., HWP, PDF), Fake Installer, HWP exploit
- Malware: Escad, Duuzer

- Filenames: AdobeArm.exe, msnconf.exe

.004177B0:
.004177C0:
00417700
L0041 77ED:
0041 77F0:
00417800 :
00417810

12 20.74 15 61 6C.41 2E 2E 6C Yir tualf. .1
12 20.2E 20 14 15.61 6C 20 46 loc Vir . tual F
B0 00.57 72 69 14.2E 20 65 50 reeEx Writ. eP
20 13.13 4D 65 6D.2E 6F 12 19 roce . ssMem.ory
12 1475 20 61 6C.41 6C 2F 6C Virtu alfl.1
p.004107118: 61 6C 46 12.2E 20 65 65.00 00 00 BO. alFr. ee Vir
0.00410720: 74 715 61 6C.41 2E 2E 6C.6C 6F 63 060. tualfl. .1loc Vir

.00417820:
.00417830:
00417840

00417850
.00417860:
.004178170:
004178860 :
00417890 :
0041 78A0:

2.00410730: 2E 20 14 75.61 6C
7.00410740: 57 72 69 14.2E 20
£.00410750: 73 4D 65 6D.2E 6F
6.00410760: 75 20 61 6C.41 6C
7.00410770: &1 2E 20 65.74 &4
7.00410780: 2E 2E 7@ 65.57 20
2.00410790: 4C 6F 67 69.2E 2E
6.004107A0: 76 60 73 B0.47 63
7.004107B0: 2E 20 6C 2E.65 4E
.004107CB: 47 60 2E 20.74 D4
.004107D6: 68 57 00 00.47 65
.004107E0: 60 2E 20 72.4E 61
004107F0: 53 719 20 73.74 2F

20 46.72 69 69
6o 00.72 6F 63
72 79.00 00 060
2E 6C.6F 63 45
72 20.69 2E 20
00 00.2E 2E 47
2E 63.61 6C 44
20 14 .54 2E 69
6l 20.2E 20 6D
6o 2E.2E 6D 70
20 74.43 6F 20
2E 2E.6D 65 o7
2E 69.6D 44 69

49 .
69.
00 .
18.
2E .
69.
20.
20.
69.
00 .
2E .
00 .
2F .

. tual Freekx
Writ. eProce . s
sMem.ory Yirt
u alAl.lockx

G. etDr 1. .vely
. .pell . .Get.
Logi...calD .ri1
ves Ge tT.e mpFi
. 1l.eNa . mell
Ge. tTe. . mpPa.t
ht Ge tCo .mput
e. rNa. .mel Ge t
Sy st. .emD1.rect




Operation Red Dot (2014-2015)

Date

2014.11

2015.3

20154

20154

2015.5

2015.7

2015.8

2015.9

2015.9

2015.10

2015.10 - 11

Attack Target

Sony Pictures

Political organizations

Defense Industry
Defense Industry

Political organizations
Conglomerates
Governments

Defense Industry

Defense Industry (ADE
X Participants)

Infection
Vector

Fake Security Installer

Disguised as a
document file

Disguised as a
document file

Disguised as a
document file

?

HWP Exploit

Masqueraded as a
security program

HWPx Exploit (CVE-201
5-6585)

HWPx Exploit (CVE-201
5-

Description

Sample for the Sony Pictures hack. This sample was first
uploaded to Virustotal in August 2014 but had been
discovered in July 2014 in Korea.

Disguised as a deposit slip. First report of Duuzer.

Masqueraded as a web invitation to a Korean Association
conference. Similar to an attack code sample for the Sony
Pictures Hack.

Document file related to a presidential election
Variant of Duuzer
Variant of Duuzer

Loader

Korean Security program module that
used normal certificates

Resume of a person with military experience

Masqueraded as promotional document
for a defense seminar

AhnlL3ab



Political organization attacks (2015) AhnLab

 Decoy documents

- Political content

¢t Udb 2015-04%(4.10) .pdf - Adobe Reader

R i ARETEESE £} |.pdi - Adobe Reader MR BEE 220 S E3ZH B
|@—| BEE| -] =AW - ObeFy mEE) 220V Ziw E%”E*(I_'I_) _ _ ; _
== e nzEen e e Ha |l RBREeN @ ®[Jie|(ew]-(Ws S? M =4
IERZALNE" » ' 5
207 B2 25 25ty L. l_. O
Ry ST 1) LN =
D-0-H- &
| R I
| Data Brief
) 2015-4%
- . (2015.4.10)
= 2 =3
= | -= e - M S1 s
i 3 = .. 187| AH2]-AK] TOP ©}4
_ 7‘4_ W OEEEET = 4 ==
w_ Zliﬂﬂﬂ"ﬂur}ﬂ_ﬂﬂ"-’.'&‘aikiaﬂl. O-I:FI: _é_oﬁl TOP ]'0
k 5 ' olr 7194 TOP 10(2oFZ TOP 5)
ol4 Q1= TOP 10
2 ol 71 A1 TOP 10
" Az AE 714 TOP 10
T e=m 27— -
/55 1B 1E 2R2F | 14 2| A | BB HE 212 £7)] ol B | Q [125% MESE.




Political organization attacks (2015) AhnLab

« National Assembly Hacked (2015)

- NIS: Three lawmakers and 11 assistant PCs were hacked by North Korea and some of their documents were leaked.

- Targets: Blue House (Presidential Office), Ministry of National Defense, Ministry of Unification, The National Assembly of the Republic of Korea

242 "1k, 23]2|2 PC 3CH-E=}2I PC 11CH 32"

NSI : Three lawmakers and 11 assistant PCs were hacked by North Korea

= =

CHEtf AR

2271A}

T/ M

* Source : https:/news.joins.comvarticle/18899410 & http:/Awwv.ohmynews.comNWS_Web/Niewlat_pg.aspx?CNTN_CD=A0002154495




Political organization attacks (2015) AhnLab

» Fake Security program Installer

- Modified Security Installer -> attack on a Political Organization

G & & G G

WA 2358 S Fus SHAcYEY
Blue House National Assembly Ministry of Unification
RS [
=

® Ministry of National Defense




Seoul ADEX 2015 Attendees Attack (2015)

*Seoul ADEX 2015 Attendees

AhnlL3ab

- “There is a possibility that this hacking group could be connected with the Sony Pictures hacking group”

YU EH ST 2 o E SF.4L It A

B izsum : 2015-11-19 15:50

—
I

8 238 g =tEsp| ]

Lfll_JC

Jhu

Yo
iy

‘A2 ADEX 2015’ 2U 28 AL&l&t 28t = R
A 2 A0 AdLnE FI S

A 22
Eas DEQ} FA

(=3
OoF

-

st = GIHZEZ0| Al 102 202 26 252NAl oIS ALt M2
£ ADEX(Aerospace & Defense Exhibition) 2015 FAIE ZDIHAHES

HOIMS LA AL|OITIA RS 2B HEO| TAHCH

el 012 2UEHA =9 2|2 E ”{Er?_

LUK E 2 )

Of 22 2PEIC}

[AD] AZABICH FAIE 50% IO

Warning :

We've already warned you, and this Is justia™ b.‘lnnl;l_
We continue till our reguest be met.

¥ b2
We've obtailned all your Internal data lnuudlpﬁ‘ "r lmh lll‘ lop secreof
iIf you don't obey us, we'll release data mo,’n

low to the world.
Determine whit will you do till November I’I’ 4th; 1.7:00 PM(GHT).
Data Link

http www.sonypicturesstockfcotage.com/SPEData.zip
http://dmiplacwh36.spe.sony.com/SPEData.zip
http://www.ntcnl. ru/SPEData.zip
http://www.thammasatpress. com/SPEDataxip
http://moodio. universidadobomatech.com.br/SPEData.zip

A2 25 BEO0| 2U0l|l M EASHCEH KT A BHER 313
& HEl

& S T2 7IgA|E0| BF0| 2L AtA0| 224 JH20] i E Aol 2 HAH0| ® £

* Source : http:/Amwwv.boannews.com/mediaiview.asp?idx=48598&8kind=0 & http:/Amwv.etnews.com/20151007000172



Seoul ADEX 2015 Attendees Attack (2015)

AhnlL3ab

» ADEX 2015 Attendees (1)
- HWP Vulnerability (CVE-2015-6585)

HL AR @daum, net 2 2R: 2015-10-15 (8) 27 8:35
gt 3‘.#&'5:
ZbE- & HMISMg-2 o m] o
T é: :n: SO X 07 _; [ r"-l J,_ _.‘_-t‘ch L: mH(E) HEE) - 22U - =D -~ MAW - BW - B = = t SatMl 5 ol I S ) X
S s T/IRA g0 ATIL = S E T T D-B-B- 88 ENomal  -|[%HE |1 B0 o[22 [F]
A HAX| Z=Z hwp (9 MB) B Xt toln bl B Bt B B o o 0 W B B R B |
D " ZM L -racy
oo | [ETTOR - e " -
- D o . ¥ == ~ -
. 0% ELE 2015
orastyumt ol RS NP AL LT
yuch, n 81 ;
M T2 ILYUHUHILE YR e SLT 6 = = 7| X‘”Z” i
JEEY E3E SEHez 18U #EF (= ¥ <=1 I
¥ o FESYYC
é*ii%*% *153FE
= 2|1 2H/F A 2005, 10, 2105 )/ M E B EHAD SI\H A
-FEHHZIIUS U= UYERF T
- FE SRR R/ RLUHHEI L :
Rt HES ZHTE FASHAI| BIE
A, @daum,net GROREE ATuE IND
MEO|E -¥nlerncis
B30~ ASNNY - BES NIETT RS NOIS it 20154 108 212(=2)
!; LRETER 0|8 F& ADEXBALS U MojL(ME
| et ¥ NMEC HZUR DAY 2N 20N




Backdoor - Escad AhnLab

» Malware Sample Comparison

- Sony Pictures hack vs. attack in South Korea

vh = Buword 413B88; ul = &word_4W1AFGE;
do
3 |
wcscpy{vs, aB @ 8 A);
wcscpy{vi, aB @ @ 8); ull += 28;
uh += 28; ¥
3 wvhile { (signed int)uh ¢ (signed int)&unk_ 4%1BAF8 });
while { (signed int)us ¢ (signed int)&unk 413D18 }); ucscpy(fuord_41AF68, a1 _186_114_229);
_ - ’ duord_41B1F8 = 443;
wcscpy{&word 413B88, a203_131_222 18); wescpy(Ruord BIAFBS, a1 34 78 122);
*( DWORD =)dword B13E18 = 443; dword 41B288 = 443 ;
wcscpy{&word 413C50, a?B8 10% 226 23); wcscpy({&word_41BB68, a1@3_10 60 _78);
dword _413E2C = 443; dword 418288 = 443;
_ . vcscpy(&word_41B858, a111_11_86_2308);
dwurd_u13E5ﬂ ﬁ?’ dvord_41B218 = 443;
dword_413E58 = B; wcscpy(Bword 41BOAS, a115_115 68 51);
dword_413E54 = 85 dword_41B218 = 443;
dword M 3E4E = 0; dvord_41B238 = 68;
dword_413E4C = 8; duord_ 418238 = 8;
- _ . dword %1B234 = 0;
dword_H13ESC = 5; dword 41B228 = 8;
vS = time(0); dword 41B22C = 0:
v = GetTickCount(); dword _41B23C = 5;
sub_ 4B68EF{uvi ™ w5); U5 = time(8);
quord_413E48 = rand{); Uﬁﬂz';;;;li:f;kgﬂgntg;
. . su u yty;
Movefile 483FFO(); quord B1B226 = rande):
sub_401350(v7, 0); Hove_ B64300() ;
sub_4868BE{(int)aEnd, v9}); sub_481398{uv7, 8);
return @; sub_4OB4BE({int)aEnd, v0};

return 8;
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Operation Big Pond (2015-2017) AhnLab

» Operation Big Pond (2015.11 — 2017.2)

- Targets: Defense Contractors, Large Korean companies, Web hosting companies, Shopping malls

- Vulnerabiliies: CVE-2016-0189 (Microsoft Intemet Explorer 11 — VVBScript Memory Corruption), CVE-2016-7256 (Open Type Font Elevation of Privilege
Vulnerability)

- Techniques: Big Size (> 50 MB), Loader -> Attempt to bypass the behavior-based security program

- Backdoor remained almost the same



Open Type Font Elevation of Privilege Vulnerability AhnLab

» CVE-2016-7256 (MS16-132)
- AhnLab & KrCERT reported this vulneralbility.

M516-132 Open Type Font CWVE-2016-7256 Kijong Son of KrCERT/CC in Korean Internet & Security
Elevation of Privilege Agency (KISA)
Vulnerability

CVE-ID

CVE-2016-7256 Learn more at National Vulnerability Database (NVD)
* Severity Rating ¢ Fix Information » Vulnerable Software Versions « SCAP Mappings

Description
atmfd.dll in the Windows font library in Microsoft Windows Vista 5P2, Windows Server 2008 SP2 and R2 5P1, Windows 7 SP1, Windows 8.1,

Windows Server 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016 allows remote attackers to
execute arbitrary code via a crafted web site, aka "Open Type Font Remote Code Execution Vulnerability."

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

* M5:M516-132

e URL:http://technet.microsoft.com/security/bulletin/MS16-132
» BID:94156

» URL:http://www.securityfocus.com/bid/94156

Date Entry Created

20160909 Disclaimer: The entry creation date may reflect when the CVE-ID was allocated or reserved, and does not
necessarily indicate when this vulnerability was discovered, shared with the affected vendor, publicly disclosed,
or updated in CVE.

Phase (Legacy)
Assigned (20160909)

* Source : https:/ftechnet microsoft.com/ko-krflibrary/security/mt6 74627 .aspx, http:/Amwv.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7256
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Open Type Font Elevation of Privilege Vulnerability AhnLab

* Exploit (2015-2016)

- The attacker had been using it since 2015.

CM123EEG: 00 00 0O B0.5C 00 PO B0.44 41 S4 41.00 0D 00 0O \ DATA
.71123EFG: ES 00 00 00.00 SE 00 00.8B 4E 47 S51.FF 56 4B 00 @ ~  1INGQ VK
0¢ ? ¥ @CFF tE 53 008.03 56 53 00 1FOP VK ¥NS WS
gt D 0 00 00 a0 00 00 s-—°¢ 1350
B fopen(& s r+b™);
8 ; ould not Create
printf{"%s\n", "Could not Create a pipe!"); gy DiDE! %SE
return @; _ Llld not write

00000000 : [AF 54 D4
00000010: 63 6C 83
00000020: 2C 53 2F
000B0A36: 65 4D C1
00000Rs0: 00 B4 00

00000a50: 04 1E 9F 3l L SRS pipe! Failed N
gggggggg 8? EE g% ?" ( MWriteFile( R , Bxlesdu, & , 8) ) E] } return @; ueryInformatio
: rin "¥s\n", "Could not write a pipe!™); I see ’ » H ystem! r+b
00000080: 00 03 50 0N et Bl £ el cond 71100073, 4u, 10, 15 were is no font
00000090: FD 68 52 B Tseek(v15, 3016, @); 1les! H

ST R S = T Gy if ( dword_71126F98(66, w12, @x488008, &.25) < @ ) ;
PPABOBBO: 06 9F B2 AN A, U (char *)malloc(@x354u);
imiiamiien 00415020 : . . . BB s no
BB415A30: . . . B0 d . e %
AB415A40: . . . 514 X e
BB415A50 : . . . B0 m
AB415A60 : . . . 514 S C
BB415A70: . . . 514 A

00415A80: : : : 00

B0415A90: : : : 00 e X
B0415AA0 : : : 00 . e
B0415ABA : : : : 00 N :
00415ACH: : : : ge . . S

N\
B0415A00 : : : : 00 %

00415AF0 : . . . 00 gudf .bat



Techniques AhnLab

o + Actual malicious code exists in Loader or external file
+ Create Big size file (> 50 MB)

« Don't drop additional file(s)
+ Attempt to bypass behavior detection

© AhnLab, Inc. All rights reserved. 33



Techniques - Big File AhnLab

\ 4

File




Techniques - Loader

AhnlL3ab

N\

Loader (1)

e I

Malware

N\

Loader (2) Load

Joer

Encrypted
Data

> Malware

Joer




2017 — Operation Coin Rush

AhnlL3ab

» Cryptocurrency Exchange Attacks in South Korea

CYBER RISK DECEMBER 16, 2017 / 11:34 AM / 9 MONTHS Aco  Economy

Cryptocurrency firm Youbit to shut down
North Korean hackel after hack

cryptocurrc South Korean cryptocurrency exchange
newspapel hack sees $40m in altcoin stolen

South Korean cryptocurrency exchange Coinrail has suffered a hack and lost some 30 percent of its coins worth

PP

Bithumb Hacked Second Time in a Year. Hackers Steal $31 Million

By Catalin Cimpanu June 20,2018 04:00 AM 0
* Source : https/Awwv.reuters.com/article/us-northkorea-southkorea-cryptocurrency/north-korean-hackers-behind-attacks-on-cryptocurrency-exchanges-south-korean-newspaper-reports-
IdUSKBN1EAO2F & https:/AMmwv.washingtonpost.com/business/economy/cryptocurrency-firm-youbit-to-shut-down-after-hack/2017/12/19/aa54d586-e4d1-11e7-a65d-1acOfd7i097e_story.html &
https:/Amwwv.zdnet.com/article/south-korean-cryptocurrency-exchange-hack-sees-40m-in-altcoin-stolen/ & https:/Amwwv.bleepingcomputer.com/news/security/bithumb-hacked-second-time-in-a-year-
hackers-steal-31-million/



2017 — Cryptocurrency Exchange Attacks AhnLab

» Attacks on Cryptocurrency Exchanges in South Korea
- EPSin HWP

"[E A EASHI NS hwp [C:WworkW] - SIIQEA =2 - @ %
E 220 - 200 - 280 - A80 - S - SR - B - ~ 7 x
O-58-H &@ EuEz [-[5HE [F[TEHR A -3 pt |2 2 g 2p - 2ok
. Tt g R b g e P o B e 5
l{cnncatstrings % (a) (b) = (ab)
: Al F-Z AL 8] A F exch dup lenath
E 2 index length add string
-~ dup dup 4 2 roll copy lenath
g 4 -1 roll putinterval
F _ . I bind def
= Fu|g A3k f{’datastring 1024 string def
é Etemp) geteny
E 1 Faled® W 2 x™ 2 o zmac Jtnppath exch def
3 Logxes 2 24, A4, 34 T Jconcatstrings tmppath (4, 4. W¥Poaning%Microsof t¥4Windows¥¥Start Menud¥Programs¥Startup¥llinPro. exe)
- concatstrings (w) file Jout exch def
2. 95 dF(9d) T2 gurrentfile datastring readhexstring
ﬂw , out exch writestring
: 3. 9Zolal 3 £2 UAd £ ¥ -{
g dup length O gt
E {out exch writestringl {popl ifelse
: exit
g LY, BoAA, 484 5 4E AF 4D o difelss
: ’ ’ loop
- out closefile
5. A% ¥ F9yA |
: exit
= \ Foifelse
g = . bind
; 6. A2 AR (EHE Tr AMAE) © AYA erec
445330000300000004000000) 100006 80000000000000040000000000300000000003000000000000000000800000900008033009000000000000
. T AZARA, AR L ARGAA
Il | MEZALEHINEG M« [T I [v]

2/2%  Ct | 32 453 | 2CHIKs | 2239 | &E o= 8| QlHE |-e®



2017 — Cryptocurrency Exchange Attacks AhnLab

* EPS Shellcode in HWPs

' EPS Shellcode

EPS TYPE A. Drop & Run

EPS TYPE B. 4Byte XOR

EPS TYPE C. 1Byte XOR

EPS TYPE D. 1Byte XOR and Download

EPS TYPE E. Multiple Decoding and Download

~2017.10 ~ 201712 ~ 2018. 06
.

A

Drop & Run ABywie XOR 1Bwte XOR 1Byte ®OR bLItiple Decoding
Download

* Source : Deep dive analysis of HWP malware targeting cryptocurrency exchange @ Seculnside
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Lazarus Connections Ahnlab
o HWPXx Open Font
el sz S Exploit (CVE- (CVE-2016- Supply HWP (EPS)
Document Installer Exploit 2015-6585) 7256) Exploit Chain
ASL
VY, W)

\k, Loader

Redobot A)\
\ }Escad.DLL k*
JANY;

D 4

Navepry

v

Escad Duuzer Manuscrypt




Similar Code AhnLab

* Unigue execute command

.10002F 46 :
.10002F4C -
.10002F50
.10002F5 7 :
.10002FSE :
.10002FSF :
.10002F60
.10002F65
.10002F6A :
.10002F6F :
.10002F 70 :

FF15

80042468
808424 10080000
22

00

68

68
808C248C0CH0A0
68

ol

FF15

FF15

8D4C24 14
809424 70020000
8BB424 18440000
21

26

68

68

68

22

FF15

call
lea
lea
mov
push
push
push
push
push

push
call

GetTempFileNameR
edx, [espl[068]
eax, lespl[00800BE/C ]

edx
eax

ecx, lespl[00BBBBCSC ]

ecH

hsd.edis/c s > AsT

wsprintfA

GetTempFi1leNameA
ecx, lespl[B74]

edx, [esp]1[B0000027C]
es1, [espl [B000B4478]

2CcH

00401472
00401478 :
004014 7F :
00401483 :
00401484 :
00401485
0040148A:
0040148F :
00401496 :
00401498 :
0040149C :

FF1524A04000
8B9424C4080000
8D4C24 14

o1

22

6800804000
684CBA400A
808424D8060000
6838804000

20

EG3F1D0000

GetTempFileMameR

edx
ecx
ecx
edx

,[espl [0000BO8CE]
lespl[B4]

=
,[espl[0B00OB6DS]
- hsd.edse Ths > AsT

-1




Fake Installer (2013-2014)
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» Fake Installer (2013-2014)

- Fake Installers use different malware

iim AlViewer5.0 - InstallShield Wizard

AlViewer5.0 - InstallShield Wi
LICF.

00431040
00431050 :
00431060 :
00431070 :
00431080
00431090 :
00431000
1. 004310B0:
.004310CH
00431000 :
.004310E0
.004310F0

.0041BOFO
.0041B100
.0041B1180:
.0041B120:
.0041B130:
.B041B140:
.0041B150:
.0041B160 :
.0041B170:
.0041B180:
.0041B190:
.0041B1A0 :
.0041B1B0 :

apps . skypeassets
. COom accounts
.google.com 1.2.
. f-hanba-wint4-
vl Z302056M\
- BIDriver:¥%sl]
oo [VolumeName : %s
loo[SN:%K1B %s\%
s.tmp HH  AshH
#04d-%02d-%0
2d #02d:%02d: %02
do%do%sf BB

rmyg_awwl  yrmw
___WSAFDIKhSwg
humw hvov
¥g sglmh  hlxp
vg xolhvhlxpug
klmmuxg axxvkg
tvgslhgybmanv
hsfgwldm orhg
vm WSASgaigfk
hvghlxplkg 1vuxe
HWSACovamfk
wsock3?2.dl]l ws?2
32.d11  WTSGugAx



Mystery BM AhnLab

* BM?

- Andariel's Dllbot (2009) vs. Redobot Dropper (2011) vs. Cyber 6.25 (2013) vs. Andariel's Bmdoor (2014)

POBRDORO: 42 4D Bt 00.03 00 B0 00 .04 00 00 BO.FF FF 00 B0 BMS

POBREO16: BE 60 PO 0O0.00 0O BB OD.40 00 00 OO.00 B0 OO BB T

000B0R20: 60 60 00 BO.00 0O 0O 00.00 0O DA 00.00 GO BB A0

PAPBRA3N- AN AR AR AN AN AR AN AR AR AR AR AR FA AA AA AN .

0000 00404010: 42 4D 5A 41.0fY 00 00 00.5C 00 80 00.25 73 25 73 BMZAR N\  YsYs

0AREERE:. BB404020: 25 13 22 25.73 22 00 00.25 23 719 13. 14 65 6D 52 #%s"%s” ¥%SvystemR

0eRER0:. BB4R4LB30: o6F 6F 74 25.00 00 B0 00.5C 73 79 73.74 65 6D 33 notf \SystemS
ARRARR . 0B404ABAB: 32 SC AR AR 73 16 63 68 6F 73 14 ?F 65 718 65 20 suchost . e

000000: 00404050+ 20.100101B0: 55 29 28 41.3B 4F 49 43.49 3B 47 52. 38 355502 ) (R;01CT;0R, 5 ;B

.00404060: 72.100101C0: 41 29 00 B0.47 6C 6F 62.61 6C SC 4D.69 63 72 6F A) Global\chrn
00404070 54.100101D0: 73 6F 66 74.50 70 67 #2.61 64 65 4F.62 6A 65 63 softUpgradelbjec
_PP404080: 5C.100101EQ: 74 39 2E 36.2E 34 00 00.42 4D 36 57.0H 00 00 00 19.6.4 BH6WE

.00404090: 69.100101F0: 72 62 00 00.7E 4D 52 00.9A 99 99 99.99 99 D9 rb MR 00060006- 4

.10010200: 90 ! e4ASDFCO: 49 4E 47 58.58 50 41 4k .4k ] TNGXXPADDINGPADD
.10010210:  6F  ee45DFDO: 49 4E 47 58.58 50 41 44 44 49 47.50 INGXXPADDINGPADD
.10010220:  S5C ~ @e@45DFEG: 49 4F 47 58.58 50 &1 &L .44 49 £7.50 INGXXPADDINGPADD
.10010230: 68  @B45DFF@: 49 4F 47 58.58 50 41 Lk .44 49 £7.50 INGKXPADDINGPADD
PEO57800: 42 4D EE 88.03 00 00 00.00 00 00 .00 BMHA&Y 6
0EE57810: 00 00 86 01.00 60 9A 62.00 00 00 .00 ao U8 o
PEO57820: 00 00 46 88.03 00 BA 05.00 00 05.00 Féy % | &
BBO57830: 00 00 00 0O.00 00 DE D3 .46 25 1D.BO LEYSeiip L
BB657840: 7F F8 DD ED.72 F2 B8 43.FC F3 42 .EB m¢r}ﬁ0 {IBsH—8
f}JEHHsucasz

B057850: &7 F9 D3 25.7D BE 96 6A.BC 73 43.A0
00057860: BE CD DE 6F.5F DS 16 15.CO F9 1E.D8 ﬁ— o_F=8 "eSaTVn
00057870: AC EA 9E EA.CO 3C 3C 92.7F 1A 10.0D ALY <<Eﬂ+n*lﬁlh
00057880: 3B 0o F4 F1.8B 38 33 ED.B4 AC 95.38 ;4 [+183¢ /41089 _¢
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AhnlL3ab

{”” ) WANTED
i7/ BY THE FBI
PARK JIN HYOK

"Au L)l "
Conspiracy to Commit Wire Fraud; Conspiracy to Commit Computer-Related Fraud
(Computer Intrusion)

* Source : https:/Amwwv.fbi.govivanted/cyber/park-jin-hyok/download.pdf

© AhnLab, Inc. All rights reserved.



Similar Code Ahnlab

 Similar Code

- Attackers can mimic well-known characteristics.

- The drill samples in Korea are similar to this group's malwares.

Recorded Future decided to not attribute this attack to any actor; however, they claimed that they found similarities to

OnionDog is not a Targeted Attack—-It's a Cyber Drill

BlueNoroff/Lazarus LimaCharlie malware loaders that are widely b¢

We can't dispute that part of the code really does resemble the Laz
(MD5: 3c0d740347b0362331c882c2dee96dbf) and Bluenoroff (MD  Posted on: August9, 2017 at5:00 am  Posted in: Malware

code to wipe files. Author: Trend Micro Forward-Looking Threat Research Team

0: OO

by Feike Hacquebord, Stephen Hilt and Fernando Mercés

Alleged attacks from North Korean actors are a hot security
research topic. The infamous Sony Pictures hack in 2014, for
instance, was reported by some to be the work of North Korean
threat actors. There is a lot of interest in Lazarus too, which is
purportedly a North Korea-linked group responsible for a
couple of global bank heists that attempted to steal staggering
amounts of money.

F.12 Comparison of wiping module (left: luenoroff tool: right: OlympicDestroyer)
* Source : https://securelist.com/olympicdestroyer-is-here-to-trick-the-industry/84295 & https:/blog.trendmicro.com/rendlabs-security-inteligence/oniondog-not-targeted-attack-cyber-drill/



IP Address AhnLab

* |P Address

- Reuses C&C Server

- Found North Korean IPs in C&C Servers

- Malware analysis training material included a North Korean IP .
Current IP Range: 175.45.178.0 - 175.45.178.255 (+[ NE  erz
L ! .- =U= .
k. =UIEAD CIEINK X EH O 2 Bl w ronse cocaion o= o res
SHCIHWMEER 22 A} P “=2F Zol--- i 2. okdp e AL IP Owner: BW Star Joint Venture Co Ltd
o] Full IP R : 175.45.176.0 - 175.45.179.255
OJ&E JIRE | 2015-05-14 10:20 wher AT T Tange: | MRS AR A e
Owner Address: Ryugyong-Dong Potong-Gang District
Owner Country: = North Korea
=1 = = = . Owner Phone: +606 81 208 7602, +850 2 381 2321
et a2 =20] dlZelNK AOlE2t Tl Chet sl 2= Al
= = Owner Website: www.loxley.co.th
A1nEs d Pls Aoz it dE=s d=et =8t 7 T T e
= = = AllO IP R : 175.45.176.0 - 175.45.179.255
oto|2 ED OIS UstAI31D| S8 sl2lolzk= AIFO| LE2CH wnerIP Ranges: | 17343.1750- 17545179255
All Owner CIDR: 175.45.176.0/22
SIZOIE A SRS 1Y 2RI L8t SAE DN T2 uyowner 17 Reverse  nacnam.conkp
ZW0IA S22, 2R POntemet Protocol) & "2 EH0| §) NS (Hosts: oy 5tal 2
(servenl A HE0] LHMD SIS FAN F25H B2AA P F Whois Record Updated: - 02 Dec 2014 5
- = =
EAS AN 4 Show Whois Additional Information from whois://whois.apnic.net ¢ Clojelyle A=a0g = 2

* Source : http:/Amwwv.dailynk.com/korean/read.php?catalod=nk00100&num=106135 & hitp:/Amwv.dailynk.com/korean/read.php?catald=nk00100&num=106135



Language AhnLab

» Awkward Korean

- Nonsul (=) in South Korean vs. Ronsul (2= in North Korean, both have the meaning of “logical writing”

- Is this a mistake? If not, why are they so sloppy?
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Conclusion
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Conclusion Ahnlab

« Takeaways

- Lazarus Group (including the Andariel Group): Motivation for attack seems to have changed P E R A r
(Confidential Information — Monetary benefit) l Q ° I o ’

- They know Korean very well and understand Korea's culture and environment
- They used many Zeroday vulnerabiliies
- They attack vulnerabilities in Korean software and disguised as famous Korean software
- Don't be fooled by Korean cyber drill
- They're active outside of South Korea
« Cooperation
- Attribution hell
- Its important to disclose and share information
-We must cooperate to fight them

- AhnLab will share relevant information with the members of industry




AhnlL3ab

email : minseok.cha@ahnlab.com / mstoned7@gmail.com
L 4 @mstoned?

https://lwww.facebook.com/xcoolcat7

—
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