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Battlefield Ukraine:
finding patterns behind
summer cyber attacks
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Alexander Adamov
CEO & Founder
NioGuard Security Lab




About NioGuard

12 years in the AV industry

8 years teaching Malware Analysis
Our malware lab is located in Ukraine
We analyzed Stuxnet




Loud cyber attacks against Ukraine

2014/2015 - BlackEnergy
Dec 2016 - Industroyer
June 2017 - NotPetya and others
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Current situation of
Petrwrap/wowsmith123456 ransomware -
percentage of infections by country.

Petrwrap/wowsmith123456 ransomware attack
Percentage of infections by country

KASPCRSKY

1:45 PM - 27 Jun 2017
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Affected organizations

e State structures: the Cabinet of Ministers of Ukraine, the Ministry of Internal Affairs, the Ministry of
Culture, the Ministry of Finance, the National Police and regional sites, the Cyber Police, the KCSA,
the Lviv City Council, the Ministry of Energy, the National Bank.

e Banks: Oschadbank, Sberbank, TASKomertzbank, Ukrgasbank, Pivdenny, OTP Bank, Kredobank.

e Transport: Boryspil Airport, Kiev Metro, Ukrainian Railways.

e Media: Radio Era-FM, Football.ua, STB, Inter, First National, TV Channel 24, Radio Lux, Radio
Maximum, CP in Ukraine, ATP Channel, Correspondent.net.

e Large companies: Novaya Pochta, Kyivenergo, Naftogaz of Ukraine, DTEK, Dniproenergo,
Kievvodokanal, Novus, Epicentra, Arcelor Mittal, Ukrtelecom, Ukrposhta.

e Mobile providers: Lifecell, Kyivstar, Vodafone Ukraine.

e Medicine: "Farmak", clinic Boris, hospital Feofaniya, corporation Arterium.

e Gas stations: Shell, WOG, Klo, TNK.

Source: https://fxtraders.info/ru/news/event/view/2120/petya-ili-notpetya-kak-virus-sprovotsiroval-tehnicheskiy-kollaps-na-urovne-strani/



NotPetya attack through M.E.Doc

Petya &
— ! /lt became clear I — | FWBHF;ECW: . Misha 8 :
. AES-NI | : - W !
———— ' | that MEDoc was : ORI | Emran I """ annaCry
K the source of the ] . ]
XData attack WannaCry
XData i/, 4 PsCrypt NET NotPetya
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MEDoc company
MEDoc MEDoc replied that it was MEDoc

update 176 update 181 coincidence update 189




XData ransomware
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[P HOW_CAN_I_DECRYPT_MY_FILES - Notepad 10l x|
File Edit Format Wiew Help
frour IMPORTAMT FILES WERE EWCRYFTED on this computer: documents, databases, photos, videos, etc :J

Encryption was prodused using unique public key for this computer.
To decrypt files, wou need to obtain private key and special toal.

To retrieve the private key and tool find wour pc key file with '.key.~xdata~' extension.
Depending on wour operation system wversion and personal settings, you <an find it in:

‘i /Programbata’,

"CrSDocuments and Settings/all Usersdapplication pata',
"vour Desktop'

folders feg. 'Ci/PC-TTTSdMéd 5C0. key. ~xdata~"].

Then send it to one of following email addresses:
begins@colocasia. org

biThofcolocasia.org

frudu@cu1ucasia.urg

trevor@thwonderfulday. com

bob@t hwonderfulday. com

bi1Ethwonderfulday. com

Wour ID: EPRUSARWOL FATI#70635802BECDELDZDZPE5E0954 583656

0o not worry if wou did not find key file, amyway contact Tor support.

4
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Victims’ comments

e - s . s — - - -
/ 2l aeimat AEl ] 46 !

It's very strange, but users from two completely different offices that have picked up this
rubbish, also claim that this s*** happened just after the update of M.E.Doc. Maybe, of course,

this is a coincidence, but some strange.

B

| have 2 encrypted PCs. Different organizations / PC / users (both are accountants) but both
state that happened after updating the local version of Medoc ....

+4 B OTBETWUTB

Source: https://ain.ua/2017/05/22/ukraincev-atakuet-novyj-virus-xdata



https://ain.ua/2017/05/22/ukraincev-atakuet-novyj-virus-xdata

MEDoc's reply

39 engines detected this file

SHA-256

File name
File size
Last analysis

Community score

d462966166450416d6add

ZvitPublishedObjects.dll
493 MB

2017-08-09 09:29:08 UTC
-27

https://www.virustotal.com/intelligence/s

earch/?query=d462966166450416d6ad

dd3bfdf48590f8440dd80fc571a389023b

7c860ca3ac

OHoBNeHO: byabTe NNLHI: BipyCcHa aTaka Ha KopnopaTtvBHWA
cekTop!
22.05.2017

Y mepexi 3'aBMBcA Bipyc XData
Ransomware. Bipyc cnpAMoBaHWA Ha
KoprnopaTUBHWIA cEKTop i Ai€ 3a cXeMoto
WannacCry - Wwnépye paiinm Ha

Users who became infected with the XData also have the
M.E.Doc program damaged. This coincidence could
serve as a precondition for the association between the
virus and the program. Similar conclusions are clearly

s mepd false, because the "M.E.Doc" developer, as a responsible
software supplier, monitors the security and purity of its

| own code.

To do this, we have entered into agreements with large
antivirus companies to provide executable binary files for
analysis and confirmation of their security. This means
that before the release of each update, "M.E.Doc" sends
its files to the antivirus companies for analysis.

MepekoHATNCA B LibOMY MOXe KOXeH KOPUCTYBau. 3a 10MoMOror W istotal.ce
MO>Ha NepeBipuTY, SK Ti UK IHLLI aHTUBIPYCHI NPOrpamMi pearytoTe Ha OHOBNEHHS. XeLll-
KO/ BCIX OHOBNEHb 3HAaX0AATLCA B MPAMOMY AOCTYrMi Ha caiATi nporpamu.



https://www.virustotal.com/intelligence/search/?query=d462966166450416d6addd3bfdf48590f8440dd80fc571a389023b7c860ca3ac
https://www.virustotal.com/intelligence/search/?query=d462966166450416d6addd3bfdf48590f8440dd80fc571a389023b7c860ca3ac
https://www.virustotal.com/intelligence/search/?query=d462966166450416d6addd3bfdf48590f8440dd80fc571a389023b7c860ca3ac
https://www.virustotal.com/intelligence/search/?query=d462966166450416d6addd3bfdf48590f8440dd80fc571a389023b7c860ca3ac

NotPetya attack through M.E.Doc

Petya &
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PsCrypt ransomware

BCI BAIIII JTAHI BYJIH 3AIIIIBPOBAHHH!

JnA BUTHOBJEHHA JaHHX NoTpiOHo Aemudparop

amu OrTrofin (BTC)
Bapmic )0 rpHBeHs
Onnaty mMoskea nposects B TepMinam [Box
IncTpyKiis mo onsan

0.61136765 BTC

https://blockchain.info/addre
ss/1AY8WvyanHwDSqY2rp
3LcE6GsYTQkCu90oCY

* 1. 3afTH HAROMHKTHHA TepMiHan AHOOKC
33 JIOMOMOTOI0 PA/IKA MOMYKY 3HAHTH cepiic «Btcu biz»

* 2 BeecTH cBiii HoMep Tenedony.

* 3. Bmectm cymy 2500 rpr



https://blockchain.info/address/1AY8WvyqnHwDSqY2rp3LcE6sYTQkCu9oCY
https://blockchain.info/address/1AY8WvyqnHwDSqY2rp3LcE6sYTQkCu9oCY
https://blockchain.info/address/1AY8WvyqnHwDSqY2rp3LcE6sYTQkCu9oCY

NotPetya attack through M.E.Doc

Petya &
— ! /lt became clear I — | FWBHF;ECW: . Misha 8 :
. AES-NI | : - W !
———— ' | that MEDoc was : ORI | Emran I """ annaCry
K the source of the ] . ]
XData attack WannaCry
XData i/, 4 PsCrypt NET NotPetya
18 May 22 May 21 June 26 June 27 June
Reconnaissance I | | I
=
I | l t
14 April 15 May 22 June
MEDoc company
MEDoc MEDoc replied that it was MEDoc

update 176 update 181 coincidence update 189




WannaCry (.NET) ransomware

-|!=I.l'._l.

r.él' 23

0.5105 BTC

https://blockchain.info/addre
ss/13KBb1G7pkgcJcxpRH

387roBj2NX7 Ufyf



https://blockchain.info/address/13KBb1G7pkqcJcxpRHg387roBj2NX7Ufyf
https://blockchain.info/address/13KBb1G7pkqcJcxpRHg387roBj2NX7Ufyf
https://blockchain.info/address/13KBb1G7pkqcJcxpRHg387roBj2NX7Ufyf

NotPetya attack through M.E.Doc

Petya &
P ! /It became clear — i IWE”";ECW-: . Misha g :
. AES-NI ! : - W |
I ' | that MEDoc was : RN | Earwczan [ """ annaCry
X the source of the ] . ]
XData attack WannaCry
XData i/ 4 PsCrypt NET NotPetya
18 May 22 May 21 June 26 June 27 June
Reconnaissance I | | |
e
I | l t
14 April 15 May 22 June
MEDoc company
MEDoc MEDoc replied that it was MEDoc

update 176 update 181 coincidence update 189
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NotPetya wiper

Ooops, your important files are encrypted.

If you see this text, then your files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don’t waste your time. MNobody can recover your files without our
decryption =serwvice.

We guarantee that you can recover all your files safely and easily. All you
need to do is submit the payment and purchase the decryption key.

Please follow the instructions:

Send $300 worth of Bitcoin to following address:

1Mz7153HMuxXTuRZR1t ?BmGSdzaAtNbBWX

4.13528947 BTC
Send your Bitcoin wallet ID and persomnal installation key to e-mail

httDS//b|OCkChal n. | nfO/ . wowsmithl23456@posteo.net. Your persomal installation key:
dd /1 M 71 53'—”\/' c?abox-6HReCFR-kcRYf p-bozgpm-Lr?wkg—-eHD3wD-bJOMBY?-3Eu(Bm-wxZ23ImK-NHmKap
aadress Z u

" you already purchased your key, please enter it below.

XXTuR2R1t78mGSdza e

AINbBWX



https://blockchain.info/address/1Mz7153HMuxXTuR2R1t78mGSdzaAtNbBWX
https://blockchain.info/address/1Mz7153HMuxXTuR2R1t78mGSdzaAtNbBWX
https://blockchain.info/address/1Mz7153HMuxXTuR2R1t78mGSdzaAtNbBWX
https://blockchain.info/address/1Mz7153HMuxXTuR2R1t78mGSdzaAtNbBWX

Compare MEDoc updates

if (str2 == "

; ver. 176, 181

string str3 = cmdl.c;

2017
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strArrays =
str = Envi
numdrray = Ci

litOptions.RemoveEmpt

s{strArrays|[0]);
i

ver. 189

- -

strim strArraysl new string(] { this.Result = this.D
strarrays = str3.sSplit{strArraysl, § RemoveEmpty H break;
string str4 = strArrays([0]; }
num = 600000; case “2":
if ((int)strArrays.Length > 1) {
{ this.Result = this.MinInfo();
num = (int.TryParse(strArrays[l], out num) ? num ¥ &0000 : 600000); break:;
H }
this.Result = this.RunCmd("cmd.exe", str4, num); case "3":
1
glse if (sry2 ==""i")
{
ing str5 = cmdl.c:
wg[] strArrays2 = new stringl] { "::" }#
strArrays = str3.5¢ = =
str = strarrays[01: l cagsae "5%-
NumArray = Convert.
this.Result = this. {
}
else if (str2 == "27) string str7 = cmdl.c;
{ ' w
EhiE REBULE = thas) string[)] strArraysd4 = new string[] { "::" }:
} i . = = PP SO N . L
else if (strz == "3") strArraye = gtr7.5plit(strArraysd, StringSplitOptions. :
{ a
this.Result = this. gstr = gstrArrays[0]:
! 'l _— W g e momen T s B A 5w -
elss if (strz == "4") numArray = Convert.FromBaseédString(cmdl.p);

{

if

t)strArrays.]

g stré = cmdl.

[1 strArrays3 o
strArrays = str6.Sp !
str = strArrays([0]: . =5 =
numArray = '_'C‘]S'I'..‘i‘_i. emp CY = ﬂtra'rra}?s [l] o
num = &00000; 3
if ((int)strArrays. I
{ =1 a 2asult =

num = (int.TryP e e ==

: break;
this.R = this u

1)

numirray, empty); dump and execute
NotPetya

d(str,




Launch

{

; environmentVariable =
folderPath i

ronment . 1(Er

ng Nullor

'ty (environmentVariable) )

byte[] data, string arguments)

4 - 6 October 2017

C:\\Windows\\system32\\rundll32.exe C:\\Windows\\perfc.dat,#1 30

str

= this.DumpData(emptyl, data);

("OR" == str)

process.St
using (Px

g

e (environmentVariable,

s{):

te = false,

ijoutput = true,

ue,

ormat ("\"{0}\", #1 {1}",

fo = processStartInfo;
P processl = process)
processl.Start();
if (num <= 0)

{

empty = string t{"started Infinite:

}

else

{
processl.WaitForExit (num) ;
if (!processl ted

"system32\\rundl132.exe") ;

"
r

emptyl,

emptyl) ;

arguments)
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NotPetya Certificate

@a Certificate Information

The digital signature of the object did not verify

Issued to: Microsoft Corporation

Issued by: Microsoft Code Signing PCA

Valid from 12/8/2009 to 3/8/2011



Another accounting software portal hacked

CkavyaTu HoBy Bepcit

Crystal Finance Millennium o e e

byxrantepcbhkui o6nik Cny:x0a Kpoei

— Ue nosHomawwTabHe iHTerposaHe pilleHHA asTomarusadii obniky goHopis. MNporpama 4o3B0NAE BUPILUMTIA BCi acCnekTu

- CMpAMOEAHWA Ha MOBHY +) pofoTh: Bi 3aHeceHHs KapTkW NepBUHHOMC JoHOpa Ta caadi KpoBi Ao hopMyBaHHA BUXiAHMX CTATUCTUYHMX 3BITiB NuLLe
w komn'roTapisatyio 32 JONOMOrOI0 OAHIE Mporpamu.

GyxranTepcbkore, MporpamMHWiA komnnekc "CnyxGa KpoBi" MOBHICTIO BpaxoBye cneuwdpiky poBot cnyxGu kposi: Big siadiny

SKOHOMIYHOTO Ta Ka[poBOro KOMNMEKTYBaHHSA JOHOPCbKWX Kaapie A0 Biaainy 3aroTieni kposi Ta excneauuii. Bei HeoBxigHi 3BiTM PO3OPYKOBYKOTLCA B NOBHIA
sigainis. lMporpama n[o3BonAE BUPILLATU BiANOBIgHOCTI 3 TMNOBUMM thopMamy 3aTBEpLHEHUMI MiRiCTEPCTBOM 0XCPOHM 3A0POB'A YKpaiHu.
NUTaHHA noBHo! asToMaTuaauil Mporpama igeansbHa Ans asTomaTtnaauil Ak oGnacHUX CTaHLii nepenueaHHs Kpoel, Tax | sigainis nepennBaHHs kpoel. JeTanbHilue
GyxranTepcbkoro oOmiKy, NOYWHaKOHYKM 3
chOpMYBAHHA  NEPBUHHWMX  JOKYMEHTIB, — —w
po3paxyHKy 3apoBiTHol nnaTHi,
cknagcekoro  oBmiKy, i 3aKiH4ylo4M .
oTpuMaHHAM  "TormosHoi  kKHUrKW'  Ta
- . . S - i . -
Rl ALl s AsTOMaTK3allia nikapchKoro KabiHery NepcoHithikoBaHWA o00NiK
MporpamHuii Kommnekc NOBHICTIO - NPOrpaMHO-TEXHIYHWA  KOMMMEKE, pO3poBMeHM  Ans MeAWYHOI AONOMOIH
BpaxoBye crneyudiky  GyxranTepcskoro W nonerwedHs  poGoTw y  nikapcokomy  kaGikeri. Lle - CTIpSMOB&HWA Ha MOBHY
obniky B 5“PE>KGTH“X Opratisaulix, @ aBTOMAaTW30BaHa CUCTEMa BeAeHHA rpachiky  mpuiomMy * Komn'toTapisayio ycix
$opMyBaHHs 38iTis BiA0yBAETECA rigHO 3 NaUieHTis Ta MeAUUHIX KapTOK 3 ICTOpiEk XEopodi. MeOuUYHUX YCTAHOE MicTa
TUMOBUMKM  DOPMaEMK  3ATBEPIKEHUMU 3aana  MOBHOro 3BTy
Hakasami [epKaBHOTO  KasHauedcTea - MEO4Hoi AONOMOrH.

Ykpainn, MiHicTepcTBa diHaHciB Ykpainm,

HauioHaneHoro  GaHky  YkpalHu Ta -
[Lep:*aeHoro KOMITETY CTaTUCTURU

YipaliHu.



Attack via hacked cfm.com.ua

e PsCrypt 2
e Chthonic backdoor

c =

£ ~

e aki i http://cfm.com.ua/awstats/load.exe

=

TrojanDownloader:Win32/Dofoil AC

£

0885905c9997f003dfacd 2232a2f4b38. ..

-
= .
N Ransom PSCRYPT.B

httpz//nolovenolivethiiswarinwor. .

oS

~ http:/fcfm.com_ua/awstats/load exe

Chthonic (Zbot)

& 7445019c9483d82c2e89fa914che 1647

8ccTelbif3f2f6962ebad22224069601. ..

\

N
N



PsCrypt is back

0.21308216 BTC

https://blockchain.info/addres
s/1Gb4Pk85VKYngfDPy3X2tj

YfzvU620oLnas

BAIIT JAHI BVITH 3AIINTBPOBAHHI!

J1g pimHOENEHHES JAHWX MOTP10HO Jemmdparop.

[Mob orpeMaTs gemmdpaTop, BH TOEHHHI, OIUTATHTH MOCIYTH POMMHGPOEEH:
Omnmara e1a0yBacTECA 2a KomTamse biTrois (BTC):

Bapricts mocoyre cknagae 3500 rpasenn

Omnmary MoxHEa IpoeecTH E TepMigan [Box. abo erbepiTs ogHH 3 OOMIHEHX caHTIE Ha CTOPIHIN -
https-/fwww bestchange ru/privat?4-uah-to-bitcoin html (npurnag o [pueat?4 wa BTC) takox momerte

CEOpHCTATHCH mocoyrams hitps://e-btc.comua


https://blockchain.info/address/1Gb4Pk85VKYngfDPy3X2tjYfzvU62oLnas
https://blockchain.info/address/1Gb4Pk85VKYngfDPy3X2tjYfzvU62oLnas
https://blockchain.info/address/1Gb4Pk85VKYngfDPy3X2tjYfzvU62oLnas

4 - 6 October 2017

Chthonic previously seen in May 2017
£

25301c72a08aad8cfoc2480e227842c8

= &

hitp:{'w w w .google.comiw ebhp bBe73cfcef3b10eff211d97c 2051 2bf

Ancmalies : usermode_hooks [51]
Suricata IPS: ET TROJAN Chthenic... Y ara: Genericinj http://nicoraguanetingfroms aller ...

Y ara: TrojanPSWZbot

Micguard verdict: Malicious [97%]

Yara: BackdoorCaphaw _QKKBAL

~

Suricata IPS: ET TROJAMN Chthonic...

Source: https://nioguard.blogspot.com/2017/06/chthonic-trojan-is-back-in-nation-state.html



Similarities vs Differences

Similarities Differences

e Clones e Source code

e 3Single Bitcoin e Email, Tor, iBox are
address used in the decryption

e Supply-chain attacks process.




Attacker’s portrait

e Hacker group or community
e Not very skilled in ransomware
development

e Non-native Ukrainian speaker but

pretends to be

e Financially motivated



Nation-state Attack As a Service

More hacker groups and malware developers

get involved in nation-state attacks
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Thank you for attention!

Alexander Adamov
NioGuard Security Lab

@Alex_Ad

Blog https://nioguard.com
Online Sandbox https://nas.nioguard.com



https://nioguard.com
https://nas.nioguard.com

