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WELL OVER 90% OF THE 

PCS IN THE WORLD HAVE 

SOME VERSION OF THE 

.NET FRAMEWORK 

INSTALLED.

Source: Microsoft



MSIL MALWARE – DETECTIONS YEARLY GROWTH 



MORE THAN 14 MILLION 

UNIQUE DETECTIONS OF 

MSIL MALWARE SO FAR 

IN 2015. A 1600% 

GROWTH SINCE 2009.



MOST ATTACKED OPERATING SYSTEMS



THE USUAL SUSPECTS



TROJANS…



Source: ISpeakDotNet



THE RISE OF .NET AND POWERSHELL MALWAREBRINGING CYBERCRIME TO THE REAL WORLD



PERSISTENT THREATS - SYRIAN MALWARE













POWERSHELL - THE HOLY GRAIL

● Revolutionary shell and 

scripting language

● Based on .NET

● Compatible with many 

available tools and 

extensions

● Capable of using available 

instrumentation (COM, ADSI, 

WMI, ADO, XML, Text, …)  



GIVE ME THE POWER

● Microsoft’s ecosystem 

supports PowerShell 

integration.

● Management for SQL 

Server, Sharepoint, Active 

Directory, Azure.



POWERSHELL DSC TAKES ON LINUX

● Provides Push/Pull 

configuration.

● Management 

Platform for several 

major Linux 

distributions.



POWERSHELL AS A SECURITY WEAPON

http://www.powershellmagazine.com/2014/03/06/accidental-sabotage-beware-of-credssp/



THE ATTACKER’S ARSENAL
● Social Engineering Toolkit

● Veil Framework

● PowerUp

● PowerView

● PowerShell Empire

● Nishang

● Metasploit

● Powercat



HUNTING EVIL - A FORENSICS APPROACH



ANTI-FORENSICS

● Use of web clients to download the payloads

● Assembling of malicious binaries in memory

● Bypassing PowerShell’s execution policy is 

easy!

● Use of legitimate DLL´s and windows tools



TRENDS - MULTIPLATFORM THREATS



BECOME ONE WITH THE TAO

“Knowing is not enough; 

we must apply. Willing is 

not enough; we must do.”



Questions / Comments?

Follow us on Twitter

@spontiroli   

@r0bertmart1nez


