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APK Primer: ZIP Format
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APK Primer: Verification & Installation

COMPUTING
Startup Script
App
Installation

Installation
Prompt

System Server

[Installation Process]

com.android.server.pm Get Install Location Progress

Req Installd Process S
AppDirObServer Create App Dir / Perm Final

, Installation
Extract Dex to Cache Dir Status

PackageManagerService
Change System Metadata
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MasterKey Vulnerahility (#8219321)

Multiple
classes.dex! I’ll
pick the last.

It’s like I've been
I'll pick the first one | ripped apart
saw. Supposed to be
only one.

sl B61 B2 62 BS 2D B B4 70 B9 ZF 5 BD 65 BE B6Y 5F able-hdpil-umeng_
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Des0 n_Se 1l . pn oy SN
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DECO 2
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DEEDQ
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D710
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D730

lasses . dexPE. . .
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Negative ExtraData (#9695860)

(% Oh no! Java just
< ) Member [8] Value (dec) 4 Value (hex)

":_".: [2100000C41 struct LocalFileHeader 0. tore th rou h m
e 00000C41 SIGMATURE Signature LocalFileHead... 04034B50 g y
00000C45 uintls VersionMeededToEx... 20 0014
Java 00000C47 uintlé GeneralPurposeBitFl... 2056 0808 eye s
00000C49 COMPRESSION_METHOD ... STORED (0} 0000
00000C4E DOSDATE LastModFileTime  08:58:48 PM ATTE
00000C4D DOSTIME LastModFileDate  06-07-2013 42E6
00000CAF uint32 Cre32 0 00000000
00000C53 uint32 CompressedSize 32885 00008075

00000 C57 uint32 UncompressedSize 32885 00008075
Q000 B uintld FileMamel ength =
00000 C5D uintld ExtraFieldLength
FOO000CSF char FilelMamel FiIleMameLe... classes.dex N~

00000CEA blob ExtraField[ExtraFieldL... -3 (Java)

I’ll stick to the
spec

File Name File Name

(“classes.dex”) (“classes.dex”) -
Extra Field Extra Field classes. dex = \r035\0

File Data (Clean classes.dex)

(Clean classes.dex) File Data
(Bad classes.dex)
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L g

GCDH LFH FileNamel.en (#9950697

Java just took

—2 Data Pos = LFH Pos + CDH
i Len + LFH E DatalL
Java FileNameLen FH ExtraDatalen

my head off...

Data Pos = LFH Pos + LFH

FileNameLen + LFH ExtraDatalen

Member [B] Value (dec) #* Value.. * Size [B)] Member [E] Value (dec) #* Value.. * Size [§]
|100042B06 struct CentralDirectoryFile..  {.} 00000050 |5/ 00039E80 struct LocalFileHeader Lot 00000040
00042BD6 SIGNATURE Signature CentralDirect... 02014850 00000004 00039E80 SIGMATURE Signature LocalFileHea... 04034E50 00000004
00042BDA VERSION_MADE_BY Versi... 20 no14 00000002 D0039E84 uintl6 VersionMeededToE... 20 0014 00000002
00042BDC uintls VersionMeededTo... 20 0014 00000002 00039E86 uintls GeneralPurposeBit... 2056 0808 00000002
00042EDE uintl6 GeneralPurposeBit... 2056 0808 00000002 00039E88 COMPRESSION_METHOD... STORED (0} 0000 00000002
00042BED COMPRESSION_METHOD... STORED (0) 0000 00000002 00039E8A DOSDATE LastModFileTi...  08:59:48 PM ATTE 00000002
- D0039E8C DOSTIME LastModFileDate  06-07-2013 42E6 00000002

00042BE2 DOSDATE LastModFileTime 08:50:48 PM ATTE 00000002 00039EBE wint32 Cre3a o 00000000 00000004
00042BE4 DOSTIME LastModFileDate 06-07-2013 42E6 00000002 00039E92 Lint32 CompressedSize 32885 00008075 00000004
00042BES uint32 Cre32 1357835533 S0EEEDOD 00000004 D0039ED6 uint32 UncompressedSize 32885 00008075 00000004
00042BEA uint32 CompressedSize 32885 00008075 00000004 D0039E9A wintl6 FileMameLength o 00000002
00042BEE uint32 UncompressedSize 22885 000028075 00000004 00039E2C uintlé ExtraFieldLength 0 0000 00000002
00042BF2 wintl6 FileMamelength 11 0008 00000002 [#00039E2E char FileMame[FileMamel... classes.dex 00000008
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APK: Compression Methods

Member @ Value (dec) & Value (hex) = Size @
[=100042BD6 struct CentralDirectoryFileHeader 1.} 00000050
00042BDG SIGMATURE Signature CentralDirectory... 02014B50 00000004
00042BDA VERSIOM_MADE_BY VersionMadeBy 20 0014 00000002
00042BDC wintls VersionMeededToExtract 20 0014 00000002
00042BDE uintldé GeneralPurposeBitFlag 2056 0808 00000002
00042BED COMPRESSION_METHOD Compressi STORED (0} 0000
00042BE2 DOSDATE LastModFileTime 08:59:48 PM ATTE 00000002
00042BE4 DOSTIME LastModFileDate 06-07-2013 43E6 00000002
Member [&) Value (dec) &* Value (hex) & Size [B)
[=100042BD6 struct CentralDirectoryFileHeader 1.1 00000050
00042BDE SIGMATURE Signature CentralDirectery... 02014B50 00000004
00042BDA VERSION_MADE_BY VersionMadeBy 20 0014 00000002
00042BDC uintld VersionMeeded ToExtract 20 0014 00000002
00042BDE uintlé GeneralPurposeBitFlag 2056 0808 00000002
00042BED COMPRESSION_METHOD Compressi... DEFLATED (8) 0008
00042BE2 DOSDATE LastMedFileTime 08:59:48 PM ATTE 00000002
00042BE4 DOSTIME LastMedFileDate 06-07-2013 42E8 00000002
00042BES wint32 Cre32 1357835533 S0EEEDOD 00000004
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APK: Lost in Translation (G++/Java)

Android 4.4+ Android 4.4+

If Method==Stored If Method==Stored
RawDataCopyy(...) RawDataCopy(...)

Else Else
InflateAndCopy(...) InflateAndCopy(...)

Android 4.3 and below

Android 4.3 and below ' 3
If Method==Stored @ < }
RawDataCopy(...) E

Else
InflateAndCopy(...)

S If Method==Deflate

pP._ -3
H InflateAndCopy(...)

Else
RawDataCopy(...)
I’'m having the last
laugh here!
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AV Scanning Bypass: Crafted APK Test Results I(
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Strict Checks Relaxed Checks

File Name Android OS5 <= 4.3 Android 05 == 4.4
stall - SUCCESS
Droidsheep_wvl5_ Det
tection - SUCCESS
Install - SUWCCESS Install - FAILED
Droidsheep w15 Crafted 43 .apk
AV Detection - FAILED AW Detection - FAILED
Install - FAILED Install - SUCCESS
Droidsheep_vl5 Crafted_44.apk
AN Detection - FAILED AV Detection - FAILED
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AV Scanning Bypass: Structural Y
Analysis of Original APK COMPUTING

Oriainal: Drmdsheeo v1l5 DetectCheck. alok

poo4z2BCO  SE o1 =51 4% DF DD 565 36 CF 51 47
poo4=2BDO DEF DD 36 36 CF 01|50 4B 01 02 14 00 14 DD o5 o8

NOO4ZBEEQ |05 Yo AY Ee 42 0D ED EE 50 V5 80 00 00 SC 53

APOO4ZEFO 1 00 OB 00 =24 00 OO OO0 OO OO0 OO OO0 OO OO0 o0 o0 |....

poo4zcoo0 0 9E 03 00 83 BC 61 73 73 B 73 ZE B4 B 78 0A||....zlasses.dex.
poo4z2c1 oo zZo oo oo oo oo 0o 01 0o 18 00 00 BE 3E 26 5D |0 oo oo e ]
poo4=2cC YA OCE 01 B2 AS E1 DD 36 36 CF Ol e

Structures [ap structures (zip-format.hsl)

poo4z 01|50 4B 0% 0Oe 00 OO0 00 oOo

poo4:2 o oo oD 52 1F O4 OO0 00 00 Mermber [BJ Value (dec) #* Value (hex)
éﬂﬂﬂdZBDﬁ struct CentralDirectoryFileHeader fond

00042BD6 SIGMNATURE Signature CentralDirect... 02014B50
00042BDA VERSIOM_MADE_BY VersionMadeBy 20 0014
00042BDC uintls VersionMeededToBExtract 20 0014
00042BDE uintl® GeneralPurposeBitFlag 2056 0808
00042BED COMPRESSIOM_METHOD CompressicnMethod DEFLATED (8) 0008
00042BE2 DOSDATE LastMoedFileTime 08:59:48 PM ATTE
00042BE4 DOSTIME LastModFileDate 06-07-2013 42E6
00042BEG uint32 Crc32 1357835533 SOEEEDOD
00042BEA uint32 CompressedSize 32BBS 00008075
00042BEE uint32 UncompressedSize 86924 0001538C
00042BF2 uintls FileMamelength 11 000B
00042BF4 uintlé ExtraFieldLength 36 0024
00042BF8 uintlé FileCommentLength 4] 0000
00042BF8 uintlG DiskMumberStart 0 0000
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AV Scanning Bypass: Structural Y

Analysis of Grafted APK (Android 44+) <o-rorve
Crafted: Droidsheep v15 Crafted 44.apk Java ClCit

1] B A ES B

o CrF 01 3% AD 15 8D b6 37 CF Dl|ﬂ 45 01 DZ 1-’—1 DD If Method==Stored

a 14 00 0OF DEl 01 oo '?El A7 EB 42 0D ED EE 50 75 80

o |oo oo oo Z4 00 OO0 00 OO0 00 0o 0o RaWDataCOpy()

o |oo oc DIII oo 63 BC 61 F73 73 B5 73 ZE||....A. Else

o |64 20 00 00 00 0o oOo0 01 00 18 00 00 | dex. . ..o 0w oo |nf|ateAndCopy()

0 |BE CE 01 D9 45 13 SD BB 37 CF 01 D9 Ll ]l=EL 0 EL L ET L L

g gg EE Ellé | 28 ?S g; gg éé ig é Structures lzipstructurﬁ (zip-format.hsl)

Member [E] Value (dec) #* Value.. &
éﬂﬂﬂdZﬂﬁh struct CentralDirectoryFileHeader 1.1

00042064 SIGMNATURE Signature CentralDirect... 02014B50
0004206E VERSIOM_MADE_BY VersionMadeBy 20 0014
00042070 uintld VersionMeeded ToExtract 20 0014
00042072 uintld GeneralPurposeBitFlag 20586 0808
00042074 COMPRESSION_METHOD CompressionMethod  SHRUNK (1)
00042076 DOSDATE LastMoedFileTime 08:59:48 PM ATTE
00042078 DOSTIME LastModFileDate 06-07-2013 42E6
0004207 A uint32 Crc32 1357835533 SOEEEDOD
0004207E uint32 CompressedSize 32885 00008075
00042082 uint32 UncompressedSize 86924 0001538C
00042086 uintld FileMamelength 11 00oE
00042088 uintld ExtraFieldLength 35 0024
0004208A uintld FileCommentLength 0 0000
0004208C uintld DiskMumberStart 0 0000
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AV Scanning Bypass: Structural Y

Analysis of Grafted APK (<=Android 4.3) <o~
Crafted: Droidsheep v15 Crafted 43.apk

L APEView 487.2 KB L APEMiew 4344 KB
= res 342.0KB = res 343.0 KB
=l raw 2599 KB B ) raw 2599 KB
|| droidsheep 114.2 KB || droidsheep 114.2 KB
|| droidsheep_bak 114.2 KB | | droidsheep_bak 114.2 KB
|| arpspoof 31.5KB || arpspoof F15KE
| drawable-hdpi 65.1 KB —) |, drawable-hdpi 651 KB
. layout 109 KB . layout 109 KB
oxmil T1EKB L oxml T1EKB
=] <Files> 144.2 KB =l <Files> 91.4 KB
._. __| resources.arsc 553 KB

|| resources.arsc 553 KB » L]
= AndroidManifest.xml 4.0 KB =] AndroidManifest.xml 4.0 KB
. META-IMF 0 . META-IMNF 0
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AV Scanning Bypass: Structural

Analysis of Grafted APK (<=Android 4.3)

Crafted: Droidsheep v15 Crafted 43.apk

rrrrrrrrrrrrrr

|2 AndroidManifestaml
. META-INF

4344 KB
2430 KB
2599 KB
114.2 KB
114.2 KB
315 KB
651 KB
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AV Scanning Bypass: Structural I(" i

Analysis of Grafted APK (<=Android 4.3) <o~
Crafted: Droidsheep v15 Crafted 43.apk

Member @ Value (dec) & Value (hex) &
=10006DBET struct CentralDirectoryFileHeader I}
0006DBET SIGMATURE Signature CentralDirector... 02014B50
0006DBEE VERSIOMN_MADE_BY VersionMadeBy 31 001F
0006DB6D uintlé VersionMeeded ToExtract 10 000A Member [E] Value (dec) & Value (hex) =7
0006DBEF uintlG GeneralPurposeBitFlag [u] 0000 2 D006ECSS struct CentralDirectoryFileHeader .3
L L AR AL (O B B L T SIS e SATTHE (0 0006ECSS SIGNATURE Signature CentralDirect.. 02014850
0006DBT72 DOSDATE LastModF-iIeTime 10:24:38 PM B313 O00SECSC VERSION_MADE_BY VersionMadeBy Enl 001F
0006DBTS DOSTIME LastModFileDate 02-03-2014 4462 O006ECSE uintls VersionMeeded ToExdtract 10 Q004
0006DETT uint32 Crc32 4232675189 FC497F75
0006DETE wint32 CompressedSize 32885 00008075 :ﬂnnﬁFfﬁﬂ nintld GeperalPurposeRitFlag 2048 0800 .
0006DETF uint32 Uncompressedsize 32885 00008075 | i0006ECH2 COMPRESSION_METHOD Compression... SHRUMK (1) 0001 !
0D00SDEE3 uintl6 FileNameLength 11 0o0B TOUGECES DOSDA TE LasthodFilelime T Z4=8 PIA E31=
0006DE85 uintl6 ExtraFieldLength 35 0024 0006ECHE DOSTIME LastModFileDate 02-03-2014 4462
0006DB&7 uintlé FileCommentLength 0 0000 0006ECHE uint32 Cre32 4232675189 FC497F75
0006DB8Y uintl6 DiskMumberStart 0 0000 0006ECEC uint32 CompressedSize 32885 Q0008075
0006DBEE uintld InternalFileAttributes 0 0000 I D00GECTO uint32 UncompressedSize 86924 0001538C I
0006DBED uint32 ExternalFileAttributes 32 00000020 0006ECT4 uintlé FileMamelength 11 Q00E
00060B91 uint32 RelativeOffsetOfLocalHeader 413446 00064F06 0006ECTE uintl6 ExtraFieldLength El 0024
H00060DB95 char FileMame[FileMamelength] classes.dex 0006ECTS uintl6 FileCommentLength o 0000
0006ECTA uintld DiskMumberStart a 0000
- Java C/C++ 0006ECTC uintl6 InternalFileAttributes o 0000
P o8 If Method==Deflate If Method==Stored 0006ECTE uint32 ExternalFileAttributes 0 00000000
0006ECE2 uint32 RelativeOffsetOfLocalHeader 417554 00065F12
"' IanateAndCopy(...) RaWDataCopy(...) = 0006ECESE char FileMame[FileNamelength] classes.dex
Else Else OONGECal hink EvtraFieldlEvtraEieldl ennthl
APK RawDataCopy(...) InflateAndCopy(...)
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* Suggested Fix (For Android OS Developers)

— Android OS can place a more strict check on the
compression method fields. (Issue #69184)

* Suggested Fix (For Antivirus Vendors)

— Heuristically flag files with unsupported
compression method

— Extract files based on Android OS assumptions
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Chameleon ZIP

COMPUTING

MName > Size
= 512.8 KB
459.8 KB
318 KB
o e o
_ . N | | MyGame.class .
e | i e
JAR META-INF/MAMNIFEST.MF = A . 27 KB
META-INF/* SF Ls ke
- || resources.arsc 14 KB
META-IN F; RSA _E-' [Content_Types].xml I DOCX 13 KB
*.class = AppxManifestxml| APPX 11 KB
APK META-INF/MAMNIFEST.MF L MyGame.cbt 794 Bytes
% || MyGarmes5.class 7432 Bytes
"‘-"IIIl—r-'ﬂh_""'ll:.lIIII =F || MyGamesl.class G670 Bytes
ME[A—'NFI* BSA || MyGameS2.class JAR 670 Bytes
Androidianifest.xml L] MyGame33.class 670 Bytes
|| MyGarme54.class 543 Bytes
classes.dex [ blugj.pkg 540 Bytes
DT [Content_Types].xml L| package.blugj 540 Bytes
| res 10.8 KB
Word = L META-IMF 59 KB
docProps [ ] ALAS.SF 24 KB
rels [ ] MANIFEST.MF| JARIAPK 22 KB
~ | | ALIAS.RSA 13 KB
APPX AppxManifest.xml R e 26 KB
ApprchkMap.xml |&| instructions.html APK 25KB
[m7] EICARANtiVirusTestFile.co... 68 Bytes
., docProps 13 KB
i _rels pocx 580 Bytes

www.kZcomputing.com




‘ ™
Chameleon ZIP I(J
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‘ "E; Z ] a ....-f”_:'__ ==

— L=

HelloWorld.apk HelloWorld.docx HelloWorld.jar

Format/Extension Application Status
APK Android OS Success
JAR Java Runtime Success
DOCX OpenOffice Success
DOCX Microsoft Word Failed
APPX Windows 8 Failed
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Zipping it Up

e ZIP Format — flexible & versatile. Continuing format
abuse expected.

* Crafted APK — Antivirus products (Windows &
Android) affected equally.

— |[EEE Taggant for APKs — Actively discussed

e Chameleon ZIP — Possible effect on automation
systems not evaluated.




Thank You!




