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Java is everywhere

According to Oracle, 1.1 billion desktops run Java.
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Java is not Secure!

3 zero-day Java vulnerabilities found in the wild only in the first three
months of 2013.

In June, Oracle issues critical patches for 40 Java vulnerabilities.

93% of Java Users Not Running Latest Version.

One of the most popular exploit vectors in the wild and used almost
all known exploit kits.

Over 600,000 Macs infected by with Flashback Trojan started
exploiting a security hole in Java in 2012.
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Java Sandbox Model

Verifier

Class Loader

Security Manager
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Java Vulnerabilities

Type Confusion. e.g. CVE-2012-0507, CVE-2013-2423

Logic Error. e.g. CVE-2013-0422, CVE2013-0431

Memory Corruption. e.g. CVE-2013-1493

Argument Injection. e.g. CVE-2010-1423
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Java Exploit Example: CVE-2013-0422 POC
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Java Obfuscation

String obfuscation.

User-defined class, method/function and variable names obfuscation.

Class/method Combined and Splitted.

Garbage statement insertion.

Java reflection mechanism. Class.forname, Class.newInstance,
Class.getMethod, reflect.Method.invoke
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Obfuscated CVE-2013-0422 POC code
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Virustotal result of Obfuscated CVE-2013-0422 POC code
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The Tool

Identify known vulnerabilities.

CVE-2013-0422
CVE-2013-0431
CVE-2013-2460
. . .

Heuristics to identify zero-day/unknown exploits.
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Java API trace

Here is an example.
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Patch Java API
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Heuristics for zero-day/unknown exploits

Disable Java security manager

Executing an external command

Malicious attempts.
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Evaluation on Virustotal Data

CVE Total Samples True Positivs Other CVEs Not Exploit

CVE-2013-0422 357 147 33 177

CVE-2013-0431 199 85 21 92
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Evaluation In The Wild

File MD5 VT hits CVE detected

nkcVaWNcv.jar 1d3a2d895a8c9c1e2e2308f977af946c 1/45 CVE-2013-0431

zvCrMUuNm.jar 0e3a01328e963171b6dfc525d1f0a909 2/45 CVE-2013-0431

IihcR.jar ee2a3c781c72119e9fd75ff442021c56 2/45 CVE-2013-2460

goyAzs.jar d67dbb1bdfa1dfd523939224d657d2ed 2/45 CVE-2013-2460

vertical clinical gender-sergeant.jar 9136faee806896d6b222f9115acd6cbc 2/45 CVE-2013-0422
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Conclusions

Java vulnerability is one of the most popular exploit vector in exploit
kit

obfuscation makes static analysis and traditional signature-based
detection ineffective.

The proposed tool can accurately identify known vulnerability of it.

The proposed tool can identify not only known vulnerability of
exploits, but also zero day exploits.
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