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Background info 

  Keep the victim’s computer hostage against ransom 

  First attacks were in Russia  (2005-2006) 

  Check for victim’s geo-location 

  Fake country police forces 

  Social engineering 

  Malware creators well organized 

  Difficult to clean 



Police Trojan – What is it? 

  Several groups creating their own Trojan 

  Very persuasive at extracting money from victims 

  New versions popping up 

  Use of affiliate programs 

  Drive-by-download, porn websites 



Different group, same beast 

  At least found 2 suspects affiliate programs 

  Different groups target different countries 

  Showing local police logo, localized language 



1st Group 

  Server side contains all images and scripts needed 

  Script serves the right country images to the victims 



2nd group 

  Images embedded in the php scripts 

  Images and scripts never downloaded separately  

  Image encoded in base64 



Other examples 



FAKEAV? 

  Security Tool notifications, if country can’t be determined 

  Similar to standard FAKEAV attacks 



How do they retrieve the money 

  New payment method 

  Used vouchers instead of credit card payments 

  2 kind of vouchers accepted, PaySafeCard/Ukash 

  Online, gas station, kiosks, pharmacy through Europe 

  Available in the US and Canada 

  No record if voucher change hands 

  It can be sold and re-sold, until someone spend it 



Underground Voucher Exchange 

  Use of voucher exchange underground market 

  Cybercriminals can sell their vouchers for 40 to 50% of 

its value 

  These websites then resell the discounted vouchers to 

an end customer for 90% of their value 

  Exchange of Vouchers on ICQ/Jabber 



Summary 

  Threat landscape change 

  Several cybercriminal groups 

  Business model improved 

  Vouchers are now used 


