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Infection Vector 
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Infection Vector 
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Infection Vector 
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Infection Vector 

 

 

• CVE-2008-5353 

 

• CVE-2011-3544 

 

• CVE-2012-0507 
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Installation 
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Main Binary: Update Server 

 

• Creates a thread that connects to a set of C&C servers to 

download updates every 3670 secs (>1hr) 
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Main Binary: Update Program 

 

• Response: 

• %marker1%%encoded_VM_program%%marker2% 

%encoded_MD5_RSA_signature%%marker3% 

 

• Log SHA1 of VM program 

• {HOME}/Library/Logs/swlog 

• {HOME}/Library/Logs/vmLog  
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Main Binary: Payload C&C (Newer Variants) 

• Same thread will also connect to another set of C&C 

servers 

 

• This time to select a server for executing the payload 
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Main Binary: Payload C&C (Old Variants) 

 

 

 

 

 

 

 

 

• Selected only once - when binary is loaded 
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Main Binary: Payload C&C Validation 

 

• Response 

• %SHA1_string_of_server_name% | 

%MD5_RSA_signature% 

 

• Use (2nd – old variant / 1st – new variant) host in 

hardcoded list as default server 

• Use “localhost” if configuration entry does not exists 

(new variant only) 
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Main Binary: Payload (Old Variants) 
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Main Binary: Payload (Old Variants) 
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Main Binary: Payload (Newer Variants) 
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Main Binary: Payload (Newer) -> Search 
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Main Binary: Payload (Newer) -> Search 
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Main Binary: Payload (Newer) -> Click 
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Main Binary: Payload (Newer) -> Click 

• Google return the request in the response 
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Main Binary: Payload (Newer) -> Click 
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Main Binary: Payload (Newer) -> Click 
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Filter/Loader Binary 
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Filter/Loader Binary 
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Filter/Loader Binary 
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LaunchAgent Binary 
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LaunchAgent Binary 

• Stand-alone light version of the updater module found in 

the main binary 

• Uses different set of C&C servers 

 

 

 

• Similar server validation process 

• Logs CRC32 of the update/installation program 

• /tmp/.%crc32_of_VM_program% 

• Have it’s own instruction set 
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LaunchAgent Binary - Recent Variant 

 

September 27, 
2012 

32 



LaunchAgent Binary - Recent Variant 

 

 

 

 

 

 

 

 

• Taken over the responsibility of installing the malware 

September 27, 
2012 

33 



Thank you! Please check out the conference paper for 
more details. 

broderick.aquilino@f-secure.com 


