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About…

Spam tricks (2006)

Filters fighting back

vs



Most games have playing fields…



…and strategies

• Connection-level

• Content analysis



Filter “textbook” strategies

• Connection-level
• Tracking spam sending networks/hosts (IP/domain blocking)

• Content
• Checksums

• Keywords heuristic

• Call-to-action blocking (URLs, phone number, etc.)

• Statistical analysis (Bayes, etc)

• etc.



Classic spam tricks

• Connection-level
• “Botnets”

• Open relays

• Exploited servers, PHP scripts, etc.

• Exploited web mail systems

• Content
• Content randomizations

• URL rotation

• Obfuscations



Connection



Nigerian scammers



Exploiting web sites



Not limited to “hacking”

QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.



Result
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Content



URL blocking

• SophosLabs’ own URL list blocks up to 90% of spam

• Public services like SURBL work very well



URL tricks

• Using free web hosting sites as redirectors

• URL shortening services

• Blogs



Geocities abuse example



<SCRIPT language="JavaScript">
function reportSpam()
{
alert('Thank you for your report\nWe will look further into it\n');
}
function continueToSite()
{
window.location.href=" http://www4.coreagousss.com";
}

</SCRIPT>
<body bgcolor="FFFFFF" onLoad=continueToSite()>





Blocking over 2,000 new URLs per day
 hosted on various geocities.com domains alone

Blocking over 2,000 new URLs per day
 hosted on various geocities.com domains alone



• Not limited to Geocities services, but they are the major
target (from 5-15% of all spam)

• Most likely the CAPTCHA tests for Yahoo! IDs have been
compromised



Blog abuse

QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.



URL shortening services

• Up to 20 new URL services discovered every day





Proactive URL blocking



Proactive URL blocking

Blocked:

Spammed:



And spammers respond…

With “0-minute” domains

fyefga.org

• Registered at 1:28 AM on February 16 2006

• First seen on spam traps at 1:30 AM



The best way to defeat URL
blocking is…

…not using URLs at all



instead…

• Phone numbers

• Fax

• VoIP

• IM (ICQ/AIM/…)

• E-mail addresses

• Stock symbols for “pump-n-dump” scams



Spam Resume

QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.



Fax + phishing

QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.

= Phaxing



Phax form

 
AFFIDAVIT OF UNAUTHORIZED USE OF MY PAYPAL ACCOUNT 
 

Please comp lete t his  form  and  Fax it to  : 1(800)  410-3595  
 
 

avit  c once rns my  PayPal Ac co unt under the na me of: ________________ _____________ _______________ _____ an
res s:  (Indic ate  Yo ur Email add res s  originally on You r PayPal Ac co unt) _ __ __________ _______________ ________
word:____________ _____________ _.I res ide  at___ ___________________ _, in the City of _ ________ _____________
f ______ _______________ ___ , with zip____________ _.and the  s tate  of_______ _____________ _____ Daytime pho n
________ _________ Eve ning pho ne n umber__________ _________ 

here  your cr e dit ca rd details  use d in your  pa ypal ac co unt : 
 



Name from the credit card:_____________________________________
Number of the credit card:_____________________________________
Credit card type:_________________
Expiration date:______/_______
Cvv2:_______
Pin*:______
SSN*:______-_____-_______
Bank name :_______________________________
Bank Routing Number :_________________
Bank Account number :_________________



*SSN: Social Security number for the US residents.

*Pin: The number which is entered at the ATM

Remember:
never give out your personal information via email.
Hover over links in email messages to see where they really go.
Login to important websites by typing the address in your web browser.

By submitting this Affidavit, I understand that PayPal Investigates alleged fraudulent or unauthorized usage of
accounts thoroughly, and may refer this information to appropriate law enforcement agencies.  I agree to
cooperate in any prosecution of individuals charged with fraudulent or Unauthorized Usage of my PayPal
account, and I understand that any false declaration of Unauthorized Usage of My PayPal Account will result in
immediate termination from further use of PayPal, and may be punishable under Civil or Criminal Law.

_____________________________________________________
Primary Accountholder Signature

PayPal Investigations
Affidavit of Unauthorized Use of a PayPal Account

P.O. Box 45950
Omaha, NE 68145

Remember:
 - Never give out your personal information via email
 - Hover over links in email messages to see where they really go
 - Login to important websites by typing the address in your web browser



Vishing



Extract and block phone numbers



Beware of “Joe-Jobs”

Want to became a terrorist?

…

-surface-to-air missile

-machine gun

-booby traps

-Drugs: crack, heroin

…

Interested?

Call 1-888-642-9675 …

1-888-642-9675 belongs to Network Solutions
(Verisign), Customer Service Dept.



Spammers respond

dial: one-eight-hundred-three-fiv-4-31-two-0

1_3*1*4*4+1+4+4*0*0*1



Stock scams with no URLs

AGA Resources Inc.
A G A 0
Open: $2.25
Close: $3.00
Up: 33%



\/iagra
lev`1t*ra
Le\//.itrA
le*v'i-t-ra
\//_1a_gra
\//.alI'u|\/|
v_I@_gra
vaIiuM
v|'agra
c1Alis
\//I@gra
l_ev'|tr-a
vi.Agra
c1ali$
L'e\/-ltra
v.aL.1u`|\/|
\//a|*iu_m

c*ia-ll.s
le\//-itra
l-e\//itr`@
I_ev*lt.ra
vaL.i.um
c-i.ali.s
\//A'|`1_um
ci'AlIs
valiu_|\/|
lev|trA
va|_lum

v*|a-gra
ci`ali*S
|evitr_a
vi@g'r@
\//a.Il.um
c|_@.1_is
\//lagrA
1e-v.1tr`@
cI*a*I|_$
v1*Agr'@
val|uM
v@-li*u_|\/|
va1Iu'M
v@li*um

\//-a_1'iu*|\/|
v'i*agr'A
Ie.vit_ra
\//aLI-u'm
v`A|i_u|\/|
v1agr*a
1ev`1tra
le_v`i't.ra
c'|ali_s
v@1i*u|\/|
c_i*@l|'$
ciAlis
\/a-liu-m
\/Iagra
v@1iu'm
v_i'@gr@
ciAIis



QuickTime™ and a
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Not as common these days

• Good spam signs -- most filters are now able to detect them

• Not very legible

• Makes spam appear less trustworthy/legitimate

• Switching to some more advanced tricks to disguise content



QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.



Filter’s perspective

QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.



MS Word spam

QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.



Are you smart enough?

From: "welcome@lf.hebiic.gov.cn”

<welcome@hebiic.gov.cn>

To: undisclosed-recipients: ;

Subject: From far far away

Only Humans with an IQ of at least 120 are allowed
to: click here

If you can`t open use this freeware: click here



The best way to defeat text
filtering is…

…not using (ASCII) text at all



VIAGRA, Cialis, XANAX
$2.40   $3.50   $4.00
www.asciimedz.biz

BUY NOW!



2004



2006

QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.



2006: The era of image spam



Why?

• Attractive

• “Invisible” to most filters

• Bandwidth is no longer a limitation

• Unlimited potential for randomization with little or no impact
on legibility



Stock pump-n-dump scams University “degrees”

What?



Image spam with URLs

QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.



How: “polka dots”

QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.



How: “mosaic”

QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.



How: animation



• Not every animated GIF attached to e-mail is spam,
apparently…



Anti-(image)-spam techniques

• Connection-level filtering

• Heuristics based on email structure

• Convert to text (Optical Character Recognition)

• Image analysis and “fingerprinting”



Spam vs. legit

3 pixels per byte30 pixels per byte



Comparing over 30,000 legit and spam images

QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.



Filtering approaches

• Image metadata within certain bounds:
• Compression ratio

• Dimensions

• Animated or static

•  Combined with other information:
• Sender reputation

• HTML content

• MIME structure, headers

• Fuzzy signatures of image metadata specific to a
particular spam campaign



Social engineering tricks



The recipient



Subject: COCA COLA PROMOTION

Coca-Cola Enterprises Limited
Customer Service
Charter Place,
Uxbridge,
Middlesex UB8 1EZ,
United Kingdom.
Ref: CCP/491OXI/04
Batch: 12/25/0304

   COCA COLA PROMOTION

  We happily announce to you the draw of the cocacola
International promootion programs held on the 9th of June
2006 in The United Kingdom. Your e-mail address attached to
ticket number: 564 75600545-188 with serial number

Subject: COCA COLA PROMOTION

Coca-Cola Enterprises Limited
Customer Service
Charter Place,
Uxbridge,
Middlesex UB8 1EZ,
United Kingdom.
Ref: CCP/491OXI/04
Batch: 12/25/0304

   COCA COLA PROMOTION

  We happily announce to you the draw of the cocacola
International promootion programs held on the 9th of June
2006 in The United Kingdom. Your e-mail address attached to
ticket number: 564 75600545-188 with serial number



From: MICROSOFT MEGA JACKPOT LOTTERY <info@mswordlottery.info>
Subject: HELLO, 2006 E-MAIL AWARD WINNERS

MICROSOFT MEGA JACKPOT LOTTERY
UNITED KINGDOM. LONDON.
BANK OF ENGLAND/MICROSOFT HOUSE, LONDON.
Director: MR. DOUGLAS WILSON
Phone # :( 00944) 701-113-0363

REF NO: M154S/WL06.
MICRO (LOTTERY) CHIP NO: 9465206

ELECTRONIC MAIL AWARD PROMOTION. MICROSOFT MEGA JACKPOT LOTTERY
UNITED KINGDOM.
…

From: MICROSOFT MEGA JACKPOT LOTTERY <info@mswordlottery.info>
Subject: HELLO, 2006 E-MAIL AWARD WINNERS

MICROSOFT MEGA JACKPOT LOTTERY
UNITED KINGDOM. LONDON.
BANK OF ENGLAND/MICROSOFT HOUSE, LONDON.
Director: MR. DOUGLAS WILSON
Phone # :( 00944) 701-113-0363

REF NO: M154S/WL06.
MICRO (LOTTERY) CHIP NO: 9465206

ELECTRONIC MAIL AWARD PROMOTION. MICROSOFT MEGA JACKPOT LOTTERY
UNITED KINGDOM.
…





From: <service@eve-online.com>

Subject: Your EVE Online account [Incident: 051111-000185]

We are contacting you because we have some problem whith you
subscription details. In accordance with Eve`s Agreement your account
access will remain limited until this issue has been resolved.

To secure your account and quickly restore full access, we may require
some additional information from you for the following reason

We will assume your issue has been resolved if we do not hear from
youwithin 48 hours, your account may be subject for  suspension

Thank you for allowing us to be of service to you.

To securely confirm your Eve`online  information please click on the
link bellow:

https://secure.eve-online.com/subscriptioninfo.asp

We encourage you to log in and perform the steps necessary to restore
your account access as soon as possible. Allowing your account access
to remain limited for an extended period of time may result in further
limitations on the use of your account and possible account
suspension…





More victims





Thank you
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