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Introduction

m Growing Popularity [

e [TITITITIT o o o
Mac Mini, MacBook Pro I

NS D-===-0000

m OSX threats Leap (binary) and Ingtana (java).
Macintosh vulnerable to native malware?
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Apple Macintosh OS5 X
Advisories (Based on 69 advisories from 2002-2006)
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This graph was generated by Secunia.
Based on wvulnerability information available at http://secunia.com/
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Source: http://secunia.com
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m NEW McAfee drivers for Macintosh
m HyperCard Script requires additional install

2000 (2001 2002 |2003 |2004 |2005 |2006

MacOS |0 10 43 12 4
MacHC |0 1 4 3 0

OSX |0 0 0 0 0 1 5
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m Malware Numbers:
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MacOS-HC-OSX

LINUX-UNIX

WINDOWS

83

700

212.000

m Macintosh MarketShare 5%

m User/Root rights

m Open Source
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Architecture

m PowerPC <- INTEL
= MSB <> LSB

m64 BIT < 32BIT
m Applications with Universal symbol run on both

L©E o

Ma C Universal

m Mach-O (Mach object) Binary format.
OSX/Leap examined at binary level
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Mach Header

aononono

FE ED Fi CE

0 00 00 14

10 00 00 00

00 00 00 02] padl............

aoaoooLn

(0 00 00 0B

(0 00 05 &8

(0 00 00 85

0 00 00 01

Q0000020 00 00 00 36 5F 5F 50 41 47 45 54 45 52 4F (0 01

. FEEDFACE - Mach-O file

: 2 EXECUTABLE

® magic

m cputype . 12 PPC
m cpusubtype: 0 ALL
m filetype

® ncmds . B

m sizeofcmds : 5A8

m flags . 85

mMSB -32-EP

A il i
...6_ PAGEZRRD ..
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CpuType

® machine.h

VAX 1 1 (Hex)
MC680x0 6 6

1386 7 7
MC98000 10 A

HPPA 11 B
MC88000 13 D

SPARC 14 E

I860 15 F
POWERPC 18 12
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FileType

relocatable object file

demand paged executable file
fixed VM shared library file

core file

preloaded executable file
dynamically bound shared library
dynamic link editor

dynamically bound bundle file

O O|IN[OD| O |~ WIN|—-

shared library stub for static linking only, no section contents
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3- Segments
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Segments

gooooozZo oo 00 oo 35 SF SF S50 41 47 45 S5A 45 52 4F 00 00 ... &8_ PAGEZERO. .
goooooso 00 00 00 oo 0o 00 o0 0o 0o 00 10 0o 00 o0 oo oo ... ... ...,
gooooodn  Oo0 00 00 oo 00 00 o0 oo oo o0 o0 oo o0 oo oo o0 oo

00000050 00 00 00 04[00 00 00 01 (00 00 01 BC|SF SF G4 48[ ... ...... .. I__TE
goooo0en (58 54 00 OO0 OO0 OO0 OO0 00 OO0 OO0 OO0 ODjoo0 o0 1o 0oy ZT..............
gooooo7o {00 o0 30 O0f00 00 OO0 OO0 | o0 o0 30 0000 oD oD o) ..0....... ... ..
gooooQgo (00 0D o0 05|00 OO0 OO0 OS5 (OO0 OO0 OO0 OOD)SF SF 74 65 ... ... . ... .. _te
goooooso 78 Y4 00 OO0 0O OO OO OO OO OO OO OO SF GF B4 45 =t ... .. ... . _TE
gooooQAan 53 S54 00 OO0 0O OO0 00 o0 OO0 OO0 OO 00 0o o0 23 44 HET.... .. ...... ¥D

m cmd -1

m cmdsize : 18C

m segname : __ TEXT the name field has 0x10 bytes allocated

m vmaddr : 1000 starting virtual memory address

m vmsize : 3000 number of bytes in virtual memory

m fileoff . 0 offset in file of the data to be mapped at vmaddr

m filesize : 3000 number of bytes occupied by this segment on disk

m maxprot : 7 maximum permitted virtual memory protections

m initprot ) initial virtual memory protections

m nsects 5 the number of section data structures following this load command.

m flags 0
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File and Virtual Memory Area for the 4 segments

B0OOO
9AAC
9000
8000
__DATA
__DATA
4000

3000
1000
- PAGEZERO
0000 — 0000
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Nsects

cmdsize 38 18C 1D0 38

segname ___PAGEZERO | TEXT __DATA ___ LINKEDIT
nsects 0 5 6 0
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4- Sections
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m OSX/Leap has
5 sections
Inside the

TEXT

segment



__text section inside the
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TEXT segment
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00000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000050 00 00 00 04 00 00 00 01 00 00 01 BC SF EF 54 I Do I__TE
00000060 58 54 00 00 00 00 00 00 00 00 00 00 00 00 10 00 ET.......... ...
00000070 00 00 30 00 00 00 00 00 00 00 30 00 00 00 00 07 A o.....
00000080 00 00 00 05 00 00 00 05 00 00 00 00[GF 5F 74 BS | ... .. te
00000090 [78 74 00 00 00 00 00 00 00 00 00 OOJSF SF G4 46 | mt. . ... ... .. : oTh
000000A0 [G2 G4 00 00 00 00 00 00 00 00 00 00400 00 23 44 | ET.. ... ... .. . #D
000000B0 [00 00 17 Ae|00 00 13 44 00 00 00 02[00 00 00 00 e
noonnoco [00 00 00 o00l&80 00 04 00 00 00 00 0O[00 00 00 00 Lo
00000000 SF GF 70 69 63 73 79 6D 62 6F 6C GF 73 74 75 62 _ picsymbol_stub
000000ED SF GF 54 45 58 54 00 00 00 00 00 00 00 00 00 00 __TEXT...... ....
000000FD 00 00 35 AC 00 00 00 00 00 00 25 AC 00 00 0O 02 E- . ... .
00000100 00 00 00 00 00 00 00 00 80 00 00 08 00 00 OO0 OO0 ........ I iimans
m sectname : _ text ,the name field has 0x10 bytes allocated

m segname ___TEXT , the name field has 0x10 bytes allocated

m addr 2344

m Size 1268

m offset : 1344

m align D 2

m reloff - 0

m nreloc . 0

m flags 80000400

m reserved1 : 0

m reserved2 : 0
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Section command info for the various sections inside
the  TEXT segment.

sectname ___text __picsymbol_stub __symbol_stub __picsymbolstubl __cstring
segname _ TEXT _ TEXT _ TEXT _ TEXT _ TEXT
addr 2344 35AC 35AC 35C0 3B40
size 1268 0 0 580 484
offset 1344 25AC 25AC 25C0 2B40
align 2 2 2 5 2
reloff 0 0 0 0 0
nreloc 0 0 0 0 0
flags 80000400 80000008 80000008 80000408 2
reservedl 0 0 0 0 0
reserved?2 0 24 14 20 0
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mSection File Areas inthe _ TEXT and __DATA segments.

8000
___common
__bss
9AAC
__dyld
__la_symbol_ptr
8000 __nl_symbol_ptr
__data
3000
__DATA
3000

0000



17/10/2006 Page 23

5- EP — Possible
Virus Techniques
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EP / Possible Virus Techniques
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m File Header
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m PE Binary
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pooooooo  FF 45 4C 46 01 01 01 00 00 00 00 00 00 00 o0 0o QELF............

00000010 02 00 03 00 01 00 00 00 [EQ 83 04 08]34 00 00 00 ... ... Al 4.

00000020 4C 07 00 00 00 00 00 00 34 00 20 00 06 00 28 00 L. . . ... T

00000030 18 00 17 00 06 00 00 00 34 00 00 00 34 80 04 08 . .. ... 4., .41

00000040 34 80 04 0B CO 00 00 00 CO 00 00 00 05 00 00 00 41, A . A ... ..

00000050 04 00 00 00 03 00 00 00 F4 00 00 00 F& 80 04 08 ... ... 5,081

00000060 F4 80 04 08 13 00 00 00 13 00 00 00 04 00 00 00 &F............ ..

00000070 01 00 00 00 01 00 00 00 00 00 00 00 00 80 04 08 ... ... . ... 1.

00000080 00 80 04 08 6D 05 00 00 8D 05 00 00 05 00 00 00 0. 0...0. ... ...

00000050 00 10 00 00 01 00 00 00 90 05 00 00 90 95 04 08 ........ ...11.

000000A0 90 95 04 08 FO 00 00 00 08 01 00 00 06 00 00 00 00 & ... ... . ..

00000OBD 00 10 00 00 02 00 00 00 EO0 05 00 00 EQ 95 04 08 .. .. . ... A...al..

000000CO E0 95 04 08 A0 00 00 00 A0 00 00 00 06 00 00 00 &F.. ... .. ... ..

000000D0 04 00 00 00 04 00 00 00 08 01 00 00 08 81 04 08 .. .. ... ... ... I

O0DDOOED 08 81 04 08 20 00 00 00 20 00 00 00 04 00 00 00 0., ... .......

0000OOFD 04 00 00 00 2F 6C 69 62 2F 6C 64 2D 6C 69 6E 75 ... /libsld-linu .
00000100 78 2E 73 6F 2E 32 00 00 04 00 00 00 10 00 00 00 =.=0.2. . ........ | F||e Header
00000110 01 00 00 00 47 4E 55 00 00 00 00 00 02 00 00 00 ... . GNU.........

00000120 00 00 00 00 00 OO0 00 00 03 00 00 00 0& 00 00 00 ................
OO00TAN 0% 0000 N0 0s na a0 0l 000 00 0000 00 i .
00000140 00 00 00 00 00 00 00 00 01 00 00 00 02 00 00 00 ................ B Entryp0|nt
00000150 03 00 00 00 00 00 00 00 06 OO0 00 00 07 00 00 00 ................

00000160 04 00 00 00 00 00 00 00 00 OO0 OO0 00 00 00 00 00 ................

pogoool?o 00 00 00 00 76 0O OO0 00 e&C B3 04 08 21 00 00 00 ... .w...10..1. .

gppoolao 22 00 OO0 0O 21 00 0O OO0 7C 83 04 08 76 00D OO OO .. .1, . |01..¥v. . ELF Blnary
oooooil%o 12 00 00 00 3D 00 00 o0 8C 83 04 08 AC 00 00 0O ....=...00..-.

goooolAo 22 00 00 00 37 00 00 00 9C 83 04 08 37 00 oo oo .. 7.0 7.

oooooiko 12 o0 00 00 64 0O OO0 00 AC 83 04 08 E1 00 00 00 ....d...-01..&4...

poooolco 12 o0 00 00 14 0O OO0 00 BC 83 04 08 2E 00 Q0 00 ... ... HML.. .. ..

Qo00o1D0 12 00 00 00 28 00 00 00 CC 83 04 08 7D 00 00 00 ... . (...Ir..}. ..

ooooolEo 22 o0 00 00 55 00 00 00 &80 85 04 08 04 00 00 0O ... T...00......

ooooolFo 11 00 OE 00 01 00 00 00 00 00 00 00 Qo0 00 a0 00 ...l
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Possible Virus Techniques for OSX Mach-O Files
m No EP in Mach Header

m Change the immediate bytes at the start or the end
of the executable code itself in the  text section

m Or by putting a call instruction in these to another
section where the real virus bytes reside.
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m underscores _sectname = Tradition, Not Mandatory
m section type and attributes are important.

Section flags field holds dual information about these:
least 8 bits define the section type.
most 24 significant bits define the section attributes.

If flags = 11223344 then
type =44
attributes =11223300

sectname _ text

flags 80000400

type ° Regular section

attributes 0x80000400

Contains Machine
Instructions
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TYPE

REGULAR 0x0 regular section
ZEROFILL 0x1 zero fill on demand section
CSTRING_LITERALS 0x2 section with only literal C strings

NON_LAZY SYMBOL_POINTERS 0x6
LAZY_SYMBOL_POINTERS O0x7
SYMBOL_STUBS 0x8

section with only non-lazy symbol pointers
section with only lazy symbol pointers
section with only symbol stubs, byte size of stub in

Attributes

m S _ATTR_PURE_INSTRUCTIONS 0x80000000
m S _ATTR_SOME_INSTRUCTIONS 0x00000400

section contains only true machine instructions
section contains some machine instructions

sectname __text ___picsymbol stub ___symbol stub ___picsymbolstubl __cstring
flags 80000400 80000008 80000008 80000408 2

type 0 8 8 8 2
attributes 0x80000400 0x80000000 0x80000000 0x8000400 0

sectname __data __nl symbol ptr __la symbol ptr __dyld __bss ___common
flags 0 6 7 0 1 1

type 0 6 7 0 1 1
attributes 0 0 0 0 0 0
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6- Universal
Binaries
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Universal Binaries

= PPC/PPC64 : both 32 and 64 bit PowerPC
m Universal Binaries : Code for Intel + PowerPC
m fat _header and fat_arch always use Big Endian

ILE

00000000 | CA FE Bh BE|[0O0 00 00 02 [ 00 00 OO0 07 00 00 00 03 Epes.. . ... ...,
goooooio oo oo 10 oo oo oo 47 ECo00 00 00 0C 00 oo oo 12 ... .. A
goooooZo oo oo oo oo o0 00 e0 OO OO0 00 4A 70 OO0 OO0 OO 02 ... ... oodp
goooooso oo oo 00 oo o0 0o oo 00 00 00 00 00 00 00 0000 (... ... ... ...,
gooooo4o oo oo oo oo oo 00 oo oo 00 o0 00 00 00000000 @000 ...
goooooso oo oo oo oo oo 00 00 oo 00 o0 00 00 00000000 00000000,
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Universal Binaries

gooooooo ©4 FE BA EE 00 00 00 02

oo0ooolo [ 00 00 10 00j0o0 00 47 EC |00 00 00 QCjoo oo oo 12 ... ... Gi.. ... ...
gooooozo oo oo o0 oo oo o0 e0 OO OO oo 4& 70 OO OO o0 0C o ... ... IR | = B

ooooooz0 00 00 00 OO 00 OO0 00 0o OO0 00 0o o0 oo a0 oo oo ... ... ... ..,
gooooo40 o0 00 00 00 o0 0o o0 oo OO0 o0 0o o0 oo o0 o0 00 ... .,
goooooso o0 00 o0 0o 00 0o 00 oo 00 o0 0o a0 oo a0 o0 oo ..,

gooooaao
oooooo10 00 00 10 00 00 00 47 EC 00 00 00 0C|00 o0 00 121 ...... Gi........
oooo0o020 [ 00 00 00 00f00 00 60 OO ] 00 00 44 7000 00 00 oC| ...... RPN | = T

goooaoso o0 oo oo oo 0o oo 00 oo 00 0o oo o0 oo oo oo oo ...,
gooooo4o o0 0o oo oo 0o oo 00 oo 00 0o oo o0 oo oo oo oo ...,
goooooso o0 oo oo oo 0o oo 00 oo 00 0o oo o0 oo oo oo oo oo

cputype 7 (I386) 12 (PowerPC)

cpusubtype 3 (ALL) 0 (ALL)

offset 1000 6000

size 47EC 4A70

align C C

File Area 1000-57EC (Active code ends, 6000-AA70 (EOF)
filled till 6000 with zero'’s)
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00006000 |FE ED FA CE (00 00 00 12 00O 00 00 OO0 OO0 00 00 02 bial... . ... .. ...
gooos010 00 o0 00O OB OO OO OS5 34 00 OO0 OO 25 OO0 OO OO o1 ... ...  EIPRY
goooe0z0 00 OO0 00 38 SF SF 50 41 47 45 54 45 52 4F 00 00 .. .5 PAGEZERO. .
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Universal Binaries

m Dual Code Malware
m Intel 2>Jump PowerPC, placeholder, jump Intel

m Corruptions
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7- Tools
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Tools

m “‘otool” - information about the file format structure
/usr/bin/otool —hv /bin/date
m Another such tool is called “nm”.

m For debugging gdb can be used.

m dd backup
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m IDA v4.9 sp1 can be usefull partially.

#i| Functions window |'._| |E| [zl
Function name Seqgmett Start Length Bl F[ L[ S| B T| 8

\LF_I] ghart _ text Q0002344 Q0000040 3]

\LF_I] __start _ text Qo0oz3ed Q000074 3]

‘LF_I] sub_25Fa _ tent Q00025Fa e 3]

"'LF_I] zub_2660 _ temt Q0002660 Q000oo03c 3]

"'LF_I] zub_2E3C _ tent Q0002e4c Q000oosc R

."LF_I] zub_2E6F3 _ tent Q00026FE Q00001 &C R

\[?_I] __dvld_init_check __tent Q0002se4 ] R

\[?_I] dyld_stub_binding_helper et Q00023F4 Qooono e A

\lﬂ] __dyld_func_lookup et Q000230c Q0oon0 o F

\[?_I] _darwin_unwind_dvld_add_image_hook __ bewt Qaoo0za1c Qaooooas A

‘[?_I] _danwin_unwind_dyld_remowve_image_hoak: _bewt 0002404 Qo000 20 A

\LF_I] ___darwin_gccd_preregizter_frame_info _ bewt Q0002E A4 Q000007 c A

"'LF_I] _war _ tent Qo002cen Q0oooosc R D

\[?_I] _main __tent Q0002CEC 00000t o4 R

."LF_I] _installHooks _tent Q00020 Fo Qooooi 28 R

\LF_I] _infect _ text nooozFa QoaooiES 3]

25 infecthpps {=H 1
‘EI] _copySelf _ tent Qoo03zoc Q000071 A4
\EI] _znprintf_LDBLStub _ temt Q00033E0 Q00000AC
\EI] _zprintf_LDBLStub _ tent Q000345C Q00000AC

R |
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8- Conclusion
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Conclusion

m OSX/Leap not perfect but proof of concept

m File-infecting viruses for the OSX platform are
certainly a possibility in the near future.



m Thanks for Attention!
Questions?

@ Marius_van_Oers@Avertlabs.com
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