
I’m struggling with phishing sites 
hidden by cloaking.

You Can’t Take Down What You Can’t See:

 The Growing Impact of Phishing Cloaking
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What is Cloaking?
• Phishing sites are shown only 

to intended victims
• Scanners and researchers see 

a benign, blank, or error page
• Typical Gating Conditions
• Smartphone + 

mobile/residential IP + 
target geolocation

iPhone: Phishing Site PC + Firefox: Cloaked

Scanner: Cloaked

Attacker Cloaking Techniques

• Geofencing
• User-Agent
• Accept-Language
• Headless browser detection
• Mobile/Residential IP
• Browser/Device Fingerprinting
• Redirect Tokens

Cloaked:
 non-mobile / non-residential IP

Cloaked:
 outside the target country (Japan)

Operational impact

Costs and Delays…
• Safe Browsing warnings
• Harder to automate scanning
• Delayed or failed takedowns
• Reduced visibility for researchers outside the target country
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