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• APT researcher

• Malware reverse engineer

• Threat Hunter

• Cyber crime investigator

T H R E AT  I N T E L L I G E N C E  
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APT Tracking 
High Level Detail



File-based Tracking
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File-based Tracking

• Static Indicators: 

• Extracted from static analysis of a toolset or malware used by threat actors.

• Key use:

• Identifying and tracking malware variants associated with specific threat actors.

• Specific Strings: Unique strings within the malware can serve as indicators to detect and link new 

variants to known threats.

• DACLS RAT:

• Certificate name and private key

• “c_2910.cls” and “k_3872.cls,” 

D A C L S  R A T
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Static Indicators – Strings 



7© Fortinet Inc. All Rights Reserved. 7© Fortinet Inc. All Rights Reserved.

File-based Tracking

• Examining import/export names in malware to uncover new malware families linked to the same 

threat actor.

• Imphashing for Malware Tracking:

• Generates a hash from the Import Address Table (IAT) of an executable file.

• Comparing imphashes reveals related malware samples and variants.

• Benefits:

• Identifies new malware variants by detecting similar or identical imphashes.

• Useful in tracking malware with code reuse by threat actors.

• LocalPotato Exploit (FIN11): 

• Imphash analysis helps track different variants of this NTLM exploitation tool, which exploits 

CVE-2023-21746 for privilege escalation.

I M P O R T S / E X P O R T S

7© Fortinet Inc. All Rights Reserved.

Static Indicators – Imports/Exports 
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File-based Tracking
Code Similarity 

• Code similarity:

• Compares malware samples to identify commonalities and 

relationships between different threats.

• Key concepts:

• Code Reuse: Malware authors often reuse snippets or entire 

modules, linking malware to specific authors or groups.

• Structural Analysis: Examining control flow graphs and 

function calls reveals hidden similarities.

• Behavioral Patterns: Techniques for persistence, evasion, or 

exploitation may indicate a common origin. 

• APT Tracking:

• APTs reuse encryption keys, algorithms, API hashing, and 

C2 communications.

• Reverse Engineering: Advanced techniques identify unique 

patterns for tracking via YARA rules.

L A Z A R U S  A P T
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File-based Tracking

A P T  S I D E C O P Y -  L I N U X  V A R I A N T S
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VT diff and content search 
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File-based Tracking
Fuzzy hashing

• Fuzzy Hashing:

• Identifies similarities between files or data, even when they 

are not identical.

• Unlike traditional hashing, fuzzy hashes reflect degrees of 

similarity, useful for detecting variations of malicious files.

• Key Fuzzy Hashing Algorithms:

• ssdeep: Detects similarities in spam emails and malware.

• sdhash: Generates similarity digests for digital forensics, 

useful for file comparison.

• TLSH: Robust against minor changes, used for clustering 

similar malware samples and identifying new variants.

• APT Tracking:

• Links common tools used by APTs across incidents.

• Compares hashes of files/scripts to track shared 

infrastructure and identify common servers/resources.

G A M A R E D O N  A P T
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File-based Tracking

• j

O I L R I G  – S A I T A M A  B A C K D O O R
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Fuzzy Hashing
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File-based Tracking
Signature – YARA rules 

• What are YARA Rules?

• A powerful tool used to identify and classify malware based 

on patterns.

• Features:

• Patterns: Matches textual or binary patterns within 

files.

• Formats: Includes plain text, hexadecimal strings, 

regular expressions, and wildcards.

• Conditions: Incorporates complex conditions and 

boolean logic for precise targeting.

• Modularity: Reusable and effective for various tasks.

• Applications of YARA Rules

• Detection: Identify unique encryption algorithms or code 

reuse.

• Tracking: Link malware samples to APT groups like 

Lazarus.

• Variants: Detect and respond to known malware variants.

Y A R A  R U L E S
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T U R L A  A P T



13© Fortinet Inc. All Rights Reserved. 13© Fortinet Inc. All Rights Reserved.

File-based Tracking
AV Signatures 

• Specialized Signatures developed by companies can be used to 

track APT-linked malware.

• Lazarus APT Campaign

• Malware: BeaverTail

• Detection: AV signatures used to identify new samples associated 

with the attack campaign.

• .

L A Z A R U S  A P T
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File-based Tracking
Code signing certificate

• Digital certificates used to sign software, ensuring authenticity and 

integrity.

• Attackers use stolen certificates to sign malware, making it appear 

legitimate and bypassing security measures.

• Analyzing certificate details (e.g., issuers, serial numbers) can help 

link malware to specific actors.

• WinTAPIX code signing certificates from:

•  "Beijing JoinHope Image Technology Ltd." 

• "VeriSign Class 3 Public Primary Certification Authority - G5." 

L E A F  M I N E R  – W I N T A P I X  D R I V E R
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File-based Tracking
METADATA

• Auxiliary information embedded within malware files.

• Helps track, analyze, and attribute malicious activities.

• File Metadata:

• Timestamps: Creation, modification, and access times.

• File Properties: Size, version information, and digital 

signatures.

• Compiler Metadata:

• Rich Headers: Information about the compiler, linker, and 

build environment.

• PDB Paths: Debugging symbols or paths to Program 

Database files.

M E T A D A T A
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File-based Tracking
Rich headers

• Encoded metadata in Portable Executable (PE) files that contains 

information about compiler version, linked libraries, and build 

environment details.

• Rich Header Hashing

• Generate a cryptographic hash from the decoded Rich 

header data.

• Acts as a fingerprint for the build environment.

• Applications for Tracking APTs

• Clustering: Identifies malware samples with similar build 

environments.

• Attribution: Links new samples to known threat actors based on 

shared development practices.

• .

T U R L A  A P T
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File-based Tracking
PDB

• Program Database files that store debugging information.

• Symbols, source line information, and stack traces.

• Function & Variable Names: Reveals malware structure and 

behavior.

• Unstripped PDB Files: Provides deeper insights if included by 

accident.

• PDB Strings and Paths

• Specific information within PDB files.

• Paths to source code files, directory structures, usernames, project 

names.

A P T 2 9
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TTP-based Tracking



19© Fortinet Inc. All Rights Reserved. 19© Fortinet Inc. All Rights Reserved.

TTP-based Tracking
Mitre Attack
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TTP-based Tracking

L A Z A R U S
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Monitor unique behaviors 



Network-based Tracking
Infrastructure tracking 
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Network-based Tracking

• Monitoring and analyzing APT components and systems (domains, IP addresses, 

servers, communication channels, etc.)

• Uncover APT infrastructure, identify patterns, and link attacks to the same threat actor 

• Key Techniques

• Passive DNS Analysis

• SSL/TLS Certificate Analysis

• WHOIS Data Analysis

• Network Traffic Analysis

• Fingerprinting Techniques

• Challenges

• Continuous Monitoring: Need for up-to-date intelligence

• Data Correlation: Complexity in linking disparate sources

• Evasion Tactics: APTs can rapidly change infrastructure to avoid detection

I N F R A S T R U C T U R E  T R A C K I N G
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Network-based Tracking
Infrastructure Reuse

• Some APT groups reuse IP addresses and domains due to 

resource constraints

• Reused infrastructure is common across different campaigns

• VirusTotal nethunt: A new feature that enhances infrastructure 

tracking

• Purpose: Allows users to create Yara rules

• Function: Identifies samples using the same infrastructure

•  Campaign Detection: Detect new campaigns that reuse existing 

infrastructure

• Campaign Analysis: Identify if samples are part of ongoing or 

previously analyzed campaigns 

L A Z A R U S  - B E A V E R T A I L  
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Network-based Tracking

• Collecting and storing historical DNS resolution data passively

• Domain names, IP addresses, query types, timestamps

• Infrastructure Insights: Analyze domain name resolutions and IP address associations

• Malicious Domain Identification: Detect patterns and connections to known APT campaigns

• Attribution: Map out related domains and IPs to attribute attacks to specific threat groups

• Example: Monitoring APT42

• Initial Domain: jpostpress.com (Created January 2022)

• Resolved IP: 91.195.240.12

• Additional Domains Identified:

• themedealine.org (September 2022)

• maariv.net (September 2022)

• khaleejtimes.org (March 2023)

• Insight: Historical data reveals APT infrastructure and timelines

P A S S I V E  D N S
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Passive DNS
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Network-based Tracking

L A Z A R U S
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Passive DNS
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Network-based Tracking

• Key Information from IP Addresses:

WHOIS Data

• Autonomous System Numbers (ASNs)

• Hosting Providers

• CIDR Blocks

• Server Types

• Running Services and Ports

• Tracking Techniques: 

• Combine Multiple Methods: Actors may consistently use specific ASNs, hosting 

providers, and port sets

• Example: ASN 20473 (CHOOPA) used by Chinese APTs like Vicious Panda and 

IndigoZebra

• Leveraging HTTP/HTTPS Services: 

• Artifacts in HTTP/HTTPS Services

• Response Headers, Response Content, Certificates

I P  A D D R E S S E S
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IP Addresses
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Network-based Tracking

• SSL/TLS Overview

• Purpose: Secure communication over networks (data privacy & integrity)

• SSL/TLS Certificates:

• Contains public key & identity information

• Verified by a Certificate Authority (CA)

• Ensures authentication & encrypted communication

• Fingerprinting Techniques

• JA3: Creates a fingerprint of TLS clients using fields from the Client Hello 

message

• JA3+: Extends JA3 with more handshake details for better accuracy

• JA4/JA4+: Focus on fingerprinting TLS servers

• JARM: Developed by Salesforce, fingerprints TLS servers based on responses 

to specific Client Hello messages

• Identifying APTs: Unique TLS handshake patterns help track APT tools & techniques

S S L / T L S  C E R T S
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Certificates and Fingerprints
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Network-based Tracking
Certificate values/hash

APT

• Common Name (CN): The primary identifier, often representing the 

domain name or server name.

• Subject Alternative Names (SANs): Additional domain names or 

IP addresses for which the certificate is valid.

• Issuer: The entity (CA) that issued the certificate, providing 

trustworthiness information.

• Serial Number: A unique identifier assigned by the issuer for 

distinguishing the certificate.

• Validity Period: The time frame in which the certificate is valid.

• Public Key: Used for encryption and authentication, associated with 

the private key

• Signature Algorithm: Specifies the security algorithm used to sign 

the certificate.

• Key Usage: Defines the cryptographic operations allowed for the 

public key.

• Extended Key Usage (EKU): Specifies additional purposes beyond 

the basic key usage.

K I M S U K Y
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Network-based Tracking
JARM Fingerprint

APT

• Use JARM fingerprint consistent  with SoftEther VPN

• x509 certificate has expiration date of December 31, 2037

• Subject information within the x509 certificate does not contain 

“softether”

S T O R M 0 5 5 8
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Network-based Tracking

• Metadata sent by a web server to a client, providing instructions on how the client should 

handle the received data.

• Sent as part of an HTTP response

• Structured as name-value pairs.

• APT Tracking Using Response Headers:

Response headers offer clues in tracking Advanced Persistent Threats (APTs) through:

• User-Agent Analysis: Detecting spoofed or unusual user-agent strings.

• Host & Referer Tracking: Identifying suspicious requests.

• Cookie Analysis: Uncovering irregular cookie patterns.

• Custom Headers: Identifying non-standard headers in malware traffic.

• ETag & Cache-Control: Monitoring ETag hashes or caching rules.

• HTTP Method Anomalies: Tracking unusual HTTP method usage.

• Content-Type & Encoding: Inspecting content types for malware.

H T T P  R E S P O N S E  H E A D E R S
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HTTP Response Headers
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Network-based Tracking

• Unique Header Combinations & Patterns

• Some APT groups use distinctive header combinations, aiding identification.

• Regex patterns help identify abnormal headers in network traffic.

• Case Studies

• MuddyWater (Iranian Cyber-Espionage Group)

Utilizes unique ETag hashes on its VPS-hosted web servers:

• ETag hashes: 2aa6-5c939a3a79153, 2aa6-5b27e6e58988b, 2aa6-

5c939a773f7a2

• Traces back to servers used in malicious activities.

• Cobalt Strike Framework

Utilizes the ‘CS-Bid’ header for C2 communication:

• Detecting outbound HTTP traffic with this header can reveal compromised hosts 

and C2 server connections.

E X A M P L E S  O F  A P T  T R A C K I N G  V I A  H T T P  H E A D E R S

31© Fortinet Inc. All Rights Reserved.

HTTP Response Headers
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Network-based Tracking

• HTTP response content refers to data sent by a web server in response to a client’s request.

• Why It Matters: Key elements of HTTP responses (HTML, JavaScript, CSS, etc.) can reveal 

critical details about APT activities, helping to track and identify malicious actors.

• Key Components:

• HTML Hashes

• CSS Patterns

• JavaScript Code

• Splash Pages

• Favicons

• Resource URLs

• Custom Error Pages

• Dynamic Content

U N D E R S T A N D I N G  H T T P  R E S P O N S E  C O N T E N T  I N  A P T  T R A C K I N G  
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HTTP Response Content
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Network-based Tracking 

K I M S U K Y
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HTTP Response Content
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Network-based Tracking
HTTP Response Content

APT

• Qbot Malware: Researchers used unique HTML titles in HTTP 

response content to track servers related to Qbot malware 

operations.

Q B O T
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Network-based Tracking

• Source/Destination IP Addresses: 

• Identifying the IPs involved can reveal connections to known malicious actors or 

infrastructure.

• Port Numbers: 

• Specific port usage patterns (e.g., uncommon or high ports) can indicate malicious 

activity tied to certain malware.

• Flow Duration: 

• Long-duration connections or frequent short connections can signal APT activity, 

especially when tied to C2 traffic.

• Traffic Volume: 

• Anomalous spikes in data transfer can indicate exfiltration.

• Protocol: 

• Identifying specific protocols like DNS tunneling or unusual HTTP activity aids 

attribution. 

N E T F L O W  A N A L Y S I S
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Tracking and Attribution using Netflow



Tracking Threat Actors 
with Visual Artifacts



37© Fortinet Inc. All Rights Reserved.

APT Tracking

• Threat actors often reuse icons, logos, or screenshots in malware campaigns.

• An example is the use of the same logo across phishing campaigns attributed to a specific APT 

group.

• Image Hashing: Using hashing techniques, analysts can generate unique hashes for images, 

detecting reused visual artifacts across different malware campaigns, which helps link activity to 

specific APT groups.

• Example:

• PDF files analysis: 

• Generates a BMP image of the first page of PDFs, stored in specific directories.

• Analysts can use BMP images as dropped files to identify similar PDFs, linking 

various documents to threat actors (e.g., Blind Eagle). 

V I S U A L  A R T I F A C T S
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Visual Artifacts
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APT Tracking

L A Z A R U S
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Visual Artifacts
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TOOLS

• Shodan: A search engine for internet-connected devices, identifying vulnerabilities in servers, 

routers, and more.

• Censys: Scans and monitors internet devices, aiding in detecting malicious activities.

• DomainTools: Provides domain and DNS-related data, including WHOIS and historical 

records, to trace malicious domain infrastructure.

• FOFA: A search engine for discovering internet assets based on keywords, assisting in finding 

attack surfaces and IOCs.

• VirusTotal: Analyzes files and URLs to detect malware, aggregating insights from multiple 

antivirus engines.

• Maltego: A tool for data mining and link analysis, visualizing complex relationships between 

online entities.

• ThreatConnect: Integrates data from multiple sources to provide threat intelligence for 

collaborative analysis.

• PassiveTotal: Specializes in passive DNS and SSL analysis, helping track APT infrastructure 

and correlate threat indicators.

T O O L S
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Attribution of APTs

• Attribution identifies the individuals, groups, or nation-states behind cyberattacks based on evidence 

gathered from tracking APT activities.

• Key Elements of Attribution:

• Technical Indicators: 

• Malware & Network Traffic Analysis

• Forensic Investigation

• Contextual Factors:

• Geopolitical Insights

• Historical Attack Patterns

• Victimology

• How APT Tracking Supports Attribution:

• Tracking Tools: Passive DNS, threat intelligence platforms, and IoCs help build detailed 

threat actor profiles.

• Beyond Technical: Behavioral analysis, motives, and geopolitical context enhance accuracy 

in identifying threat actors.

A T T R I B U T I O N

42© Fortinet Inc. All Rights Reserved.

Connecting the Dots
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Attribution Challenges 

• Over-Reliance on IoCs

• Failure to correlate data across sources

• Attribution based on insufficient information

• Neglecting the role of False Flags and misdirection

• Ignoring evolving tactics and techniques

• Lack of contextual understanding

• Overlooking nontechnical evidence

• Inadequate mapping of attack infrastructure 

• Overlooking relationships between infrastructure components

• Ignoring indicators of infrastructure evolution

• Inadequate pivoting strategies 

• Over reliance of passive analysis

• Failure to use contextual information

C H A L L E N G E S
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