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This APT speaks Spanish!



This APT speaks Spanish!



A bit of history
• First seen: 2007

• Victims: government, 
diplomatic, energy 
sectors, activists

• Discovered: 2014



A bit of history

Notable regions affected:

• Europe (but not Ireland!)
• Latin America
• Middle East

Targeted countries
In Western Europe 



A bit of history

Very sophisticated!
• Advanced malware
• Custom rootkits

• Vulnerabilities in Kaspersky solutions
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Internet-facing email server



Extension configuration



Extension configuration



A sneaky modification



Activities performed

reg save \\<IP>\hklm\sam c:\windows\temp\msarp.tmp

copy "\\<IP>\<document>" %Temp%\pkcskes082022.tmp

SAM Stealing

Copying documents
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Installing a driver
reg add 
HKLM\SYSTEM\CurrentControlSet\Services\hmpalert
reg add 
HKLM\SYSTEM\CurrentControlSet\Services\hmpalert\
Instances

. . .

sc create hmpalert binPath= 
c:\windows\system32\drivers\hmpalert.sys type= 
kernel start= system



Attackers using an antivirus?



This is not a vulnerability!
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Microphone recording
Windows 10: hook Shell_NotifyIconW to prevent icon display

Windows 11: patch OnMicCapabilityUsageChanged via PDB file 
parsing

Exfiltration: via Dropbox with an API key



File stealing
Hi! I’m Baymax, the file stealing

superhero!`

PDB Path: 

D:\GIT\Baymax\x64\Release\Baymax.pdb

Targeted Data:
Cookies, data from messengers, 
confidential documents 
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2019 version

taskeng.exe

~dfae01202c5f0dba42.cmd

HKCU\CLSID\{603d3801-bd81-11d0-a3a5-
00c04fd706ec}\InProcServer



2019 version: plugins

38568efd          

b6df77b6       

5ca54969

8d82f0fa

82b79b83



2019 version: plugins

38568efd         ConfigMgr.dll 

b6df77b6         Storage.dll

5ca54969         FileFilter.dll

8d82f0fa         KeybFilter.dll          

82b79b83         Comm.dll



Attribution
~DFAE01202C5F0DBA42.cmd2022-2024:
~DFAE01202C5F0DBA42.cmd2019:
~DF01AC74D8BE15EE01.tmp2007-2013:

2007-2013 module names 2019 module names (cracked)

FileFlt FileFilter

Storage Storage

Config ConfigMgr

Should have been more creative with names!



Conclusions
Antivirus tools turned into 
malware for persistence! 

Multiple persistence techniques: 
registry, DLL sideloading

These smaller APTs need more research!

Cloud storages used for 

exfiltration
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