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#What is Agent Tesla?

Agent Tesla

e Agent Tesla is known as a remote access trojan (RAT)
written in .NET and affecting Microsoft Windows systems

since 2014.
e |t has stealing sensitive information (user's browser, | Ly optic
passwords’ FTP’ f||eS), keylogglng’ download addltlonal gﬁ%’:sly&lmn E-rnail: example@agmail.com Send Log: 10 min. / Clipboard
payloads and screenshot capture features. epdiaitl o [ Captursi Desktop o/ WebCam
Installation Smitp: smtp.grail.com
e vaiper. | (2ot
e The initial purpose was to monitor the devices of the Fake Message
employees and to carry out work follow-ups. Web Options
= Coder : agent_
S Language: -NET
° But a few months after the first free variants, it is seen Eags L 2 sl
that the product has become paid and is now being sold P e

Current Version:

as a malware-as-a-service (MaaS) model.
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#What is Agent Tesla?

o
BRONZE SILVER GOLD PLATINUM
e 5 285 549 (510
1Month License 3Months License 1Year License
7/24 Support 7/24 Support 6 Months License 7/24 Support
Web Panel Web Panel 7124 Support Web Panel
‘Advanced Keylogger Advanced Keylogxer Web Panel Advanced Keylogzer
Crynter Advanced Keylogger Crypter
CrypLee doc/xls Converter
1 Month Updates 3Months Updates doc/xisConverter 1Year Updates

f /agenttesla S agent_tesla

6 Months Builds

.
= info@agenttesla.com

In 2014, the first sales content of AgentTesla Screenshot of one of the sales in
RAT, which was first shared free of charge on agenttesla[.Jcom domain in 2018.
agenttesla[.Jwordpress[.Jcom
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#OriginLogger /MaaS Structure

hase/Lease Tools From MaaS Servi

Malware Malware-as-a-Service

Provide Malware Tool: Cybercriminals

. . Data . - )
Conduct Attacks Target Individuals/Organization: TheftDisruption lllegal Profits artial Profits Shared Developers Develop Malware. Platforms

Malware-as-a-Service (MaaS) is a business model where cybercriminals develop and sell or lease malware to other
attackers or clients, similar to legitimate Software-as-a-Service (SaaS) models. MaaS allows individuals with limited
technical skills to launch sophisticated attacks by outsourcing the development, maintenance, and distribution of malware

to specialized developers.
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#What is Agent Tesla?

gent Tesla -0 -Eng ish

LOGGER PASSWORD RECOVERY T SETTINGS OTHERS BUILD EXPLOIT SCANNER

INSTALLATION
INSTALLATION
FILE BINDER
(] Add to Startup [] Hide File [] Persistance (] Melt File [JJ UAC Bypass (] Delay exec.: 0 sec
Stantup Folder: | ApplicationData v (] Add UAC Manifest [ Kill Process: cale exe
OPTIONS
[ Block Anti-viruses [ Protected Process [ Block Rightclick [[] Restart PC (7] ussB Spread
Process Killer:
[ Task Manager O cmo [ Registry [] System Restore
Disable:
[[] Task Manager [ cmo (] Registry [7] System Restore [[] MSConfig
[J Run (] Folder Options [] Control Panel
£ DISCORD £} SKYPE o SEND MAIL o WEBSITE 3 YOUTUBE

Screenshot of the builder for AgentTesla v3.2.9.0 (not the so-called AgentTeslav3) in 2018.
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#0riginLogge

e OriginLogger (also known as AgentTeslav3,
Negasteal, ZPAQ) malware is a RAT malware
originally developed by Agent Tesla's
developers in 2018.

e 2018-08-29 07:21:47 OriginLogger - V1.0.0.0
OriginLogger released.

e OriginLogger malware was actually developed
entirely after AgentTesla v2 with additions to
the same code base.

ORIGIN LOGGER POWERFUL ALGORITHM CAN RECORD EVERYTHING THAT IS TYPED ON THE KEYBOARD, INCLUDING
PASSWORDS, REGARDLESS OF THE APPLICATION USED. KEYBOARD, SCREENSHOTS AND SAVED PASSWORDS ARE SENT IN LOG.

YOU CAN RECEIVE YOUR LOGS VIA E-MAIL, FTP OR HTTP(WEB PANEL)

POWERFUL KEYBOARD HOOK

DETECTS ALL KEYBOARD STROKES. IT DOES NOT WORK WITH
THE TIMER, IT HOOK DIRECTLY. ORIGIN LOGGER HAS SUPPORT
ALL LANGUAGES. (CHINESE, GREEK, LATINS ETC.)

COLORED LOG

ORIGIN LOGGER SAVES LOGS IN HTMIL.
COLORED TEXTS MAKE READING EASIER.

FEATURES

= ®

WEB PANEL

YOU CAN MONITORING YOUR LOGS ON YOUR HOSTING. WE ARE
PROVIDING OUR PANEL SCRIPTS AND WE CAN HELP YOU FOR
INSTALLATION.

SMART LOGGER

WITH THIS FEATURE, THE KEYLOGGER STARTS TO WORK ONLY IN THE
WINDOWS WHERE THE WORDS YOU SPECIFY ARE DETECTED.

The features of the OriginLogger malware and the about
section on the originpro[.]nl
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#0riginLogger

- MULTILANGUAGE SUPPORT

5 DIFFERENT DELIVERY.

HTTP, SMTP, TELEGRAM, DISCORD AND FTP.

KEYLOGGER
COLORED LOG
SCREENSHOT LOGGER

MULTI FILE BINDER

& GOOGLE CHROME

& MOZILLA FIREFOX

& OPERA

& YANDEX

& SAFARI FOR WINDOWS
& INTERNET EXPLORER
& SEAMONKEY

& FLOCK BROWSER

& COMODO DRAGON

& COOLNOVO BROWSER
& cHROMIUM

& BLACKHAWK

& CYBERFOX

& K-MELEON

& WATERFOX

& FALKON BROWSER

CLIPBOARD LOGGER - AUTOBUY

SMARTLOGGER - STABLE AND FAST

PASSWORD RECOVERY - PURE CODE

WEB PANEL - ALL WINDOWS OS SUPPORTED

7124 SUPPORT - UAC BYPASS: WIN 7/8/10

FAKE MESSAGE - ASSEMBLY & ICON OPTION

PASSWORD RECOVERY

& IcecaT

& PALEMOON

& COMODO ICE DRAGON
& UC BROWSER

& 7STAR

& AMIGO BROWSER

& CENT BROWSER

& CHEDOT BROWSER
& coccoc BROWSER
& ELEMENTS BROWSER
& KOMETA BROWSER
& oRBITUM

@ SPUTNK

& BRAVE BROWSER

& ciTrRiO

& SLEIPNIR 6

& URAN BROWSER

@& VIVALDI BROWSER
@& EPIC PRIVACY BROWSER
& TORCH

& MICROSOFT OUTLOOK
& THUNDERBIRD

& FOXMAIL

& OPERA MAIL

& EUDORA MAIL

& THE BATI

& POCOMAIL

& INCREDIMAIL

& POSTBOX

& CLAWS MAIL

& TRILLIAN

@& BECKY!

& FILEZILLA

& WINSCP

& FLASI P

& COREFTP

& FTPCOMMANDER
& Ws_FTP

& SMARTFTP

& FTP NAVIGATOR
& JDOWNLOADER
& INTERNET DOWNLOAD
& MANAGER

& Wi-FI

@ PSUPSIe

& OPENVPN

& AND MORE+

OriginLogger features and list of applications whose password can be recovered.
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#0riginLogger /suilding an

<«

® New

£ Home
| Gallery

> @ OneDrive

@l Desktop
4 Downloads

5 Documents

@ Login

Z:\OriginLogger X ar

D 0 > =

Name

@ eula.html

[8] Mono.Cecil.dll
[8] NetCore.dll

@ OriginLogger.exe
[ profile.origin

# L] settings.ini

#  [@] Updater.exe

OriginLogger

N Sort

View

Date modified

3/202101:22

24/03/2021 01:22
16/03/2021 10:44

/02/2020 21:16

E-mail
jacktrash10@yandex.com

Password

v Remgmber

Login

m3bKRMoa0INaOMJ7z:
IIODMVAIDVMADEISB'

+XKyZcyrvLeM=ROADKODKGACDMAOWIMVASOD
DOIVBKADOBVKWOVKAODVKAOBKADOBKADOKBE

Search OriginLogger

Type
Brave HTML Docu...
Application exten...
Application exten...
Application

ORIGIN File

Configuration sett...

Application

(m]

(B Details

Size

& z:\origi

File Edit

=]

W N e

4

NN NN
R

OriginLogger

Nse Notepad-++

[

Language

cttingsin ministrator]

Search

cHEHRR L8 shbh|loe |yl xx|{E
= o]

View Encoding Settings  Tools

Macro

Run Plugins

e | =R

»

[LOGSETTINGS]
Delivery=2
remember=1
kxeylogger=1
grabip=1
Log=20

Logger=1
interval=20
Clipboard=1
Backspace=0
email=

tosmail=
passvord=
smtp=
port=587
SSI=1
attach=0
ftphost=
ftpuser=
ftppasswvord=

egram api=

egram chatic=
SmartLogger=0
SmartWords=facebook,
discord
smartLoggerType=1

twitter, gmail,

o
O T TR )
Sokwo oo

[

>

[ASSEMBLY]

instagram,

movie,

skype, porn,

hack,

whatsapp,

[STEALER]

[BINDER]

[INSTALLATION]

[OPTIONS]

[DOWNLOADER]

[EXTENSION]

[FILEPUMPER]

[FAREMSG]

[HOST]

[BUILD]

=0

MSi length: 2,861

lines : 180 Ln:21 Col:5 Pos:233

Windows (CR LF)

UTF-8

INS

10
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#Distribution Mechanism

Our story started here.

The e-mail contains a link
disquised as a fake PDF file with
a download link to Mediafire
(mediafire[.Jcom)

All such spam emails, which are
sent by replying to legitimate and
known correspondence or from
trusted sources, are considered
as business email compromise
(BEC) attacks.

Actively targeting Germany,
Poland, Turkey, Spain and
England.

=

/BEC Mail

Saygilanmia.
Siber Gilvenlik G6zam Miman

T 490312
M:+90

wlll |0

From: info <info@ ——» Compromised business account

sent: Thursday, July 25, 2024 2:11 PM
To:

Subject: ilt: Odeme Bildirimi
Importance: High

: Melis Ozturk <laszl @igastechnologies.com>
Gonderildi: 25 Temmuz 2024 Persembe 09:07

Konu: Odeme Bildirimi

Replying thread id with malicious file download url

Merhaba;

(Gdeme yapilmis olup dekont ektedir. D MediaFire

Saygilarimla

Melis Ozturk [

Finans Sorumlusu Compressed Archive (T62)

& Sdeme Bildirimi.p. '
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#Distribution Mechanism

e Victim downloads a gzip (.tgz files) compressed
file with a file size between 1.1MB and 1.6MB
from Mediafire.

e  When the downloaded files are extracted from the
archive, a bloated executable file is created using
0 bytes added to the end of the original file.

e  However, when the zero bytes in the bloated file
are debloated, all that remains is the OriginLogger
malware that has passed through the Cassandra
Protector.

/Debloating

© J > - Originlogger > Zahlungsbenachrichtigung >
N Sort = View
Name Date modified Type
[l Zhlungsbenachrichtigung.exe Application
[7) Zahlungsbenachrichtigung.tgz WinRAR

| | _debloated.

010 Editor - Z\OriginLogger

File Edit Search View Format Scripts Templates

S Zahlungsbenachrichtigung.exe X

00
00
00
00
00
00

00
00
00
00

00

Debug

R Efdgnf 2XHREOF S>> S8 QO ERRLYE

00
00
00
00
00
00

00
00

00
00

000

Search Zahlungsbenachrichtigunt Q.

(B Details
Size
[——— > Unzipped origin logger file

—————— P Downloaded from mediafire link
P> Debloated version of origin logger

Help

/ Workspace
File
- Open Files

Zahl.
b Project
P Favorite Files
P Recent Files
B Recent Projects
Bookmarked Files

Inspector

Type
Binary
ned B

Unsigned Short
Signed Int
Unsigned Int
Signed Int64
Unsigned Int64
Float

Dobic

12
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#Chiron Unpacker /Cassandra Protector

+%. . Cassandra Protector

Protecting Your
Precious Codes

Protect your software against reverse engineering
to safeguard the intellectual property of your
code.

Protect intellectual property
Secure .NET Framework, Native assemblies
Fully managed code encryption

Home shop Prices Contacts

13
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#Chiron Unpacker /Cassandra Protector

oo
&
s Cassandra Protector

e  Customizable injection

methods

e  Configurable persistence
techniques

e  Anti-Virus & Emulation evasion
tactics

Execution delay options
Certificate-based protection
signing
Icon customization
User-defined pop-up message
boxes

e  Customizable Assembly
attributes

e Downloader creation and
execution capabilities

14
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#Chiron Unpacker /Brief Look

Form1 X

System;
System.ComponentModel;
System.Drawing;
System.Reflection;

it E‘ Detect It Easy v3.09 [Windows 10 Version 2009] (x86_64) - o X
System.Windows . Forms; -
ile name
JapaneseTrainer > | |C:\Users\jason\Desktop\Chiron\originlogger\o.exe

File type File size P
PE32 k3 1.37 MiB

Scan Endianness Mode Architecture Type

Automatic X LE 32-bit 1386 GUI

tem: Wi S
Microsoft Linker S ?
< array. R ; 7
> m 5 .uri + array[i] + "\\"; Overlay: Binary
Shortcuts
sender, E o
ptions
Signatures V| Recursive scan V| Deep scan Heuristicscan V| Verbose e
u
Scan
Directory Log All types > 463 msec Exit
¢ sender,

t sender, Eve

15
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#Chiron Unpacker /Brief Look

g(4, 4), BindingFlags.

"reateInstance”, BindingFlags.

(StringTypelnfo,
8, 150));

obja = (b Typ j3) .GetMethod(P.J(3,

143135696)) . Inv j5, n b [

{
(byte[])obj4,
InputBlockSize
1)
num5
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#Chiron Unpacker /Brief Look

ules
Process All v Search

Name Optimized Dynamic InMemory Order Version Timestamp Address Process AppDomain
No No 1 4.8.9261.0 built by: NETA81REL1LAST_C 6/25/2024 / OxF54] o.exe  [1]
No No 2 3.1.2.3 8/5/. 00 5 [1]
No No 3 4. .0 built by: NETA81RELT1LAST_C 6/1/2024 - AM ) ¢ 4] o.exe  [1]
No No 4.8. .0 built by: NET481REL1LAST_C 6/25/2024 4:17 OxF54] o.exe  [1]
No No 5 4.8, .0 built NET481REL1 ’ ( exe [1]
No No No 6 4. 0 built NET481REL1 o.exe  [1]
No No ) 7 48. built by: NET481REL1
No No 8 438 .0 built by: NET481REL1
No No (

No No
No
No

3

Locals Memory 1 Analy
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#Chiron Unpacker /Brief Look

=[] X (byte[] resourceBytes,

'E] array = .22 (
1

a:

3

= (1 <= resourceBytes. )

resourceBytes[i % resourceBytes. : Eye3(( .0eXE ((int)(resourceBytes[i % resourceBytes
array. 1) - : C5xd(resourceBytes[(i + 1) % resourceBytes. 1) + 256) % 256);
it
+ num = A:
if (!
num2;
num = num2;

(num)

. <byte>(ref resourceBytes, resourceBytes.
°n resourceBytes;

RC4 Decryption function in OriginLogger
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#Chiron Unpacker

#5 ConfuserEx

forked from

¥ master ~ F 178

This branch is

@ dependabot[bot] E
B .github

Bm Confuser.CLI

B® Confuser.Core

Im Confuser.DynCipher
I Confuser.MSBuild.Tasks
m Confuser.Protections
I Confuser.Renamer
m Confuser.Runtime
B ConfuserEx

| Tests

BB additional

/Brief Look

Sponsor @ Watch 87 %9 Fork 361 Star 2.3k

Add file ~ <> Code ~ About

An open-source, free protector for NET
applications

A
¥©) 890 Commits

Releases 11

ConfuserEx 1.6.0

Sponsor this project

.o e
¢ 4 mkaring

https://github.com/mkaring/ConfuserEx

19
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#Chiron Unpacker /Brief

2>(2813507349U);
g>(360288748U) ;

>(3026609024U) ;

>(895912550U) ;

(num2)

>(1006741718U) ;
1[21);
[41);

[71);

[81);
1[91);
1[28]);

[291);

1[32]);
[331);
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#Chiron Unpacker

Chiron Unpacker

Chiron tes a special AppDomain to handle PaCked .exe “Ie W|“

Assembly.Loa and runs the given appliication inside it Cassandra
OnAssemblyLoad Special AppDomain

When the madule is

loaded
Packed Program

|

EX

I

Unpacked module files

If Resource Unpack
W Castind Resource Unpack

OnProcessExit with RC4 ﬁ

Dynamic ConfuserEx2
Constant Decrypter

'
=

RN
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#Chiron Unpacker

&
File Edit View Debug Window Help
Aszembly Explore: - X
fill | Home shae  view  ApplicationToo
€ 5 v 2 B Chion » onginlogger
Date moddied Type

R4 £19 PN Appication

1itern | 1 item selected 136 MB



https://docs.google.com/file/d/11Mbd3Cvo7ZZnKgpqLuFCy_o7V99tnJtZ/preview
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#0riginLogger Infection Chain

Execute O
Redirect ) Download ) I | in nl;vgndmg' C&C C
— ) MediaFire! W ar.gz file TAR I (ntains S— cmbedde » —(jommunicdliun+ - D
§ - EXE modules St —_n
Compromised MediaFire link that

Business Email contains malicious file Compressed tar.gz file OriginLogger Embedded Malicious
of bloated file Sample Modules

OriginLogger C&C

23



MALWATILIN

#De-anonymization

Attention!

24
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#De—anonymization /First Agent Tesla Domain

Links belonging to ‘Mustafa Can
Ozaydin’ who created the address of
agenttesla[.Jcom.

25
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#De—anonymization /Distribution and Threat Actor

The attacks carried out by the OriginLogger
developers and their connection to our recent
findings.

26
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#De-anonymization /pemo video

Yonet

Paylag Goranam Uygulama Araglari

A Hizl erigim

B Masaistu
¥ Indirilenler
< Belgeler
Resimler
ferace
modeller

slide

sufle sufle sal

= Bu bilgisayar
¥ 3D Nesneler
i Belgeler

& indirilenler

I Masaustu

D Muzikler

&= Resimler

[ videolar

L 05 (@)

> OriginLoader >

~

G eula.html
| NetCoredll

@ OriginBotnetBuilder.ex

5
panel.zip
settings.ini

[®] Updater.exe

606ge 106ge secildi 291 KB

@ Login

E-mail
|

Password

web panel installation.

Findings showing the Turkish language and
folder names during the video showing the

27
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#De-anonymization /test panels

Test account in the OriginLogger panel that belongs to the developers.

28
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#De-anonymization /test panels

Test account in the OriginLogger panel that belongs to the developers.

29
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#De—anonymization /Hackforums and Github Commits

30
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#De-anonymization /exfd Github

= O oxfd3

[0 overview [ Repositories 2 f8 Projects @ Packages Y¥ Stars 1

Popular repositories

Jan

tribution activity

September 2024

Achievements
&

Block or Re

Account

31
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#De-anonymization /code similarity

Chromium.cs

Code Blame
namespace ChromeRec
public class Chromium

List<Account

Dictionary<string, string> ChromiumPaths = new Dictionary<string, string>()

{

Chrome",

LocalApplicationData + gle\Chrome\U

"opera",
Path.Combine(ApplicationData, @"Opera Software\Opera Stable")

LocalApplicationData, @"Yandex\Y:

"360 Br .

LocalApplicationData + @ oc \Chrome\

"Comodo Dragon",

Path bine(LocalApplicationData, @"Comodo\Dr: \User Data")

"CoolNovo",
Path.Combine(LocalApplicationData, @"MapleStudio\ChromePlus

Path.Combine(LocalApplicationData,

"Torch Browser",

Path.Combine(LocalApplicationData, @"Torch\
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#De-anonymization /code similarity

ew xdlutIure.S5shSRLE8("Citrio",
0 \11Jt1urc S5s PSR Ec( "Yandex Brod;er &
"Firefox", xdlutIure.S

("Coccoc”,

"IceCat", xdlutIure

( Epic Prlva
"IceDragon”, xdlutIur
"CyberFox", xdlutIure
"Chedot™, g
CPHTBFOB\E\'

'dlutI‘Pe.

i xdlutIure.

re.5s PSRLEo(”V;»aldl -
1utIure.5shSRLE8("Coowon™, 5
utTure.5shSRLEB("SeaMonkey™, x
1utIure.5sh5RLE8("Liebao Browser”,
dlutIure.S5shSRLE8("Flock™, xi

i xdlutIure.5shSRLE8("Chromium”,

lutIure.5sh5RLE8("Elements BFOnSEP
lutIure.5shSRLE8("Sputnik”,

i xdlutIure.5shSRLE8("Torch Browser
4 xdlutIure.5shSRLE8("Edge Chromium

dlutIu 5«._0( PaleMoon", xdlutIure.S

¢ xdlutI 5shSRLE8( "Amigo”,
v xdlutIur ﬁshSRLEo( "Chrome™,
i xdlutIure.5shSRLE8("Kometa”,

e(xdlutIure.

(xd1lutIure

\\User Data"), .ToBoolea (“rJe N
B"oxser\\brer DBta“) -ToBoolean("true")));

Browser\\User . oolean("true")));
\\IceDragon\\", = olea (“t"he")));
tu:ios\k( barfox\\", : true"))):

an("true”}));
oolea ( "true” ))),
- ”Conodo\‘Drann \User Data"), ("true”)));
apleStudio\\ChromePlus\\User Data"), .ToBoolean("true™)));
r\\7Star\\User Data"), oole
BFG”ESGthaFE\\BFa‘ﬁ Bry on;er\\b’er Data Y5 1 ("true”)));
p, "368Chrome\\Chrome\\ ta”), .ToB ( “true”)));
leleol .To a ( "true® ))):
5 trhe"))),
an("true”)));
Boolea ( true’ ))),
an("“true"” ))),

.SpecialFolder. ta), "Opera Software\\Opera Stable"),

"Iridium\\User Data"), ( true”)));
QIP Sur‘\\Jse” Data"), -ToBoo ("true”)));
Aoﬂ1'5\\3°tt di \ChromiumViewer"),

lock\ ‘B”on;er \"
\\User Data" ),
"Elements Browser\\ U;cr Data"),
Sputnik\\Sputnik\\User Data"), T
lutIure "Torch\\User Data"), <
lutIure.lo \Edg; ser Da .ToB ("true™)));
\ oonchll” Produc \ \ 0 ("true™)));
migo\\User Data"), . n("true")));
Google\\Chrome\\User Dat: 2 0ol ("true")));
"Kometa\\User Data"), c

an("true")
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#De—anonymization /0xfd’'s Real Identity

34
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#Retirement Post /1 July 2024 - End of the story

1 July 2024: Post announcing the retirement of the
team that developed OriginLogger (also Agent Tesla)
after 10 years.

Hello everyone,

About 2 weeks ago our server was suspended. It's been about 10
years. I tried to offer you the best Logger on the market, I have

always been honest with my customers and I didn't want to walk
away without any explanation so I wanted to write this message.

Anyway, I asked the service provider why our server was
suspended and they said I violated some of their policies (I guess
selling a logger is against their policies). I had been using this
service provider for about 8 years without any problems. Last
year they rebranded and made some policy changes. I didn't
think it would end up like this. My server and all backups of my
server were with this provider. I have been talking to them for 2
weeks because I want to get my backups but unfortunately they
are adamant that they will never share the backups with me. As a
result, all the licenses you had were deleted.

What about your data?

No need to be afraid. None of your data is stored in the database.
Only your username is stored. No IP address, no purchase
information, no login details, passwords are encrypted.

Can you create a build?

First of all, you can use the "builds" you already have. They will
continue to work. As I've said many times before, your file is your
private file. It doesn't need any server. I know people who have
used a single build for years lol. If you want to create a new build,
unfortunately you can't do that anymore.

Will there be a refund?

Of course not. I clearly stated this in the contract you agree to
when purchasing and using the app. All payments are final. There
can be no refunds. And even if I wanted to refund, I have no data
to compare your license key to. It's all deleted.

What am I going to do now?
I don't know. For 10 vears I've tried to offer the best logger in the

35
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#Agent Tesla Group Lifecycle

OriginLogger Telegram group created.

Research on the first OriginLogger variants has been shared. (named AgentTeslav3) OriginLogger developers retired.
First AgentTesla sales post shared. OriginLogger source code seen for the first time. First victim of OriginLogger developers seen at C2.
AgentTesla developed. OriginLogger - v1.5.5.3 released. OriginLogger - v1.6.0.0 relased after 2 years.

1

o4 alil, b Q! olul! Q! ol Qi § 4 Q! $ i $. lul LY Al
& s c S % s e 5 & 4 = S b=

2jul

)13

2014 2015 2016 2017 2018 . Zo19! 2020 2021 2022 2023 2024 2025

OriginLogger - V1.0.0.0 OriginLogger released.

OriginLogger panel demo seen on YouTube.
AgentTesla closed up shop due to legal troubles.

Timeline diagram of AgentTesla's life cycle.
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THANK YOU'!

Twitter:
@brkalbyrk7
@rhotav
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