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“KILLNET will launch 
powerful attacks on 

European and American 
enterprises, which will 

indirectly lead to 
casualties”

~KillMilk
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Private Network Public Network
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192.168.0.1 203.0.113.1

ProtocolInternal 
Port

Internal IPExternal 
Port

External IP

TCP80192.168.0.108080203.0.113.1

TCP22192.168.0.1210022203.0.113.1

UDP2300192.168.1.132300203.0.113.1

TCP5000192.168.1.145000203.0.113.1

UDP9910192.168.1.159910203.0.113.1
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Was the UPnP or NAT-PMP 
enabled at factory settings?

Yes No I don't know

90%

10%

Did you modify the default state 
of UPNP or NAT-PMP? 

No Yes
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UPNP Configuration Distribution

UPNP Enabled

UPNP Enabled/Secure mode Disabled

UPNP Disabled
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Private Network Public Network
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192.168.0.1 203.0.113.1

192.168.0.14

UID: {ABCXYZ…123}

UID: {ABCXYZ…124}

Request UID: {ABCXYZ…124} feed
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Internet is DangerousInternet is Dangerous

Households are Coveted ResourcesHouseholds are Coveted Resources

Security Disabled by DefaultSecurity Disabled by Default

Convenience Over SecurityConvenience Over Security

Undereducated UsersUndereducated Users

Uncertain FutureUncertain Future



Don’t advise to lower securityDon’t advise to lower security

Clear Disclaimers and WarningsClear Disclaimers and Warnings

Running FirewallRunning Firewall

Alternatives for Remote AccessAlternatives for Remote Access

No Auto Port forwarding at allNo Auto Port forwarding at all

UPnP Disabled by defaultUPnP Disabled by default



Future outlookFuture outlook
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