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40%

Targeted

[Besedo survey, 2024]

Online marketplace scams in numbers

70%

Success rate

Consistently since 2015
[Statista, 2024]

$101

Average loss

[Forbes, 2024]

33%

Fraud listings

[TSB, 2024]



https://besedo.com/blog/report-the-effects-of-fraud-and-poor-content-quality-on-online-marketplaces/
https://www.statista.com/topics/9240/e-commerce-fraud/#topicOverview
https://www.forbes.com/advisor/business/ecommerce-statistics/
https://www.tsb.co.uk/news-releases/urgent-consumer-warning-as-tsb-finds-over-a-third-of-adverts-on-facebook-marketplace-could-be-scams.html

Terminology

® Mammoth

*  Someone you want to “screw over” (Russian slang)

@ Neanderthal

*  The scammer (reversing the logic ©)

@ Telekopye

*  Telegram + konbe (spear in Russian)




Meet Telekopye



Discovered by ESET in 2023
Used since 2015 (at least)
Automates the scam process

Generates phishing emails,
messages, webpages

Coordinates scammers

Samples on VirusTotal
Willful code sharing

Easy code manipulation (PHP)

Dozens

Each operating modified
Telekopye

Clear hierarchy

Roles

Taxes

Teachers

Newcomer applications

Payouts



%@ Avito

STALIN .

Of all the valuable capital in the world, the
most valuable and most decisive capital is
people

Join ~ Read more

FEATURES

" High quiality Fakes lﬁ Convenient Bot

‘ Responsive and kind TC I“ Reliable laundering

. Free Avito Accounts “ Payments BTC/Qiwi

{J) CDEK/Boxberry sites | §% Automatic Emails

lants

Total

ng
lation (PHP)

Meet Telekopye

-

. Fast payouts %
’ il

High quality bot ‘ - . 24 /7 support

Our bot

B @MBINSCAMTEAM_bot =

Payments

Basic 80% | Refund 70%
Payments form 1 ruble

Our services

Avito  YULA BOXBURY CDEK

BLABLACAR CIAN
£ 1.0 E 20 i

Application form
1. Link to UFOLABS profile
2. Your experience
3. How much time are you willing to devote




Credit card data
Online banking credentials

Other sensitive information

Well-made copies of known
payment gate providers

Often without graphical or
language issues

Large number of targets

Good knowledge of each
platform (visuals, processes)

Asia
Europe

US



# Working panel _
Telekopye - targeting

Select country
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8] E1
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— Latvia © Malaysia  =Netherlands (fea=yy= NI url ' Broad ra nge
#=Norway  wlNew Zealand L=Oman
| es of known * Large number of targets * Asia
- kA Portuga M Qatar -
Panama g Q (OTEIEE * Good knowledge of each  Europe
11 Romania EiSaudi Arabia := Sweden raphical or platform (visuals, processes) . US
= Slovakia 1 Turkey -—England y

=-USA v= SAR
@ Back to profile




Neanderthal creates a listing
for non-existent item

Neanderthal persuades
Mammoth to pay online

Mammoth enters card / online
banking details into fake

paygate

Neanderthal looks up
“suitable” Mammoth

Neanderthal shows interest
and persuades Mammoth to

llpay”
Platform brand abuse
Courier brand abuse



Jewelry & A ories Clothing & &5 Home & Living Wedding & Party Toys & Entertainment Art & Collectibles Craft Supplies & Tools Vintage

How you'll receive

o visa @

Bag and Purse Set 40.00 EUR

Attention

The bank requested additional bank card information to verify

card ownership.

ltem(s) total A0.00 EUR

Payment status eceiving funds

Total (1 items) 40.00 EUR

Proceed to receiving

Payment status: Receiving funds

d del

9 Etsy offsets the ¢ rint of each delivery




T BE] | ”»::{jv na Sledovat balik Poslat balik Vyhledat Balikovnu Prop cz

INFORMACE O DORUCENI

Stitary 80 671 02 Stitary Selena Shackley

Sledovat balik

o o CiSLO OSOBNi OBJEDNAVKY
TELEFONNI CISLO PRODEJCE PRO KONTAKTOVANI
OPERATORA

e +420 216 216 516

rd

ZPUSOB PRIJMU FINANCNICH PROSTREDKU

VAS BANKOVNI UEET podporu

TYP DORUCENI
rychlejsi odesilani diky
DORUCENI KURYREM NAKLADNI DODAVKA predvyplnénym Gdajam.
CASTKA K PRIPSANI

POKRACOVAT

Ogopay _e_
e @ gotek CSOB

Garantujeme van
_] transakci a rychly pfijem prostfedku na vas
bankovni Gcet.




Revolut

MopgTeepxpeHne onepaunu @
Inserting a bank card Marasus OZON
Log in using your phone Cymma 3708%

Homep KapThl **** **¥* **** 9]1R4
To keep your account secure, we'll send you a code to log in. Mew to Cash App? Mame and surname of the cardholder KommeHTapuil -

card "-. Ana nogreepHasHus onepagnn Ha Baw nomep
Mobile number 0123 4567 8910 at OTMNPABNEHD CMI BHUE C

oc/ow
Card number HOQO0M NOATEepHOeHHA. BEEAWTE Bro 8 NONE HNHE.
expiration

+1(123) 456-7890 - * 81723

Hog 13 cmc:
Expiration date CVC/CVV
er number 21492174 BeenunTe KO I U3 CMC

Password Produkt ff

Cena 0§

Total 0$

By entering and clicking Next, you agree to the Terms, E-5ign Consent,

& Privacy Policy




@) FULL WORK

@ sToP WORK

Y &4
om $% GIPSY | Money g3

@ FULL WORK

@ sToP WORK

“’ HOBOrOAHWI KOHKYPC §if Ha 3.5% ot o6iero HaHka Ha
nepwogc1.12 go 30.12

,L_;' NoBegutenn nonyyar:
1.- MecTto — 2% ot I&f
f‘ 2.-mecto — 1% ot I
@ 3.- mecto — 0.5% or i}
» 4-6.- mecto — 1.000P
ananHo cpean ocTanbHbIX — 1.000L (x3)
$31.boxqVL i IVl meIIveLVs DS y3HaTb CTaTUCTUKY /promo B 4at

&) FULL WORK

@ sToP WORK
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§4ruLL work: (¥

@) FULL WORK

e Monblwa #= OUHASHAUA == Huaepnauasi Bl MopTyranuva
E= Ucnauma E= Mpeuma mYexus wm Cnoeakus | | ©OpaHums,
== Mokcembypr K LWeeryapun

™ [epMaHuMs

& KOAEPbI kmo zaHuUMaemca coz0aHuem qbu wed ?
'y Ecme ceexcue uHmepecHeie opepa, ecme paboma (Y

uﬂepe,a, Hauyanom Bopka npocbba ybeanThea uto Baw TMwep
OHNaMH! Mo BO3MOXHOCTU NpbIranTe Ha Apyrux!

W MModpobHocmu: @specagentmone

@ sToP WORK



Fighting back



CZ and UA police arrested tens of Neanderthals

Estimated at least €5 mil since 2021

Organized by middle-aged men from Eastern Europe
and West and Central Asia

Recruited people in difficult life situations
Recruited on job portals and even universities

Related “call center” operation — confiscating
passports, threatening family members






TYLER NEWS

Verification of identity

ESET was in contact with several such platforms — they are definitely
not defenseless / unaware
Techniques

User verification

Display of user information

On-platform chat

Main issue: quantity and speed

Example:
Platform with few million users Vinted BBen BepnduUKaLM0O NMUHOCTU NPU perncTpaymm
Up to 1000 customers targeted each day, focus on new ones S
BC&, Tenepb TONLKO BpyThl.
On occasions, more than half of such users hit per day R.I.P.VINTED.(®

K"

(At least) 14 groups target this platform

More than 100 new domains daily Tpaauuuio Ha 1 anpena MeHATb He Byaem (i

816 97 H1 Y




Expansion - accomodation



v

v

v

< Request to book

This is a rare find.

This place is usually booked.

Your trip
Acquire credentials of advertisers on accommodation websites

Dates

June5-12

Target users that

Guests
2

Recently booked their stay and paid
Recently booked their stay and didn’t pay yet

Choose how to pay

Create very targeted phishing website

Confirmation of booking

Pre-filled dates, guest information, price, ...

Pressure to pay
Issue with payment

Running out of free rooms

Hotel Paradise

Price details

Price £100.00

Service fee £15.00

Total (EUR) €115.00

‘We'll call or text you to confirm your number. Standard message and data rates apply. Privacy Policy




Customized features



Creation speedup

@ Traditional approach = fill in questionnaire
*  Mammoth name
= Item name
“ Iltem image

= Item price
@ Neanderthals developed parsers for popular marketplaces

@ URL is sufficient

@ Significant speedup




Card number

wlNew message

== Vinted: 235321 Mame on card

o Name :Light blue denim FatFace summer dress, XL

LW, |

) Cost 14,5 GEP Expiration date

A
Lt

Text:where do I find CVC on my credit card?

Translation:rae mHe HaiiTh CVC Ha moeid kpeguTHOR kapTe?

~Answer

OHa HaxoaWnTCA Ha 0DpaTHON CTOpPOHE Balleld KpeguTHOM KapTel

X Message not sent!

Reason: The text contains Cyrillic

It is on the back of your credit card

It is on the back of your credit card
4 Message sent

~Write again

It is on the back of your credit card

@Message seen

® Support Chat

Where do | find CVC on my credit card?

It is on the back of your credit card



Generation on web

GREEDY RENT Auth Key: bae****fe116

Manual mode Parser

Service name

DPD

Country

== XOpBaTHA ~
Version

2.0 ~

Product name

@ Nintendo Switch Lite
Creation date

] 04.08.2024
Transaction date

@ 06.08.2024
Delivery address

@ Hickory Street 3, Philadelphia
Price

@ 20 €

Create Ad

Request status -

UNI-link @)

link 9

Generate QR cod

Copy link Download




How to stay protected



On the platform

Be extra careful if you are new
Look for grammar issues
Careful with overly eager buyers / sellers

Verify the person you are dealing with
= History on platform
= Age of their account
= Rating

“ Location
Be aware that Neanderthals also use stole accounts
Insist on in-person exchange whenever possible

Otherwise
= Seller > manage delivery options yourself

= Buyer = pay on delivery

Don’t leave the platform




Outside of the
platform

@ Some platforms, mostly for legacy reasons, defer to email
communication post-agreement

@ Popular messaging apps like WhatsApp should be considered red
flags
*  “l'am on a business trip”

*  “l have to leave my computer now”

@ Double-check every link




On the phishing
website

@ Pay extra attention to
= URL
= Content

= Certificate

@ You can try to enter invalid data and observe

@ Anti-malware solution

@ |If you are unsure, verify with your bank / payment provider




Report your case to your bank
Do it ASAP, if there is still chance to save the money
Banks value such reports, as they can inform their other customers

Do not remove any evidence from your machine and contact the
police, especially if

Sensitive information was shared
Monetary loss happened

You have valuable information for possible prosecution

L gl B i W o R e~ e S\ B

& o> Jr—
P e e R S —_



Conclusion



Telekopye is responsible for a significant portion
of online marketplace scams

Scam setup is fast and easy
Scamming groups are well organized
Neanderthals are adapting and expanding

The best defense is awareness




[2023-08-24] [2023-11-23]


https://www.welivesecurity.com/en/eset-research/telekopye-hunting-mammoths-using-telegram-bot/
https://www.welivesecurity.com/en/eset-research/telekopye-hunting-mammoths-using-telegram-bot/
https://www.welivesecurity.com/en/eset-research/telekopye-chamber-neanderthals-secrets/
https://www.welivesecurity.com/en/eset-research/telekopye-chamber-neanderthals-secrets/
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