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Online marketplace scams in numbers

Targeted

[Besedo survey, 2024]

40%

Success rate

Consistently since 2015

[Statista, 2024]

Average loss

[Forbes, 2024]

Fraud listings

[TSB, 2024]

70% $101 33%

https://besedo.com/blog/report-the-effects-of-fraud-and-poor-content-quality-on-online-marketplaces/
https://www.statista.com/topics/9240/e-commerce-fraud/#topicOverview
https://www.forbes.com/advisor/business/ecommerce-statistics/
https://www.tsb.co.uk/news-releases/urgent-consumer-warning-as-tsb-finds-over-a-third-of-adverts-on-facebook-marketplace-could-be-scams.html


Terminology

Mammoth

• Someone you want to “screw over” (Russian slang)

Neanderthal

• The scammer (reversing the logic ☺)

Telekopye

• Telegram + копье (spear in Russian)



Meet Telekopye



Telegram bot

• Discovered by ESET in 2023

• Used since 2015 (at least)

• Automates the scam process

• Generates phishing emails, 
messages, webpages

• Coordinates scammers

Many variants

• Samples on VirusTotal

• Willful code sharing

• Easy code manipulation (PHP)

Many groups

• Dozens

• Each operating modified 
Telekopye

• Clear hierarchy

Business-like

• Roles

• Taxes

• Teachers

• Newcomer applications

• Payouts

Meet Telekopye
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Financial theft

• Credit card data

• Online banking credentials

• Other sensitive information

Fake paygates

• Well-made copies of known 
payment gate providers

• Often without graphical or 
language issues

Online marketplaces

• Large number of targets

• Good knowledge of each 
platform (visuals, processes)

Broad range

• Asia

• Europe

• US

• …

Telekopye - targeting
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Scam anatomy

Neanderthal creates a listing 
for non-existent item

Neanderthal persuades 
Mammoth to pay online

Mammoth enters card / online 
banking details into fake 
paygate

Neanderthal looks up 
“suitable” Mammoth

Neanderthal shows interest 
and persuades Mammoth to 
“pay”
▪ Platform brand abuse

▪ Courier brand abuse

Seller (1.0) Buyer (2.0)



Buyer scenario + platform brand abuse



Buyer scenario + courier brand abuse



Credentials / card / MFA



Internal culture



Fighting back



Operations RIP & VICTORY

CZ and UA police arrested tens of Neanderthals

Estimated at least €5 mil since 2021

Organized by middle-aged men from Eastern Europe 
and West and Central Asia

Recruited people in difficult life situations

Recruited on job portals and even universities

Related “call center” operation – confiscating 
passports, threatening family members





Platforms’ defense

ESET was in contact with several such platforms – they are definitely 
not defenseless / unaware

Techniques

▪ User verification

▪ Display of user information

▪ On-platform chat

Main issue: quantity and speed

Example:

▪ Platform with few million users

▪ Up to 1000 customers targeted each day, focus on new ones

▪ On occasions, more than half of such users hit per day

▪ (At least) 14 groups target this platform

▪ More than 100 new domains daily



Expansion - accomodation



Accommodation 
scenario

Acquire credentials of advertisers on accommodation websites

Target users that

▪ Recently booked their stay and paid

▪ Recently booked their stay and didn’t pay yet

Create very targeted phishing website

▪ Pre-filled dates, guest information, price, …

Pressure to pay

▪ Issue with payment

▪ Running out of free rooms



Customized features



Creation speedup

Traditional approach = fill in questionnaire

▪ Mammoth name

▪ Item name

▪ Item image

▪ Item price

Neanderthals developed parsers for popular marketplaces

URL is sufficient

Significant speedup



Chatbot with 
automatic translation



Generation on web

TODO



How to stay protected



On the platform

Be extra careful if you are new

Look for grammar issues

Careful with overly eager buyers / sellers

Verify the person you are dealing with

▪ History on platform

▪ Age of their account

▪ Rating

▪ Location

Be aware that Neanderthals also use stole accounts

Insist on in-person exchange whenever possible

Otherwise

▪ Seller → manage delivery options yourself

▪ Buyer → pay on delivery

Don’t leave the platform



Outside of the 
platform

Some platforms, mostly for legacy reasons, defer to email 
communication post-agreement

Popular messaging apps like WhatsApp should be considered red 
flags

▪ “I am on a business trip”

▪ “I have to leave my computer now”

Double-check every link



On the phishing 
website

Pay extra attention to

▪ URL

▪ Content

▪ Certificate

You can try to enter invalid data and observe

Anti-malware solution

If you are unsure, verify with your bank / payment provider



When you got 
scammed

Report your case to your bank

Do it ASAP, if there is still chance to save the money

Banks value such reports, as they can inform their other customers

Do not remove any evidence from your machine and contact the 
police, especially if

▪ Sensitive information was shared

▪ Monetary loss happened

▪ You have valuable information for possible prosecution



Conclusion



Conclusion

Telekopye is responsible for a significant portion 
of online marketplace scams

Scam setup is fast and easy

Scamming groups are well organized

Neanderthals are adapting and expanding

The best defense is awareness



Q & A

Telekopye: Hunting Mammoths 
using Telegram bot

[2023-08-24]

Telekopye: Chamber of 
Neanderthals’ secrets

[2023-11-23] 

https://www.welivesecurity.com/en/eset-research/telekopye-hunting-mammoths-using-telegram-bot/
https://www.welivesecurity.com/en/eset-research/telekopye-hunting-mammoths-using-telegram-bot/
https://www.welivesecurity.com/en/eset-research/telekopye-chamber-neanderthals-secrets/
https://www.welivesecurity.com/en/eset-research/telekopye-chamber-neanderthals-secrets/
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