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Background - Operation Jacana

•On October 2023, ESET made the
“Operation Jacana” research public

•APT campaign focusing on Guyana by
possible Asian origin

•Workflow: Phishing + Windows RAT
(DinodasRAT)

Operation Jacana

https://www.welivesecurity.com/en/eset-research/operation-jacana-spying-guyana-entity/


DinodasRAT – Linux variant discovery 

Back on October 2023, We looked further the IOC’s shared and discovered a
shared infrastructure:



DinodasRAT – Linux variant discovery 
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At last: DinodasRAT for Linux 

Linux RAT written in C++

Over 25 commands available

Aim to target Red Hat & Ubuntu distributions

Multiple RAT versions available
Our finding in back 2023 were the version 10
We also found the version 7 with debug
symbols (not stripped)  



Initialization 

The malware initialization is straightforward. It first verifies the number of
arguments to check if it is being relaunched. 

If not, it will establish persistence and relaunch itself, passing the file path and PID
as arguments.



Initialization 

The process is relaunched with the
parent PID as an argument.

Purely a design choice to run as a
subprocess.



Persistence

Supports two init systems
SystemD and SystemV

SystemD is only used on Ubuntu

SystemV is used on any other distro



Persistence with SystemD



Persistence with SystemD

The systemd unit file calls a script
located at “/etc/rc.local”, which
executes the DinodasRAT. 

The systemd service is configured
to run after the network target is
reached, meaning it will start once
the machine has an active internet
connection.



Persistence with init scripts



Section entry Key Description

para imei ID of the infected machine

para va New C2 IP address

para checkroot “1” if the current privilege level is root,
otherwise “0”

para ptype Proxy address

para mode

Defines how the malware should behave in
determinate routines, it also can hold other

values such as “64” or “32” to indicate the bits
of the current OS.

Victim profile/configuration

Local configuration information is
stored at “/etc/.netc.conf”



Victim ID creation

The victim UID is generated by running the dmidecode command on the machine
and taking the MD5 hash of its output. The machine data is formatted as follows:

infection date + hash + random number + malware version



 “Anti”-Forensics

In order to modify the file creation time and access, it issues the “touch” command
with the parameter “-d”.



Network Protocol
Supports both UDP and TCP

Custom protocol with checksum check  (CRC-32)
 

Encrypted payload with TEA in CBC mode

Uses the “libqq” from the Pidgin project



Network Packet Example



Network Packet dissection



Network Packet - Replying

The C2 server must meet the following constraints to be accepted by the RAT:

The CRC32 checksum must match the entire network packet (starting after the
header).

The timestamp must be the same as requested, used to prevent replay attacks.

The payload must be encrypted using the server key with TEA in CBC mode.



Network Packet - Replying heartbeat



Network Packet - Receiving registration



RAT Commands



RAT Commands



Conclusion

DinodasRAT is a highly complex threat that has been actively used in APT
campaigns.

A recent research on Earth Krahang, by Trend Micro, identified the Linux
version as one of the tools in the APT group's arsenal. 

Has been linked back in 2021 to the LuoYu APT group, on a conjuction
investigation between Team T5 and Kaspersky, where it was called XDealer.

Earth Krahang
LuoYu 

https://www.trendmicro.com/en_in/research/24/c/earth-krahang.html#:~:text=Earth%20Krahang%20Exploits%20Intergovernmental%20Trust%20to%20Launch%20Cross-Government
https://www.youtube.com/watch?v=BLpyy7B9O-k
https://www.youtube.com/watch?v=BLpyy7B9O-k
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You!


