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SECURITY LAB

A WEB OF SURVEILLANCE2

We are a multi-disciplinary team 
of researchers, hackers, coders, 
campaigners and advocates.

We work to protect civil society 
from unlawful digital surveillance, 
spyware and other human rights 
abuses enabled by technology.

Previously, Pegasus Project, 
Predator Files and other research.



WHAT IS SPYWARE
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Spyware is malicious software which enables a 
spyware operator to gain covert access to 

information from a target computer system or 
device.



SCALE OF SPYWARE THREAT
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Targeting of journalists forensically confirmed in at least 19 countries.



SCALE OF SPYWARE THREAT
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We only see the tip of the iceberg. Scale of abuse is much higher.

Spyware systems are sold for millions of euros.

Each successful attack may cost the customer 10-20+ thousand euro 
according to leaked Intellexa quotes. 
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INVESTIGATION
• Collaborative investigation between Amnesty International and key 

media: Security Lab, Tempo (Indonesia), Haaretz (Israel), WAV research 
group, Woz (Switzerland) and Inside Story (Greece)
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INVESTIGATION

• Challenge: Murky ecosystem of brokers, suppliers and resellers, making 
research and transparency, accountability and oversight exceedingly 
challenging.

• Methodology and sources:

o Commercial trade databases (Panjiva, Volza, and 52wmb)

o Indonesian tender database

o Mapping of spyware companies and subsidiaries

o Open-source intelligence (subsidiaries, internet, GetContact)

o Spyware infrastructure mapping

o Previously published research (IndonesiaLeaks, Citizen Lab, Access Now)
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INVESTIGATION - SUBSIDIARIES

• Opencorporates.com
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INVESTIGATION - SUBSIDIARIES

o https://aleph.occrp.org
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INVESTIGATION - SUBSIDIARIES

o Buying company extracts can reveal shareholders
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INVESTIGATION - SUBSIDIARIES
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INVESTIGATION – TENDER DB
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TRADE DATABASES
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SHAKING THE TREE
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FINFISHER
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• Amnesty identified a hardware shipment on 7 August 2021 from 
Malaysia based Raedarius m8 to Indonesian Digital Solusi Prima

• Unclear if this hardware was spyware or another surveillance product

• Unclear who the intended end-user recipient is.



FINFISHER
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FINFISHER
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SHAKING THE TREE
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WINTEGO
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• Wintego Systems is an Israeli based company

• Not a lot is known publicly about their product offerings.

• Amnesty International found: malicious domains targeting Indonesia and 
two companies in Singapore, Ataka Enterprises and ESW Systems 
involved in a sale on Wintego products to the Indonesian National Police.

• Unclear if this was one deal or multiple deals.



WINTEGO

A WEB OF SURVEILLANCE, SECURITY LAB21

• A WINT system was shipped from ESW Systems to Indonesian National 
Police in 2019.

• WINT is advertised as being able to extract data through WiFi from target 
devices.



WINTEGO
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WINTEGO
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• Internet scanning found tribunnews.org 

• Coolbrandlabs.com once resolved to 31.168.34[.]139

• One of their sysadmins had a publicly accessible folder that listed the IP of a 
Fortinet firewall on 31.168.34[.]138 called wint.txt.

• From those IP's we were able to find more domains and were able to pivot 
from to find others mimicking domains targeting EU and Senegal.



SHAKING THE TREE
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INTELLEXA
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• Intellexa spyware sold under various names: Predator, Helios & Arrows
• Amnesty International found malicious domains that imitate legitimate 

Indonesian news websites.
• Through internet scanning we found a server in Indonesia that matches 

a fingerprint for Intellexa Predator backend servers.
• Amnesty International has not been able to determine who the end-

user is.



INTELLEXA - SCANNING
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• December 2021 Oopsie! a backend server (103.106.174.99) exposed!
• March 2022 Predator domains: ewestpapua[.]org and 

nindonesia[.]news.
• 2023: Intellexa Predator infection domain geloraku[.]id, registered in, 

may refer to either the Gelora News website or the Gelora political 
party. 



INTELLEXA
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SHAKING THE TREE
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CANDIRU (SAITO TECH)
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CANDIRU (SAITO TECH)
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• May/July 2020/January 2021: Shipments from Heha to Indonesia 
National Police

• November 2020: Amnesty International identified new domains being 
registered which we associate with the Candiru spyware

• July 2021 reports by CitizenLab and Microsoft identified a suspected 
Candiru customer located in Indonesia based on internet scan data.

• Their report also identified a suspected Candiru infection domain 
indoprogress[.]co, which imitated the left-leaning Indonesian news 
website IndoPROGRESS.

• 2022: We spotted more possible Candiru domains being registered.



CANDIRU (SAITO TECH)

A WEB OF SURVEILLANCE, SECURITY LAB31



SHAKING THE TREE

A WEB OF SURVEILLANCE, SECURITY LAB32



NSO GROUP
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SHAKING THE TREE
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CONCLUSION
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Indonesia authorities have spent tens of million on spyware products from 
numerous surveillance vendors with little transparency or oversight.

Full extent of sales is likely to be even higher as we lack numbers for total 
imports for several of the spyware systems we've seen active in Indonesia.

Unclear who the targets are, not a focus of this investigation. Even when 
we know spyware is used, it can still be difficult to find and forensically 
confirm cases.

Amnesty International wrote to authorities including the Indonesia 
National Police and intelligence bodies for comment but did not receive 
responses to detailed questions about these surveillance sales.



CONCLUSION

• Lots of opportunities to strengthen threat intel research with
OSINT approaches!

• NSO/Candiru entity listed in the U.S 

• Intellexa companies and executives sanctioned by the U.S and 
unknown individual has criminal charges in Switzerland

• FinFisher is insolvent and dead  

• Wintego’s office firewall just dropped offline on the 28th Sept, dead?

• The EU is still 

• Ireland and Intellexa ?
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THANK YOU!
HTTPS://SECURITYLAB.AMNESTY.ORG 

JURRE.VANBERGEN@AMNESTY.ORG

Amnesty International, October 2024
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