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DETECTING SHARED OBJECT INJECTION

ABSTRACT

This paper outlines the different methods of code injection on Linux and how they can be achieved. Part 1 details a few
techniques related to shared object loading. Shared objected injection (which is the same as DLL injection in Windows)
can be a clean and effective solution that suits the need of most attackers and runtime malware. Under normal
circumstances a loaded shared object provides additional capability to a process by supplying exported functions.
However, an attacker can modify, insert, or even execute their own shared object(s) in memory to perform malicious
activities.

We will cover the following techniques that can be used to maliciously load shared objects:
* DT _NEEDED infections
+ LD PRELOAD injection to leverage user-level hooking.

Part 2 of the paper will instead focus on more dynamic methods that facilitate shared object injection into processes at
runtime, such as:

 Direct use of _ libc_dlopen _mode()
» Reflective shared object injection.
We also look at why sometimes methods designed to hide a shared object can actually make detection easier.

Unlike many excellent publications which focus on the orchestration of attack techniques, this paper is instead written to
provide actionable detection methodologies that can be used not just to identify if a technique has taken place but also to
enrich that detection with additional data to help an analyst:

» Determine if the technique has been used for legitimate/malicious purposes.

» Provide more context either to suggest what has been leveraged from that attack (e.g. hooked function calls) and/or
provide a starting point to enable a deeper investigative dive (e.g. exact location and size of injected shared object in
memory so an analyst can extract it and perform their own static analysis).

NOTE: Throughout this paper assume that the terms ‘shared object’, ‘library’ and ‘module’ can be used
interchangeably.

PART 1

ELF SEGMENTS AND SECTIONS

When performing detection at scale the focus is on running processes rather than every single ELF binary on disk. This
decision has been made for following reasons:

1. Scanning every binary on disk, although possible, would require a high resource demand on individual hosts, likely
creating a noticeable performance impact for the daily user.

2. Some shared object injection techniques only occur in memory at runtime, thus would be missed by disk-only
forensics.

On disk, an ELF binary is represented via a section view. Sections represent the smallest indivisible units that can be
processed within an ELF file. Each section can be guaranteed to contain data that is only relevant to itself — for instance,
the .zext section contains only the executable instructions of a program; the .rela.plt section will contain the relocation
sections for the procedure linkage table (PLT); and the .interp section will contain the path name of a program interpreter to
use. Understanding sections and collecting their data is vital to developing detection strategies.

On disk, locating each section is a straightforward process. Within the executable header (which is guaranteed to start at the
beginning of an ELF file) there will exist an offset to the section header table and a field specifying the number of table
entries present. Each section header table entry will provide the name, type, address and size of an individual section.
Using this in combination with a known structure of each section allows one to parse its data.

However, working with processes rather than static binaries introduces an additional layer of complexity. When a binary is
loaded into memory it moves from a section view to a segment view. Segments are collections of sections that represent the
smallest individual units that can be mapped into memory by exec() or by the runtime linker. Sections are grouped into
segments based on their intended page permissions — for instance, the .fext section needs to be in a readable and executable
(RX) region of the process image, thus it is grouped together with other RX sections into a segment with RX page
permissions. Each segment needs to be aligned with a page boundary since a page in memory cannot be assigned two
different sets of permissions at any one time. And since each group of sections won’t always add up to an exact multiple of
pages, padding bytes must be introduced to make up any shortfalls. This increases the process image size when compared
to the ELF binary on disk. A visual representation showing the translation between the section view and segment view can
be seen in Figure 1.
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ELF on disk (Section view) ELF in memory (Segment view)
= Executable header = Executable header
Program header table Program header table
interp > PT_INTERP (R)
rela.dyn N PT_LOAD (R)
rela.pit -
text PT_LOAD (RX)
plt.got >
.init
.dynamic > PT_DYNAMIC (RW)
Section header table

Section header table
(Optional)

Figure 1: ELF section vs segment view.

The equivalent view can also be portrayed using the readelf tool, which is part of binutils [1], showing the section to
segment mappings, as shown in Figure 2.

Figure 2: ELF section to segment mappings.

Another difference in memory is that the section header table is optional, and so can be deliberately removed by an
attacker, thus it can’t be relied upon to locate individual sections. Not knowing the starting location and size of each section
makes it far more difficult to precure forensically valuable section data. One method that can be used to reconstruct some
(but not all) of the sections is to use the program header table to enumerate through the different program headers and find
the dynamic segment (Figure 3). Using this segment one can then start to rebuild individual sections, identifying their type,
name, and sometimes their size (Figure 4). This process of recovering sections from memory is described in greater depth
throughout the paper.
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ELF in memory (Segment view)

= Executable header 4,—» typedef struct
{
Program header table EIf64_Word p_type; /* Segment type */
EIf64_Word p_flags; /* Segment flags */
EIf64_Off p_offset; /* Segment file offset */
——— FEIf64_Addr p_vaddr; /* Segment virtual address */
PT_LOAD (R) EIf64_Addr p_paddr; /* Segment physical address */
EIf64_Xword p_filesz; /* Segment size in file */
EIf64_Xword p_memsz; /* Segment size in memory */
PT_LOAD (RX) EIf64_Xword p_align; /* Segment alignment */
- } EIf64_Phdr;

PT_INTERP (R)

A

A

A

PT_DYNAMIC (RW)

A

Section header table
(Optional)

Figure 3: Using the program header table entries to locate program segments.

= Executable header
Program header table
PT_INTERP
.interp
PT_LOAD
rela.dyn <
rela.plt <
PT_LOAD
text <
plt.got <
.init < [
typedef struct
PT_DYNAMIC {
= EIf64_Sxword d_tag; /* Dynamic entry type */
.dynamic union
—\—).{
EIf64_Xword d_val; /* Integer value */
EIf64_Addr d_ptr; /* Address value */
}d_un;
} EIf64_Dyn;
Section header table
(Optional)

Figure 4: Using the dynamic segment to locate sections within segments.

A more comprehensive breakdown of the ELF file format is excellently illustrated by Intezer in its ‘Executable and
Linkable Format 101’ blog post series [2].

DT_NEEDED INFECTIONS

For dynamic linked binaries (any executable binary that isn’t statically linked) the OS will execute the binary’s interpreter,
which is normally the dynamic linker /d-/inux.so. *. This can easily be identified since it will be stored in a binary’s
PT_INTERP segment. Using the readelf tool one can extract its path, as shown in Figure 5.




DETECTING SHARED OBJECT INJECTION

root@test-VirtualBox:~# readelf -p .interp /bin/bash

String dump of section '.interp':
[ 0] /1ib64/1d-1inux-x86-64.s0.2

Figure 5: Using readelf to find an ELF binary s dynamic linker.

Figure 6 shows the .dynamic section parsed by readelf (this is a 1:1 mapping of the dynamic segment). The dynamic
linker uses this section to set up the environment when launching a process from the executed binary. Essentially, the
.dynamic section is an array of ELFN_DYN structs that each contain information about a specific part of the binary that
the dynamic linker needs to know about. Each ELFN_DYN struct will contain a tag that denotes what type of important
information the remainder of the fields within the struct relate to. There are six tags of particular interest to the dynamic
linker, they are:

DT NEEDED - this entry type indicates the name of a required dependency to load, i.e. a shared object file.
DT_SYMTAB — this entry type holds the address of the dynamic symbol table.

DT_FLAGS - this entry type holds flag values that indicate how to process loadable objects. For instance, a value of
DT _BIND_NOW instructs the dynamic linker to process all relocations for DT NEEDED entries prior to transferring
control to the entry point of a program.

DT _PLTGOT - this entry points to the Global Offset Table (GOT) on x86 architectures, which is an array of relocation
addresses for symbols. During execution the runtime linker processes these relocations to determine the absolute
addresses of the associated symbol values. (Essentially, the GOT is the ELF equivilent of the Import Address Table
[IAT] in PE files).

DT _RPATH & DT _RUNPATH - if present, these entries will point to a path string that determines which directory the
dynamic linker should look to load libraries from.

root@test-virtualBox:~# readelf -d /bin/bash

Dynamic section at offset ©x106630 contains 29 entries:

Tag Type Name/Value
0x0000000000000001 (NEEDED) Shared library: [libtinfo.s0.5]
0x0000000000000001 (NEEDED) Shared library: [libdl.so.2]
0x000P0PRPREERRA1 (NEEDED) Shared library: [libc.s0.6]
0x000000000000000C (INIT) dx2bel8
0x000000000000000d (FINI)
0x0000000000000019 (INIT_ARRAY)
0x000000000000001b (IN
0x000000000000001a ( g
0x000000000000001c (FINI_ARRAY
0x000000006ffffef5 (GNU_HASH)
0x0000000000000005 (STRTAB)
0x0000000000000006 (S ) Ox4c40
0x0000000000000002a 37574 (bytes)

0x000000000000000b (SYMENT) 24 (bytes)
0x0000000000000015 (DEBUG) 0>
0x0000000000000003 (PLTGOT)
0x0000000000000002 (PLTRELSZ)

000000000000014 (PLTREL)

000000000000017 (JMPREL)

P0PP0BA00000007

PX0000000000000008

0x0000000000000009 (RELAENT)

0x000000000000001e (FLAGS) BIND_NOW
0x000veeRe6ffffffb (FLAGS_1) Flags: NOW PIE
x00e0e000e6ffffffe (VERNEED) @x1cf7e

0x000000006fffffff (VERNEEDNUM) 3

0x000000006ffffffe (VERSYM)

0x000000006ffffff2 (RELACOUNT)

0x0000000000000000 (NULL)

Figure 6: Dynamic section of /bin/bash parsed by readelf.

Figure 6 shows the dynamic section for the bash binary. Notice that the first three ELFN_DYN struct entries are of type
DT_NEEDED, indicating to the dynamic linker //ib/ld-linux.so. * that the bash process depends on the /ibtinfo.so.5,
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libdl.so.2 and libc.so.6 shared objects. In addition, the DT_FLAGS entry is set to BIND_NOW, indicating that the
aforementioned shared objects should be loaded into memory prior to handing control over to the entry point of the bash
binary.

Notice that the DT _NEEDED entries are not accompanied by a path (this is standard compiler behaviour). Instead,
the linker uses one of four ways to determine the full path of the shared object file; these appear in order of
precedence:

1. First, the linker will look for the existence of a DT _RPATH entry in the .dynamic section, the value of which points
to an offset in the DT_STRTAB of null-terminated library search paths (DT_STRTAB is the string table section for
a binary).

2. Next, the linker will inspect the environmental variable LD_LIBRARY PATH, which if set will hold a list of
colon-separated directories to search within.

3. Thirdly, the linker will look for the existence of a DT_RUNPATH entry in the .dynamic section. This is essentially
the same DT _RPATH except it is assigned a lower precedence.

4. Finally, if the previous methods have been unsuccessful the linker will look in the default directories as specified in
/Jetc/ld.so.conf.d/*.conf.

One notable exception to this search order is the LD _PRELOAD feature, which is discussed later within its own section. It
is also worth noting that the location of the default directories can be modified using the ldconfig tool to point somewhere
other than /etc/ld.so.conf.d/*.conf, as seen in Figure 7. On some distributions the same can also be achieved by setting the
LD_CONFIG environmental variable.

Figure 7: ld.so.conf file.

Knowing all this, an attacker can go about injecting their own shared object references into existing binaries. All they need
to do is add or modify a DT _NEEDED entry with the name of the shared object they wish to inject and then place it into a
loadable path. Then, upon execution, the dynamic linker will perform the loading and resolution of symbols for them. The
following sections detail two techniques that achieve this, and how they can be detected.

Method 1: Overwriting/appending new entries to the dynamic section

The first method involves either the modification of an existing ELFN_DYN entry or the addition of a new one to the end
of the .dynamic section. This method is deemed simpler since it negates the need to perform relocations on existing
ELFN_DYN entries. The only caveats being that there must be enough space at the end of the .dynamic section to tack-on a
new DT _NEEDED entry or that the existing entry selected can be safely overwritten without causing the process to
malfunction upon execution.

Two ELFN_DYN entry types that can be safely overwritten include:
* DT _NULL — marks the end of the dynamic array
* DT DEBUG — used for debugging purposes.

The steps required are:

1. In the .dynamic section overwrite the DT_DEBUG/DT_NULL entry with a new DT_NEEDED entry for the module
one wishes to inject. Alternatively, add a new DT_NEEDED entry to the end of the .dynamic section (if space
permits).

2.  Modify the dynamic string table to include the name of the new malicious library. (This requires a text padding
infection unless there is already free space to append to.)

3. Place the shared object into the standard library path, e.g. /lib/x86 64-linux-gnu/. (Optionally, configure a new
LD_LIBRARY_ PATH or LD_CONFIG to include the path to the malicious shared object.)

4. Fix up the GOT entries of the process with the function addresses of the malicious library, to achieve hooking of the
existing loaded SO functions.

Figure 8 shows a clean dynamic section for the test binary (renamed to fest_clean) prior to infection. Notice the existence
of both DT DEBUG and DT _NULL ELFN_DYN entries and that the only DT NEEDED entry is listed first within the
.dynamic section. Figure 9 represents the process mappings of fest_clean once launched as a process. As expected, it
contains mappings for the binary itself test _clean, libc libc-2.31.s0 and the dynamic linker /d-2.31.so.
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Figure 8: Clean dynamic section for test binary.

Figure 9: Clean process mapping for test binary.

Figure 10 shows the .dynamic section of the same binary as before but this time it has been infected using the dt_infect [3]
shared library injector and renamed as fest_dt_infect simple. Immediately one can spot two obvious changes:

1. The disappearance of the DT _DEBUG entry.
2. Anextra DT NEEDED entry for libevil.so in its place.

Figure 11 shows that the process mappings have also changed, with libevil.so now loaded into the process address space.
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Figure 11: Infected process mappings for test binary.

Detection methods

One major drawback to using this method (from a stealth perspective) is that the object linker will never produce a binary
that has its DT _NEEDED entries appearing in a non-sequential order within the dynamic section. Notice from Figure 10
that the shared library libevil.so does not appear immediately before/after the other DT _NEEDED entry libc.so.6, thus
indicating it has been manually inserted after object linking.

Another drawback is that the dynamic string table (DT_SYMTAB) section (a null terminated array of library names)
also needs to be appended to include the name of any additional shared object(s). This modification will introduce
mix-ups between the true size and stated size (DT_STRSZ) in the .dynamic section. In many cases appending the name
of the injected shared object is not possible without first making space (this is because compilers make efficient use of
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data so as not to introduce unnecessary padding into binaries). This can often only be achieved by relocating existing
sections elsewhere in the process address space (such as with a reverse text padding infection), which in turn introduces
more discrepancies between metadata fields and further irregularities when comparing the process image to that of a
typical process.

Figure 12 shows the raw telemetry from the memory scanning tool ELFieScanner [4] when run against an infected process.
DT _NEEDED entries within the dt needed indexes array should start with a dt_needed_index value of 0 and increment by
one for each additional shared object. This rings true for the first DT _NEEDED entry, /ibc.so.6, however the second entry,
libevil.so, appears at a dt_ needed index of 12 rather than 2 — indicating it was not linked using Linux’s object linker. In
addition, the name reference to /ibevil.so appears outside of the dynamic string table, i.e. name_in_dynstr == false, thus it
has been manually patched.

"dt_needed_indexes": [
{
"dt_needed_index": 0O,
"index_into_strtab": 1,
"module_name": "libc.so.6",
"name_in_dynstr": true

"dt_needed_index": 12,
"index_into_strtab": 68,
"module_name": "libevil.so",
"name_in_dynstr":

]J

"dt_needed_wrong_order": true,
"dt_null_present": true,
"debug section present": f:
"dynstr_manipulated": trt
"headers_manipulated"”: true,

Figure 12: Telemetry from DT _NEEDED overwrite infection.

The dt needed index array provides enough evidence to confidently say the binary was manually patched with an
additional shared library. However, the telemetry produces yet more evidence to suggest a DT NEEDED infection has
occurred. The additional indicators of use to an analyst include:

» debug_section_present == false. An attacker can overwrite the DT _DEBUG entry with a DT _NEEDED one. All GNU
compiled binaries will have this section present, so the lack of a DT _DEBUG entry is highly suspicious and signifies
manual manipulation of the .dyrnamic section.

» dt_needed_wrong_order == true. This is set to true when DT _NEEDED entries do not appear in sequential order,
indicating a behaviour unlike that of the object loader which is responsible for generating the .dynamic section. The
result of this will cause the dt_needed_indexes array to be populated in the telemetry.

* dynstr_manipulated == true. This indicates that a shared object name within one or more of the DT_NEEDED entries
points to a region outside the initial confines of the dynamic string table, indicating it has been manually modified to
include additional shared object names. To identify exactly which DT_NEEDED entries sit outside the dynamic string
table refer to the dt needed index->name in dynstr field.

* headers_manipulated == true. Under normal circumstances the program headers will start immediately after the
executable headers in memory. The dt_infect tool relocates the program headers, freeing up enough space to modify
the .dynamic section and dynamic string table, which is detected as manipulation of the headers.

e dt null present. As with DT_DEBUG, the DT _NULL entry in the .dynamic section can also be overwritten with a
DT _NEEDED entry. ADT NULL entry should always be present, and its absence is a very strong indication of
foul play. In this scenario DT_NULL has not been modified; however, one should always look to see if
dt_null_present == false.
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Method 2: Inserting a new entry

This method of infection is more complex, though in return it provides the added benefit of having the injected shared
object loaded first and thus its functions will take precedence over any other DT _NEEDED entry, which also negates the
need to manually fix up any GOT addresses.

The steps required are:

1. In the .dynamic section create a whole new DT _NEEDED entry for the shared object one wishes to inject, placing it
as the first entry in the section. (This is to ensure its precedence and function resolution is higher than any other
DT_NEEDED entry.)

2. Since an entirely new entry has been created, all other entries need to be shifted forward to allow space.
All references to the .dynamic section in the headers must also be updated to reflect these changes.

4. Then append the dynamic string table with the name of the malicious shared object. (This requires a text padding
infection.)

5. Finally, place the shared object into the standard library path, e.g. /lib/x86_64-linux-gnu/. (Optionally, configure a
new LD _LIBRARY_ PATH or LD CONFIG to point towards the malicious library.)

Figure 13 shows a .dynamic section of the same clean fest binary as before, but this time it has been infected using the
insertion method with d¢_infect [3] and then renamed to fest dt infect_insert. Unlike the previous method this time the
libevil.so DT_NEEDED entry has been inserted first, thereby maintaining sequential order of DT_NEEDED entries starting
at entry 0. In addition, both the DT_DEBUG and DT_NULL entries remain present.

Figure 13: Infected dynamic section for the test binary using the DT _NEEDED insertion technique.

Detection methods

This method makes detection slightly trickier, since one can no longer rely on looking for a nonsequential DT NEEDED
order or a missing DT _NULL/DT_DEBUG entry in the .dynamic section. However, because a whole new module has been
added, the dynamic string table will still have to be extended beyond its original range and headers still need be relocated
to make space; all of which is still detectable.

Figure 14 shows the perspective of such an attack based on the raw telemetry of ELFieScanner. This time the key fields to
monitor are:

* name_in_dynstr
* dynstr_manipulated

* headers_manipulated




DETECTING SHARED OBJECT INJECTION

Based on this one can deduce that libevil.so (module_name == libevil.so) has been injected into the process, since its string
reference exists outside the original confines of the dynamic string table (name_in_dynstr == false). One can also see that
the headers have been manipulated (headers manipulated == true), most likely to facilitate the rewriting of the dynamic
string table at runtime (dynstr_manipulated == true) for the string libevil.so.

"dt_needed_indexes": [

{

"dt_needed_index": o,
"index_into_dt_strtab": 68,
"module_name": "libevil.so",
"name_in_dynstr": false

"dt_needed_index": 1,
"index_into_dt strtab": 138,
"module_name"”: "libdl.so.2",
"name_in_dynstr": true

"dt_needed_index": 2,
"index_into_dt_ strtab": 178,
"module_name": "libc.so.6",
"name_in_dynstr": true
}
1,
"dt_needed_wrong_order": false,
"dt_null_present": true,
"debug_section_present"”: true,
"dynstr_manipulated”
"headers_manipulated":

Figure 14: Telemetry from DT _NEEDED insertion infection.

TECHNIQUE LIMITATIONS FROM AN ATTACKING PERSPECTIVE

* This technique requires manual manipulation of a process binary prior to execution. Thus, it isn’t applicable to
currently running processes.

* This technique requires the malicious shared object to be present on disk (at least at process start time).

LD_PRELOAD INJECTION AND SYMBOL HOOKING

The LD_PRELOAD environmental variable is designed to be filled with a user-specified list of shared object files which
will be loaded before all others when starting a process. The effect of this is that the LD PRELOAD shared object
functions will selectively override functions in other shared objects loaded via the traditional searching methods.
Preloading shared objects is not exclusive to the LD_PRELOAD variable, it can also be achieved via:

* Invoking the ‘—preload’ command-line options when invoking the dynamic linker directly.

* Modifying the /etc/Id.so.preload file. This is a whitespace-separated list of ELF shared objects to be loaded before the
program (this has a system-wide effect causing all newly launched processes to be affected).

The preload methods are handled in the following order:
1. LD_PRELOAD environmental variable.
2. ‘—preload’ dynamic linker option. (Only used when invoking the dynamic linker directly.)
3. /etc/ld.so.preload file.

Preloading can be used legitimately; it allows developers slightly more flexibility/portability with their code. This is
because instead of having the rewrite their program to accommodate a new version of a function, they can instead ship the
binary with the original shared object it was designed around, setting it to be preloaded in the process address space.

In addition, LD PRELOAD can also be used legitimately to resolve debugging issues. For instance, some processes do not
wish to be traced and will deploy anti-debug mechanisms to protect themselves. One such technique is to call the ptrace()

11
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syscall with the PTRACE_TRACEME request argument; this instructs a process to try to trace itself (via its own parent
process). If this fails it means it is currently being traced elsewhere; the process can then react accordingly to protect itself
from being debugged. Employing this mechanism would hamper the GNU debugger’s (gdb) effectiveness since it relies on
ptrace() to attach to a process. Not being able to debug a process may significantly hamper an engineer’s ability to conduct
root cause analysis.

Luckily, preloading can be used to circumvent this protection. For instance, one could launch the target process with a
LD PRELOAD library containing a reimplemented version of the ptrace() syscall that ignores the PTRACE_TRACEME
request, thus enabling gdb to attach to the target process and start a debugging session.

Unfortunately, attackers have also stumbled upon the use of LD_PRELOAD to orchestrate attacks. This is because
LD _PRELOAD is essentially a search order hijacking technique. As mentioned previously, LD_PRELOAD shared objects
take precedence over shared objects loaded using the default search methods.

This has two major benefits to an attacker:

1. When the dynamic linker looks to resolve an ELF binary’s imports it will first search in the LD PRELOAD
environmental variable for shared objects. Symbols that match imports here will take precedence over any other
versions from shared objects loaded via traditional means. For example, should the execv() symbol appear in a
LD PRELOAD library as well as /ibc.so.6 only the LD_PRELOAD version will be resolved, essentially acting as a
user-level hook. An attacker can therefore define their own version of execv() in their preloaded library and can rely
on this be executed instead of the /ibc.so.6 version.

2. LD _PRELOAD libraries are loaded first and mapped into memory by dlopen() and mmap() respectively. This
means that any constructor code within the shared object is also executed before any other shared objects. Attackers
can insert their malicious code into a constructor function without having to rely on it being called from within the
.text segmentof the individual process.

Because of its ease of implementation the LD_PRELOAD injection method has been seen used in a wide array of malware
samples and rootkits including:

» Azazel rootkit [5]

* BEURK rootkit [6]
* Jynx rootkit [7]

* Vlany rootkit [8]

* Umbreon rootkit [9]
* HiddenWasp [10]

LIMITATIONS

This technique is predicated on LD_PRELOAD/Id.preload.confbeing in place prior to the target process running. It will
not work on existing processes since they will already have their shared objects loaded in memory by the dynamic linker.

DETECTION METHODS

We have already seen examples of how the command line of a process can be monitored for the use of LD_PRELOAD, its
environmental variables including LD_LIBRARY_ PATH can be read for custom paths, and the /etc/ld.so.conf and
/Jetc/ld.so.conf.d/*conf files can be checked for modification (as discussed in AT&T”s post on ‘Hunting for Linux library
injection with Osquery’ [11]). In some cases collecting just the names and paths may be a sufficient starting point to then
manually investigate an anomalous preloaded object.

However, as the number of hosts begin to scale and the number of benign preloading instances rise, it will become
increasingly difficult to perform manual analysis on every shared object that sticks out to determine its legitimacy. One
then starts to encounter questions such as: ‘Should I pull every preloaded object?’, ‘What if there are multiple preloaded
objects per process?’ and ‘What if the preloaded objects have been deleted from disk?’ Is it then worth the analyst’s time to
create a core dump, extract the preloaded module(s), reverse them and discover their function all within the time-sensitive
nature of an enterprise investigation?

Instead, a more robust detection approach is needed so that analysis can be performed at the telemetry level, limiting the
need for manual intervention in order to asses a threat (in the majority of cases).

A proposed solution is to use ELFieScanner. It detects not only the presence of preloading across running processes but
also every hooked function name, the path to the preloaded object, its location within that object and the original shared
object it was hooked from. Using this, analysts can then asses the functionality (and in turn legitimacy) of preloaded
libraries at scale without having to get their hands dirty performing manual binary analysis. The following steps detail how
the tool goes about generating this data.
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Step 1: Identifying all the imports used by a process

The diagram in Figure 15 is a heavily simplified version of ELF binary internals designed to demonstrate the pathway
taken to curate a list of imported functions used by a process. The relevant steps are detailed below.

EE— pit.got
= Executable Headers got[0] 0x0000000000124360
e_phoff got[1] 0x000000000004eced
e_phentsize got[2] 0x0000000000116090
got[3] :0x000000000004229 -«

1 got[4] :0x0000000000124850

“Program Header table 3.
EIf64_Phdr{0] 2. 15 dynamic > = .reloc 5!
EIf64_Phdr{1] DT PLTGOT [+ EIf64_Rela[0]
EIf64_Phdr{2] DT_RELA EIf64_Rela[1]
EIf64_Rela[2]

DT_JMPREL
e Eas EIf64_Rela[3] —

DT_PLTRELSZ

DT_SYMTAB
DT_SYMENT

DT_STRTAB M

.dynsym 6

EIf64_Sym[0]

EIf64_Sym[1]

EIf64_Sym(2]
EIf64_Sym(3] «—

EIf64_Sym[4]

“readir” «

Istat”

“fstat”

Figure 15: Obtaining import symbols from an ELF process.

Sub-steps:

1. Inside the ELF executable header are the e_phoff and e phentsize fields. They provide the offset and size of the
program header table, respectively.

2. Using the e phoff'and e_phentsize fields, enumerate the program headers for an entry of type PT DYNAMIC. This
will point to the dynamic segment in memory.

3. The dynamic segment is a 1:1 mapping of the .dynamic section, which contains pointers to the following sections:

- Global offset table (DT_PLTGOT)

- Relocation table (DT_RELA)

- Dynamic symbol table (DT_SYMTAB)
- Dynamic string table (DT _STRTAB)

4. The DT_JMPREL entry in the .dynamic section points to the first entry in the relocation table responsible for
imports. The DT_PLTRELSZ entry contains the total size in bytes of the relocation entries associated with the
imported symbols. Together they can be used to identify every relocation table entry (El1f64_Rela) responsible for
an imported symbol.

5. Each ELF64_Rela entry will contain:

- The address of the GOT entry it is responsible for.
- The offset of the dynamic symbol table entry it relates to (E1f64_Sym).

6. Within each ELF64 Sym entry exists an offset within the dynamic string table. Use this offset to associate an
import entry with a function (symbol) name.

7. Using this technique one can successfully extract all the dynamically resolved imports (i.e. imported function

names) used by a particular process.

13
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Step 2: Establish a list of all the loaded libraries and their base addresses in the virtual address space

Later steps involve shared object symbol resolution, which is predicated on knowing the base addresses in memory of all
shared objects. The most common way to establish the base address would be to read the /proc/<pid>/maps file for the pid
of the process. However, because this technique investigates LD PRELOAD hooking it is entirely possible that an attacker
may have hooked the fread() syscall in order to present falsified output to the user when reading the /proc/<pid>/maps file,
which could hide any preloaded libraries used by the attacker and thus provide one with an incomplete list of shared object
base addresses.

As a result, the memory scanner uses a hooking-resistant mechanism to establish the correct base addresses for all the
shared objects loaded into memory. Figure 16 and the following steps demonstrate how this is achieved.

—4'> = .pit.got
= Executable Headers got[0] 0x0000000000124360
e_phoff got[1] 0x000000000004eced —
e_phentsize got[2] 0x0000000000116090
got[3] :0x000000000004229
1. got[4] :0x0000000000124850
A 4 .
“Program Header table 3. 4
EIf64_Phdr{0] 25 dynamic | = .debug I
EIf64_Phdr{1] j e HER r_map —
EIf64_Phdr{2) DT DEBUG | - |
struct link_map <_5
{ ‘_
EfW(Addr) |_addr; /* Difference between the address in the ELF file and the addresses in memory. */
char *I_name; /* Absolute file name object was found */
EIfW(Dyn) *I_ld; /* Dynamic section of the shared */
struct link_map *I_next, *I_prev; /* Chain of loaded objects */
%

Figure 16: Obtaining base addresses for loaded shared objects in memory.

Sub-steps:
1. Inside the ELF executable header are the e_phoff and e_phentsize fields. They provide the offset and size of the
program header table, respectively.

2. One can then enumerate the program headers for an entry of PT_DYNAMIC, this will point to the dynamic
segment in memory.
3. The dynamic segment is a 1:1 mapping of the .dynamic section, which contains pointers to the following sections:
- Global offset table (DT_PLTGOT)
- Debug section (DT_DEBUG)

4. Using one of two methods one can ascertain a pointer to a linked list (/ink_map) that contains shared object
information:

- Using DT _DEBUG - this will point to a »_debug struct that contains the field »_map which points to the
link_map linked list.

- Using the GOT — the GOT[1] entry will always point to the /ink_map linked list. This can be used as a backup
incase DT_DEBUG has been overwritten or isn’t present.

5. The link_map structure is created dynamically by the runtime linker and is a cyclical chain of structs in memory.
Each struct will contain pointers to the previous and following structs using the / next and /_prev fields
respectively. This can be used to iterate through the linked list and extract the loaded base address, /_addr, and full
path name, /_name, of each individual shared object in memory.

14



DETECTING SHARED OBJECT INJECTION

Using this method provides a more reliable and spoofing-resistant way to enumerate shared objects rather than just reading
the /proc file system. Techniques discussed in Part 2 will also reveal how this method can also be used to detect hidden
shared objects through cross-referencing of data sources.

Step 3: Identify the names of the preloaded shared objects

Using the following data sources one can curate a list of the shared objects that may have been successfully preloaded:
* Read the stack to identify the LD PRELAOD environmental variable and whether this has been populated.
» Read the /etc/ld.so.preload file to identify any additional preloaded libraries.

If preloaded libraries have been found, it doesn’t necessarily mean they were successfully preloaded into the memory
address space of the process. This can be validated against the /ink_map collected from the previous step.

Step 4: Resolve full symbol table from preloaded libraries

Before any potential hooks can be identified one must first generate a full list of every globally visible symbol from the
preloaded shared object(s). The steps to achieve this are outlined in Figure 17.

= Executable Headers

e_phoff

e_phentsize

.hash/gnu_hash

1. Number of dynsym entries

“Program Header table

EIf64_Phdr{0] 3
EIf64_Phdr{1 2. -
_Phar1] T —>E .dynamic =
Elf54_Phar(2] VISV
DT_HASH/DT_GNU_HASH
EIf64_Sym([0] —
DT_SYMTAB
EIf64_Sym([1]
DT_SYMENT
EIf64_Sym[2]
DT_STRTAB 5
EIf64_Sym[3] 2
EIf64_Sym[4]
6.
typedef struct
i = .dynstr
EIf64_Word st_name; /* Symbol name (string tbl index) */ ‘readir’ e
unsigned char st_info; /* Symbol type and binding */ ‘Istat”
unsigned char st_other; /* Symbol visibility */ ‘fstat”
EIf64_Section st_shndx; /* Section index */

EIf64_Addr st_value; /* Symbol value */
EIf64_Xword st_size; /* Symbol size */
} EIf64_Sym

st_info type & bindings

ELF64_ST_TYPE = STT_FUNC
ELF64_ST_BIND = STB_GLOBAL/STB_WEAK

Figure 17: Resolving the full symbol table from shared objects.

Steps:

1. Inside the ELF executable header are the e_phoff and e phentsize fields. They provide the offset and size of the
program header table, respectively.

2. One can then enumerate the program headers for an entry of PT_DYNAMIC, which will point to the dynamic
segment in memory.

3. The dynamic segment is a 1:1 mapping of the .dynamic section, which contains pointers to the following sections:
- Hash table / GNU Hash table (DT_HASH /DT_GNU_HASH)
- Dynamic symbol table (DT_SYMTAB)
- Dynamic string table (DT_STRTAB)

4. For whatever reason, the dynamic section doesn’t provide an entry for the total number of symbols. This is where
hash tables come in handy. Either the .hash or .gnu.hash section will be present, but not both of them together. Hash
tables are essentially a way to optimize symbol lookups performed by the dynamic linker. The standard hash table
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.hash contains a field that equates to the number of hashes, thus symbol table entries. However, for .gnu.hash this
isn’t present and instead it needs to be dynamically rebuilt to establish the number of hashes, and in turn to
determine the number of symbol table entries.

5. With the number of the symbol table entries calculated the names of the symbols can be resolved for each entry
using their string table offset.

6. Only symbols of type STT_FUNC and Binding of STB_ GLOBAL/STB_WEAK are collected, since these are
associated with functions that can be exported from loaded shared objects to the main process executable.

Step 5: Compare imported symbols with preloaded visible symbols

Using the list of imported symbols from step 1, compare these against the list of global symbols from step 4. Any symbol
matches will indicate that a function has been hooked by a preloaded library.

Step 6: Resolve full symbol table from non-preloaded libraries to provide context

Using the same methodology as in step 4, resolve the exported symbols from the shared objects that have been loaded
without the use of any preload mechanisms and cross-reference these symbols against the hooked imports. This will
provide greater context by identifying which original shared objects the symbols have been hooked from. This may aid
further analysis, especially if the hook is of an inline type.

DETECTION IN RAW TELEMETRY

To demonstrate how this all comes together the BEURK rootkit has been used to infect Ubuntu 18.04. ‘BEURK is an
userland preload rootkit for GNU/Linux, heavily focused around anti-debugging and anti-detection’ [6]. It is designed to
evade detection by traditional forensic methods and uses hooking of specific functions to achieve this. Unlike some other
rootkits BEURK deploys system-wide preloading by making use of the /etc/ld.so.preload file. This means that every new
process launched will be preloaded with the shared object(s) stated in /d.so.preload.

Figure 18 shows part of the raw detection telemetry produced by the ELFieScanner when scanning the infected
machine.

The following field descriptions can be used to help an analyst interpret the results:

* 1d_preload present — if this equals true it indicates that the LD_PRELOAD variable has been set. LD_ PRELOAD can
be used to preload one or more shared objects.

* 1d_preload — this will contain the paths of any shared objects preloaded using the LD PRELOAD environmental
variable.

* preloaded libraries — this contains a list of every successfully preloaded library from both /etc/ld.so.preload and
LD PRELAOD.

preload hooking present — if set to true then the preloaded libraries have successfully hooked one or more of the
process’s imports.

preload hooked funcs — this is populated when preload_hooking_present is set to true. It contains an entry for each
hook. Each entry contains the fields:

- symbol name — the name of the symbol that has been hooked.

- preload_module path — the preloaded shared object responsible for the hook.

- preload_func_addr — the virtual address of the symbol in memory.

- original_module path — the shared object containing the original unhooked version of the symbol.
Based on the above descriptions and Figure 18 one can deduce that:

» The shared object /lib/libselinux.so has been preloaded into the bash process (preloaded libraries == /lib/libselinux.so)
in a system-wide manner using /etc/ld.so.preload since LD_PRELOAD has not been used (Id_preload == false).

* /lib/libselinux.so has successfully hooked one or more of the /bin/bash process’s imports (preload_hooking present ==
true).

* The individual import hooks detected are for the functions  Ixstat(),  xstat(), readir(), open(), access() and fopen()
(preload_hooked funcs->symbol_name), all of which originally existed in //ib/x86_64-linux-gnu/libc.so.6 (preload
hooked funcs->original module path).

Any additional analysis can then be performed by extracting the hook itself using the preload function address (preload
hooked_funcs->preload func_addr) to manually collect the bytes and determine what the hook does.
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"ld_preload": "",

"ld_preload_present": fz:

"preload_hooked_funcs": [

{

"original_module_path": "/1ib/x86_64-1linux-gnu/libc.s
"preload_func_addr": 140293666833890,
"preload_module_path": "/lib/libselinux.so",
"symbol_name": "__ lxstat"

"original_module_path": "/1ib/x86_64-linux-gnu/libc.
"preload_func_addr": 140293666835356,
"preload_module_path": "/lib/libselinux.so",

"symbol name": " xstat"

"original_module_path": "/1lib/x86_64-linux-gnu/libc.
"preload_func_addr": 140293666833608,
"preload_module_path": "/lib/libselinux.so",
"symbol_name": "readdir"

"original_module_path": "/1lib/x86_64-linux-gnu/libc.
"preload_func_addr": 140293666834288,

"preload_module_path": "/lib/libselinux.so",

"symbol_name": "open"

"original_module_path": "/1ib/x86_64-1linux-gnu/libc.
"preload_func_addr": 140293666833043,
"preload_module_path™: "/lib/libselinux.so",

"symbol name": "access"

"original_module_pa : "/1lib/x86_64-1inux-gnu/libc.
"preload_func_addr": 140293666833284,
"preload_module_path™: "/lib/libselinux.so",
"symbol_name": "fopen"

])

"preload_hooking_present": true,

"preloaded_libraries™: [
"/1lib/libselinux.so"

]J

"proc_path": "/bin/bash",

"timestamp": 1634739695

Figure 18: Telemetry from BEURK preloading infection and hooking.

PART 2

Unlike the static techniques we discussed in Part 1, which required intervention by an attacker prior to execution, this part
will focus on more dynamic methods that facilitate shared object injection into processes at runtime, such as:

* Direct use of __ libc_dlopen_mode()
» Reflective Shared object injection.

In addition to this we look at why sometimes methods designed to hide a shared object can actually make detection easier.

EXISTING DETECTION STRATEGIES
To help with detection of shared object injection existing methods seem to rely on marrying up events such as:
* Setting ptrace scope to 0 in Yama security module.

» Monitoring for ptrace() syscalls that attach/write/get registers of another process.
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And then combining these with surrounding telemetry to determine if injection has taken place. However, at scale this
becomes more of a blunt tool. This is because:

» Legitimate processes such as browsers, debuggers and AV will often employ the same methods, thus generating a
higher ratio of false positives to true positives.

* The detection methods do not target shared object injection directly, but rather injection as a whole, which then
requires further interpretation by a skilled analyst.

In this part of the paper we will look to demonstrate some slightly more granular detection methods that can be used
alongside broader detections to assist in triaging alerts.

__LIBC_DLOPEN_MODE() INJECTION

A rather easy and simple way to inject a shared object into a process would be to debug a victim process, force it to call a
library function and have that do the heavily lifting, negating the need to manually perform image loads and relocations.
There are two functions that can be used to load a library into a process on Linux:

* dlopen() from LIBDL (the dynamic linker). This is the legitimate way to request a shared object to be loaded by the
dynamic linker at runtime.

» _libc_dlopen_mode(), which is LIBC’s implementation.

Once loaded, a malicious library allows an attacker to execute code immediately (using a constructor function) and/or hook
existing functions used by a process. But first the victim process must call either _ libc_dlopen_mode or dlopen().

One solution is to write an injector that will:
1. Attach to a victim process with LIBC already loaded and suspend its execution.
2. Resolve the address of __libc_dlopen_mode()/dlopen().
3. Modify the instruction pointer to point at __libc_dlopen_mode()/dlopen().
4. Replace registers (x64) or stack values (x86) with the ‘shared object path’ and ‘mode’ arguments.
5. Resume execution.
6. (Optionally) Once the library is loaded into a process it can then be deleted from disk, residing only in memory.

Refer to David Kaplan’s post ‘Linux code injection paint-by-numbers’ [12] for an excellent walkthrough of how this is
achieved programmatically.

Alternatively, instead of writing a custom injector an attacker could instead leverage GDB (the GNU debugger) [13] to
attach the target process and force it to call _ libc_dlopen _mode()/dlopen(), as seen in the simple one-liner below:

echo 'print  libc dlopen mode ("/tmp/sample library.so", 2)' | gdb -p <PID>
A more verbose breakdown of this technique us is described in ‘Process Injection with GDB’ [14].

When it comes to deciding which function to forcibly call the answer is almost always going to be _ libc_dlopen_mode().
This is because it is exposed by LIBC which is loaded by 99% of processes, meaning it can reliably be resolved at runtime.

On the contrary, it is rare to have a process expose dlopen() since it requires the dynamic linker to have been explicitly
linked (using the -1dl GCC/G++ flag) at compile time, which is something that is not common practice.

In the following detection we have chosen not to focus on dlopen(). This is because, in addition to it being far less portable
(thereby less attractive to attackers), it is also the legitimate way to load shared objects, thus monitoring calls will generate
large amounts of benign data which isn’t ideal when working at scale.

Detections
For this attack type we have split the detections into two categories:
* Detection of victim processes

» Detection of attacking/injector processes.

Detection of victim processes

Since the attack technique is predicated on forcing a victim process to call _ libc_dlopen_mode() from GLIBC, an obvious
solution is to directly monitor library calls.

There are a number of avenues to achieve this, probably the most well-known is by using the ltrace [15] program that
comes bundled with most Linux distributions. Ltrace uses ptrace() syscalls to attach to processes and intercept function
calls at a user-mode level. Every time a library function is hit it pauses the process to read the function arguments. In doing
so this introduces a significant performance overhead. Also, it relies on ptrace(), which is susceptible to anti-debugging
mechanisms which an attacker can use to prevent it from attaching to a target process in the first place. For these reasons it
has been overlooked in favour of a better solution: Uprobes.
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Uprobes, introduced since Linux 4.5, are the user-space counterpart to Kprobes [16]. They are a kernel feature that allow
the monitoring of user-space processes and functions by inserting a fast breakpoint at the target instruction which then
passes execution to a Uprobes handler. Originally designed to generate efficient performance metrics, their use case can be
hijacked to develop real-time security detections. Simplistically put, think of Uprobes and Kprobes as the Linux equivalent
of Microsoft’s Event Tracing for Windows (ETW). For more information as to how Uprobes work refer to the kernel
documentation [17].

Prior to collecting trace data, a Uprobe must first be defined. This requires the user to know:

1. The full path of the shared object containing the function they wish to target.

2. The offset of that function within the object.

3. What registers (x64) or stack values (x86) one wishes to collect at the probe point, i.e. the function parameters.
Only then can a probe be placed in the correct location. Failing to provide the correct details will result in erroneous output.

Most Uprobes are unlikely to work across different builds. This is because there are multiple versions of GBLIC that have
all been compiled separately on each individual host. What this means is that the offset to _ /ibc_dlopen_mode() is unlikely
to remain constant. In addition, there may be different function prototypes across different versions of GLIBC.

Calculating the offset to __libc_dlopen_mode
One way of calculating the offset of __ libc_dlopen_mode() on each host is to the use ‘nm’ as part of the GNU Binutils:
nm -D /usr/lib/x86 64-linux-gnu/libc-2.32.s0 | grep  libc dlopen mode
In the absence of nm it can also be calculated programmatically. This is demonstrated in Figure 19 using the following steps:
1. Use the binary executable header to locate the section header table.
2. Use the section header table to locate the dynamic symbol table (.dynsym) and dynamic string table (.dynstr).

3. Enumerate each ELF64 Sym entry in .dynsym, collect the st name field (which are offsets into .dynstr) and use
this to calculate which symbol name corresponds with each entry.

4. Oncethe libc_dlopen _mode symbol has been paired with an ELF64 Sym entry, read the st_value field to
determine its file offset.

Executabile Headers
&_sholl L Adynsym
&_shnum EIfG4_Symi{0]
Eifs4_Sym[1]

E EIfg4_Sym{2]
1] Eifs4_Sym{3] S

Section Header Table EIMS4_Sym[4]

EIf54_Shado) El

Elttd_Shad 1]

E54_Shard2] —IE—l
Jdynsir

"__libc_diopen_mode™ ‘

m ctal

typadal struct Tsial

EMé4_Word st_nama; ™ Symbol name (sting bl indax) *
unsigned char 5_info; ™ Symbol type and binding
unsigned char si_other, ™ Symbol visibility *
Elt64_Section si_shndx; ™ Section index *
EIfG4_Addr si_valug; ™ Symbol value °

ENE4_Xword si_size; /* Symbal size *

} EIf64_Sym

Figure 19: Obtaining __libc_dlopen_mode from GLIBC using section headers.
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Since this method uses the dynamic symbol table and dynamic string table to locate the correct offset it will work with both
stripped and non-stripped binaries.

Determining the function parameters

Next, to establish the parameters supplied to _ libc_dlopen_mode() and discover any variations between GLIBC versions
look at the publicly available source code (Figure 20), which reveals that only two parameters are used: one for the path of
the shared object to load (name) and the other specifying the loading method (mode). These are same parameters as
dlopen(), and upon further investigation they use the same set of flags for the mode parameter (Figure 21).

__libc_dlopen_mode (

Figure 20: Function prototype for __libc_dlopen_mode.

Figure 21: Flags related to mode parameter.

Searching all GLIBC releases since 2013 revealed no variations in the function prototype. As a result, for x86_64 the first
two parameters will be stored in the rdi and rsi assembly registers.

Putting all this together we can now define a Uprobe. For the following example we have utilized Brendan Gregg’s Uprobe
tool [18], which is a wrapper around the F-Trace instrumentation [19]. Specifying the path to libc,

, extracting the first parameter ‘path’, renaming this to ‘injected lib’ from the rdi register, and extracting the second
parameter mode from the rsi register to a 32-bit hexadecimal format.

./uprobe -H 'p: /1lib/x86 64-linux-gnu/libc2.32.s0 injected 1ib=+0(%di) :string
mode=%si:x32

Figure 22 shows the live tracing output when tested against kubo/injector [20]. This probe was run for a period of 24 hours
on a Ubuntu host. The first event was the result of the successful injection of test-library-x86_64.so using the RTLD _
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LAZY flag (0x1) into the test-target-x86 process. A limited number of other events were produced, all of which supplied
the RTLD NOW flag and, more importantly, only specify the file name of the object to load rather than its full path.

Figure 22: __libc_dlopen_mode uprobe tracing output.

Uprobes provides the ability to include filters without introducing a significant performance hit. Introducing a filter for
events specifying paths alongside objects resulted in hits only when testing attack tools such as ‘kubo/injection’ and
‘gaffe23/linux-inject’ [21]. So far, this serves as a high accuracy, low-cost detection strategy.

Detection of an attacking process
Detection of the same attack from an attacking process can be achieved in a number of ways:

1. Takethe libc_dlopen_mode Uprobe event (discussed previously) and work back, looking to see the most recent
process that attached to it using ptrace(). This will be the injector process.

2. Another way is to look for the GDB method. Signaturing on command-line arguments supplied to gdb containing
¢ libc_dlopen_mode’.

3. Finally, say an implant is running on the host with this capability but it hasn’t yet been used, it may still be
detectable in memory. This because the injector needs to:

- Attach to a victim process to gain control over its execution flow.
- Dynamically resolve the address of __ libc_dlopen_mode using __libc_dlsym() from LIBC.
- Restart the victim process at the function address, forcing it to execute _ libc_dlopen_mode.

A consequence of this is that the injector process needs the ©__libc_dopen_mode’ string to explicitly be defined in data to
resolve it in memory using dlsym(). As such, it can be searched for in the .rodata section of the injector process. Figure 23
shows the ELFieScanner telemetry fields having caught the ‘kubo\injector’ tool via this method.

Figure 23:_libc_dlopen_mode string found in .rodata.

The downside of this mechanism is that it requires the injector process to be running at the time of the memory scan and
the  libc_dlopen_mode string not to have been intentionally obfuscated by the malware author.

In addition to this, ELFieScanner also scans the GOT of a process for __libc_dlopen_mode() to see if this has been
imported directly (which is highly unusual since dlopen() is the legitimate way to open a shared object).

REFLECTIVE SHARED OBJECT INJECTION

Reflective shared object injection is much like reflective dynamic library loading on Windows, whereby the shared object
(DLL on Windows) is loaded directly from memory rather than disk to avoid rudimental detection mechanisms. In order to
achieve this a custom loader performs the work of the traditional loader, such as mapping program segments into memory,
loading required libraries, resolving functions and performing relocations.

TrustedSec’s blog post ‘Linux: How’s my memory’ [22] provides a great introduction to this topic alongside a practical
demonstration with infosecguerilla’s ‘RefectiveSOinjection’ tool [23]. Many other tools, such as nlnj4sec’s ‘Pupy’ [24]
post exploitation framework also make use of this technique in the same way. Briefly, it is achieved by:

1. Allocating a RWX anonymous memory region (defined as a memory mapping with no file or device backing it) by
using mmap.
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2. Mapping the shared object into this region.

3. Using a combination of the libc versions of dlopen(), dlsym(), mprotect() and dlclose() to resolve the new shared
object’s symbols and perform any relocations.

In reviewing the current literature, Alien Labs’ ‘Hunting for Linux library injection with Osquery’ [11] describes how
searching for anonymous memory regions with RWX permissions can reveal signs of RO injection. An example of what
this may look like can be seen in Figure 24, whereby the RefectiveSOinjection tool has been used to reflectively load a
library into the process named ‘victim_process’.

Figure 24: An RWX anonymous memory region created by the ‘ReflectiveSOinjection’ tool.

However, by questioning what variables an attacker has control over we can start to envisage ways to circumvent such a
detection, for instance:

« If the process maps have been collected from /proc/<pid>/maps we know (from Part 1) user-mode functions used to
read this data can be hooked to supply false output. An attacker could use this technique hide their anonymous RWX
memory region.

* In addition, process mappings only reflect the current permissions. There is nothing stopping an attacker initially
creating an RWX mapping using mmap() and then subsequently removing the Writable permission using mprotect().

So, to build upon this we could instead look to trigger on the initial allocation itself, rather than the current permission state
of an anonymous memory region. To do this we can utilize Kprobes [16] to target the underlying kernel function for
mmap(). This way, not only is the detection produced in real time, but it also unaffected by user-mode hooking since the
probe is placed by the F-Trace subsystem on a kernel function.

The /proc/kallsyms file is created when the kernel boots up. It contains a list of symbols exported by the kernel and the
corresponding addresses. Unfortunately, mmap() isn’t present. So we must first analyse the underlying kernel source to
identify an alternative symbol to target. Figure 25 shows the routine for mmap() — notice it invokes the function
‘ksys_mmap_pgoft’.

asmlinkage unsi
149 SYS_mmap unsi gned

unsigned long len, int prot, int flags, int fd, long off

offset_in_page(off <]
r EINVAL ;

addr = ksys_mmap_pgoff(addr, len, prot, flags, fd, off >> PAGE_SHIFT);

IS_ERR((void *) addr
force successful syscall return
n addr;

Figure 25: Sys_mmap function in Linux kernel source [25].

If we analyse the ‘ksys mmap_pgoff” function located in ‘/mm/mmap.c’ (Figure 26) we can see it makes use of the same
arguments as ‘sys_mmap’. It is also exported by the kernel since it appears in the /proc/kallsyms file. Using this we start to
construct our Kprobe.
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unsigned long ksys_mmap_pgoff(unsigned long addr, unsigned long len,
unsigned long prot, unsigned long flags,
unsigned long fd, unsigned long pgoff)

Figure 26.: Kysys_mmap_pgoff function parameters [26].

Knowing the function prototype identifies the registers (x64) or stack values (x86) that can be collected to extract the
function parameters. In this case we are particularly interested in the ‘prot’ and ‘flags’ parameters that are used to set the
permissions and memory type, respectively. Under x86_x64 ‘prot’ would be stored in the ‘dx’ register and ‘flags’ in the ‘cx’
register. Both parameters represent bit fields that are OR’d together to determine combined types. Figures 27 and 28 show
the available flags.

Figure 27: Memory protection flags.

C mman-linuxh X

Figure 28: Memory type flags.

For the ‘prot’ parameter, performing a logical OR using the MAP_PRIVATE and MAP_ANONYMOUS flags outputs the
value ‘0x22’. For the ‘flags’ parameter, PROT_READ, PROT_WRITE, PROT_EXEC outputs the value ‘0x7’. Using these
values we can create a Kprobe with a filter that only outputs results for allocations in private anonymous memory with
RWX permissions, as seen in Figure 29.

./kprobe 'p:ksys_mmap_pgoff addr=Rdi:x32 len=%si:x32 prot=N¥dx:x32 flags=Kcx:x32 fd=%rB:x32

off=%r9:x32" "flags==0x2255prot==ax7"

Figure 29: Kprobe for ksys_mmap_pgolff.

When tested against the ‘RefectiveSOinjection’ tool it successfully identifies the creation of the RWX private anonymous
mapping in ‘victim_process’ (Figure 30).

Figure 30: Kprobe telemetry for ksys_mmap_pgoff-

However, not all processes adhere to the same rules and may create legitimate instances of private anonymous memory
regions with RWX permissions (python processes are a good example of this). Taking this a step further, we can then look
inside the memory region. This is possible since the scanning is much more targeted at this stage and isn’t subject to the
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same performance overhead of full process memory scans. By looking for the existence of ELF magic bytes we are able to
determine if a shared object has been injected. Figure 31 represents telemetry produced after running ELFieScanner against
the ‘victim_process’; it shows that ELF executable header magic bytes have been identified 1,024 bytes from the start of
the anonymous RWX memory region.

" anonymous_memory_mappings”:

“end_addr®: 1

Figure 31: RWX memory region scan result.

HIDING SIGNS OF SO INJECTION

It is common for attackers to attempt to hide their presence on the host so as to not raise suspicion. However, this behaviour is
usually a clear sign of malevolence and can form part of a good detection strategy. One way to spot if a shared object has been
hidden is to correlate different enumeration methods. ELFieScanner uses three methods to detect loaded shared objects:

1. Reading the /proc/<pid>/maps file for each process.
2. Enumerating the /ink_map linked list (see Part 1 for how this is achieved).
3. Collecting all the DT NEEDED entries from the .dynamic section.

Both the linked link_map and /proc/<pid>/maps specify the loaded base addresses and names of every module that has
been loaded by the runtime linker; as a result, these should match. DT _NEEDED entries contain only the names of shared
objects to load, not the base addresses; they should be present in both the link_map and /proc/<pid>/maps, but unlike them
they are non-exhaustive lists because each shared object may have its own dependencies that need to be loaded in addition
to itself. To determine if a shared object has been hidden ELFieScanner looks for:

+ Shared objects that only appear in either the link_map or proc/<pid>/maps but not both.
* DT NEEDED entries that don’t appear in either the link_map or proc/<pid>/maps.

Figure 32 shows the resultant telemetry produced when scanning a process that has attempted to hide one of its shared
objects from the /proc/<pid>/maps file system (in_proc_maps_list = false). In addition, notice the shared object is not
backed by a file on disk (disk_backed = false). Attackers can often delete shared objects once loaded as another way to
hide. Fortunately, from a detection standpoint this is uncommon to see and serves as a good indicator of foul play.

Figure 32: Libcallback.so hidden from two enumeration methods.
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