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ABSTRACT
Following the disclosure of vulnerabilities within WinRAR, a concerning trend has emerged wherein multiple Advanced 
Persistent Threat (APT) groups and malicious actors have leveraged these weaknesses to launch targeted attacks on critical 
sectors spanning various nations. This paper delves into the exploitation of a specific WinRAR vulnerability, 
CVE‑2023‑38831, offering insights into the vulnerability and the tactics employed by threat actors who disseminate 
malicious ZIP archives through phishing campaigns.
Focusing on a notable case study involving the SideCopy APT, this paper explores the intricacies of how WinRAR is 
weaponized to compromise the security of entities in India. The examination includes a detailed dissection of payloads 
such as AllaKore RAT, DRat, Key RAT, Double Action and Ares RAT, strategically deployed in a sophisticated 
multi‑platform attack campaign featuring diverse decoys and a consistent naming convention. Furthermore, we shed light 
on the discovery of the infrastructure utilized by the SideCopy APT, revealing insights into the group’s modus operandi. 
Specific aspects of interest include the systematic reuse of IP addresses across multiple campaigns throughout the year, the 
utilization of various compromised domains as hosts for payloads, and the identification of shared code with the parent 
APT group Transparent Tribe (APT36).

INTRODUCTION
A previously unknown zero-day vulnerability in one of the most popular file compression programs, WinRAR, has been 
exploited by various threat groups since April 2023. Threat actors crafted ZIP archives containing malicious programs and 
spread them through phishing campaigns. When these archive files are opened, exploitation of the WinRAR vulnerability 
takes place, thereby executing the malicious payloads quietly in the background. Meanwhile, a lure document is popped on 
the screen to distract and convince the victim that the file is benign.
This vulnerability was assigned the ID CVE-2023-38831 in August 2023 (RARLabs released a fixed version), and allows 
attackers to execute arbitrary code if the WinRAR version is below 6.23, and when a ZIP archive includes any clean file 
(typically a bait) and a folder with the same name as that of the clean file. A malicious binary or a script is present in the 
folder and is executed when a user tries to access the clean file.
According to Google Threat Analysis Group, ‘CVE-2023-38831 is a logical vulnerability within WinRAR causing extraneous 
temporary file expansion when processing crafted archives, combined with a quirk in the implementation of Windows’ 
ShellExecute when attempting to open a file with an extension containing spaces. The vulnerability allows attackers to execute 
arbitrary code when a user attempts to view a benign file (such as an ordinary PNG file) within a ZIP archive.’
We will be looking at a detailed case study to understand the exploitation of this vulnerability by an APT group targeting 
India, and the overlapping strategies with other similar groups. Before that, we will provide an overview of how APTs have 
weaponized the vulnerability and the current Indian threat landscape.

WEAPONIZATION BY APTS
According to Group-IB, exploitation of the vulnerability in the wild started in April 2023, in a campaign that deployed 
GuLoader. The vulnerability was patched by RARLabs in August 2023, but before that multiple APT groups – such as 
DarkCasino, SturgeonPhisher, UAC-0099, APT40 and GhostWriter – weaponized it to target various industries across the 
globe using CMD, LNK and BAT extensions.

Figure 1: Weaponization timeline.

The CVE ID was assigned by NVD in August 2023, and exploitation increased between September and November. In 
September 2023, Russian-linked groups APT28, APT29 and Sandworm targeted Ukraine and other European nations, 
deploying malware including IRONJAW and Rhadamanthys against government embassies, diplomats, and the energy and 
aerospace sectors. The North Korean-linked Konni APT was also seen exploiting the vulnerability, targeting the 
cryptocurrency industry, and in a separate case Agent Tesla malware was also observed.
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In October 2023, various unknown threat actors deployed trojans in EXE form, such as Smoke Loader, Bumblebee, 
Remcos RAT and Mythic-based Athena agent. The DarkPink APT was observed to be targeting Vietnamese and Malaysian 
governments with the TelePowerBot malware. Pakistan-linked group SideCopy also hopped onboard with this exploit to 
target Indian government and defence entities, which we will look at in depth in this paper.
APT28 continued its campaigns against European targets in October and November, and a new group, named Mysterious 
Werewolf, targeted Russian industrial facilities in November. Attacks have continued in 2024, where payloads such as 
DiscordTokenStealer and Warzone RAT have been seen. In the first two months of 2024, India-linked SideWinder used 
ministry-themed lures to target Pakistan. In March, Russia was targeted in another Mysterious Werewolf campaign with 
RingSpy, and a new group emerged, named PhantomCore. Finally, in April 2024, researchers found Gamardeon and 
UAC-0149 targeting Ukraine.

THE INDIAN THREAT LANDSCAPE
SideCopy is a Pakistan-linked APT group that has been targeting South Asian countries – primarily the Indian defence and 
government entities – since 2019. Monthly attack campaigns have been observed since last year with Double Action RAT, 
Feta RAT, and PowerShell remote execution. The group’s arsenal includes Action RAT, AllaKore RAT, Reverse RAT, 
Margulas RAT and more.
SideCopy is associated as a sub-division of another APT, known as Transparent Tribe (APT36), which has persistently 
targeted the Indian military and continues to target university students aggressively. It is believed that the motive for 
targeting the education sector is to share student data, possibly with terrorist organizations for recruitment. APT36 has 
recently updated its Linux malware arsenal with Poseidon and other utilities. Active since 2013, it has continuously used 
payloads such as Crimson RAT, Capra RAT, Eliza RAT and Oblique RAT in its campaigns.
Pakistani agents linked to both these groups have used honey traps to lure defence personnel, having an immense impact 
and creating damage by stealing confidential intel in this form of cyber espionage. We introduce these groups to show our 
findings that connect them. India is one of the most targeted countries in the cyber threat landscape, where new 
spear‑phishing campaigns such as Operation RusticWeb and FlightNight have emerged with TTPs similar to both APTs. 
We have observed an increase in the sale of access to Indian entities by initial access brokers in underground forums, 
high-profile ransomware attacks, and more than 2,900 disruptive attacks such as DDoS, website defacement and database 
leaks by 85+ Telegram hacktivist groups in the first quarter of 2024.
Threat actors have begun moving from well-known compiled languages to newer ones like Golang, Rust and Nim. This 
provides cross-compatibility and makes detection difficult. At the same time, various ransomware (RaaS) operators have 
migrated from Golang to Rust as it provides high-performance encryption and evasion speed while ensuring memory safety.

SIDECOPY CASE STUDY

Campaign 1
The first campaign was discovered in October 2023, exploiting WinRAR vulnerability CVE-2023-38831 via spear-phishing, 
which downloads malicious archive files. Opening the archive reveals a PDF and a folder with the same name. The folder 
contains a file with whitespace character in its name, ‘Achievements_of_DMA.pdf .exe’. Various executable extensions such 
as CMD, LNK, BAT, PIF and COM may be used in place of EXE. Opening the PDF will trigger the vulnerability, where both 
the PDF and the file inside the folder get extracted into the TEMP directory due to the way the filename is matched.

Figure 2: Archives used for WinRAR exploitation.
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Before execution, it will parse both the files side-by-side, as they start with the same name. Instead of generating an 
exception due to the whitespace, it will remove the enclosed quotes of the path. The Windows ShellExecuteExW() API gets 
invoked with the absolute location, quietly launching the payload inside the folder along with the bait. The decoy PDF is 
related to an organization called the All India Association of Non-Gazetted Officers (AIANGOs), and mentions a peaceful 
protest programme to the Indian Ministry of Defence. Headquartered in Mumbai, AIANGOs was recognized by GOI, MoD 
in 2000 under CCS(RSA) Rule 1993 and affiliated to CDRA, as mentioned on its X (Twitter) page.

Figure 3: Decoy used in WinRAR exploitation.

The payload present in the folder is an open-source remote agent called AllaKore RAT, which has the functionality to steal 
system information, carry out keylogging, take screenshots, upload and download files, and use remote access of the victim 
machine to send commands and upload stolen data to the C2. Connections have been made with the C2 utilized and 
previous campaigns, as described below:

Figure 4: Infection chain (1) with IP sharing between domains and C2.



ARMING WINRAR: A DEEP DIVE INTO APTS EXPLOITING WINRAR’S 0-DAY VULNERABILITY...  PRAKKI

5VIRUS BULLETIN CONFERENCE OCTOBER 2024

•	 An attack chain of SideCopy is observed with the lure document ‘DocScanner-Oct’, referring to the Saudi delegation 
of the Ministry of Defence. The same decoy was observed to be used by SideCopy and APT36 in campaigns in April 
and May 2023, respectively.

•	 The compromised domain in this chain, ‘rockwellroyalhomes[.]com’, resolves to the IP 103.76.213[.]95, which is the 
same IP as was used (with the domain ‘isometricsindia[.]co.in’) in an August 2023 campaign with the theme 
‘US vs. China trade war’.

•	 The final payload, DRat, connects with the same IP for C2 communication as used with AllaKore RAT 
(38.242.149[.]89).

•	 A similar phishing URL is found on the ‘rockwellroyalhomes’ domain, named similarly ‘DocScanner_AUG_2023.zip’. 
This leads to an Ares RAT sample, connecting to a C2 with IP 38.242.220[.]166:9012, where the decoy points to 
India’s Ministry of Defence again regarding the ‘Parliament Matter’. Detailed explanation of this chain will be given 
later in the paper.

Figure 5: Decoy used with Ares RAT.

The phishing URL points to rockwellroyalhomes[.]com, a compromised domain:

•	 hxxps://www.rockwellroyalhomes.com/js/FL/DocScanner-Oct.zip

This contains a malicious shortcut file in a double extension format, ‘DocScanner-Oct.zip․pdf.lnk’, which triggers a remote 
HTA file:

C:\Windows\System32\mshta.exe hxxps://www.rockwellroyalhomes.com/js/content/ & mshta.exe

This contains embedded files that are Base64 encoded; they are decoy PDF, DLL and EXE. It first checks the .NET version 
running and instead of using the variables directly, this time they are Base64 encoded and decoded later during execution, 
getting the same names, as shown in Figure 6.

It also retrieves the anti-virus installed using the query ‘Select * From AntiVirusProduct’ and then decodes and deserializes 
the Base64-encoded .NET module. After creating an instance for ‘DraftingPad’, it invokes the ‘OpenAll’ method, which 
runs the DLL in the memory of the MSHTA process. The embedded decoy files are sent as an argument for it, along with 
the anti-virus details.
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Figure 6: HTA process flow.

Figure 7: Process flow of in-memory DLL.

Based on the anti-virus installed, it drops both the decoy and the EXE as well as creating registry Run keys to maintain 
persistence for the EXE. Later, it opens the decoy and executes the final payload, which is DRat, a new .NET-based remote 
access trojan named from the PDB path.
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d:\Projects\C#\D-Rat\DRat Client\Tenure\obj\Release\MSEclipse.pdb

It supports 13 commands for C2 communication, which can be found in the Appendix.

Campaign 2

Another similar SideCopy campaign has been identified, where the phishing link downloads an archive file named 
‘Homosexuality – Indian Armed Forces’. The decoy document is related to NSRO and is called ‘ACR.pdf’ or ‘ACR_ICR_
ECR_Form_for_Endorsement_New_Policy.pdf’.

Figure 8: Decoy PDF.

Interestingly, we found that the same decoy PDF is utilized by the Linux variant of Ares RAT, which was first seen on 
VirusTotal in the last week of August 2023. Both the compromised domains used resolve to the same IP address, as shown 
in Figure 9. The domains used in the April (‘ssynergy[.]in’) and May (‘elfinindia[.]com’) campaigns also point to the same 
IP. Moreover, the archive files hosted on different domains have the same name once again.
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Figure 9: Infection chain (2) with the same IP.

Following the same infection as for Windows, where the first HTA opens the decoy by loading the DLL (preBotHta), it later 
beacons to the same domain and downloads second-stage HTA. Depending on the anti-virus present – SEQRITE, Quick Heal, 
Kaspersky, Avast, Avira, Bitdefender and Windows Defender – it executes the final DLL payload, which is Action RAT.

Figure 10: DLL preBotHta run in memory.
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Here, legitimate Windows apps like Credential wizard (credwiz.exe) or EFS REKEY wizard (rekeywiz.exe) are copied 
beside the target to sideload the DLL. Persistence is maintained via the Startup (or) Run registry key to load the payload on 
every system reboot. Its functionality includes executing commands from the C2, downloading and executing additional 
payloads, uploading files/folders to the C2 and sending system information.
In some cases, another HTA file is dropped, which runs a .NET-based RAT in the memory. The file is known as Feta RAT 
and all of its 18 commands can be found in the Appendix. At the same time, an additional third-stage HTA file named 
‘Auto_tcp.hta’ is found to be sent from the C2, which gets executed via PowerShell to drop the Double Action RAT.

Figure 11: Action RAT.

Figure 12: Double Action RAT.

This second Delphi-based Action RAT is double the size and has an export function that points to data exfiltration 
capabilities. It enumerates all folders/files present in the Desktop, Documents and Download directories. Executable and 
script files (HTA, BAT, JS, HTML) are ignored, whereas the file path of all documents, images and archives (DOC, TXT, 
PDF, PNG, JPG, ZIP, RAR) are saved into the TEMP directory. These are exfiltrated to the C2 along with their timestamps 
based on the file type.

Campaign 3
The third campaign was observed by us during the same month, targeting both Windows and Linux platforms 
simultaneously. A new payload for Windows, named Key RAT, is deployed in this case along with Ares RAT.

Figure 13: Infection chain (3) with the same domain.
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The phishing archive files are named the same: ‘DMA_Monthly_Update_minutes_of_Meeting-reg.zip’. In this case, both 
are linked to the same domain, ‘futureuniform[.]ca’, unlike the first two campaigns, and the final Linux payload is fetched 
from a completely different domain.

Figure 14: Reuse of decoy.

Connection 1
In the second infection chain, another archive file with the same name, ‘Homosexuality – Indian Armed Forces.zip’, is 
seen, which contains an ELF file. It is spread using a domain named ‘occoman[.]com’, resolving to the same IP address as 
sunfireglobal[.]in, showing the sharing of IPs between compromised domains.

Figure 15: Content of both the archives.

Different file names for this Golang-based Linux malware that masquerades as a PDF were found as follows:
•	 Homosexuality – Indian Armed Forces ․pdf (2023-10-24)
•	 Unit Training Program ․pdf (2023-09-20)
•	 Social Media Usage ․pptx (2023-08-30)
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Utilizing the GoReSym plugin with IDA we can extract function metadata as the binary is stripped. The process flow is the 
same as the first stage seen in the case of the Poseidon agent used by APT36 (observed by Uptycs and Zscaler), having the 
exact target location, though this stage is not compiled using PyInstaller:

•	 Create a crontab to maintain persistence through system reboot under the current username.

•	 Download the decoy to the target directory ‘/.local/share’ and open it.

•	 Download the Ares agent as ‘/.local/share/updates’ and execute it.

Figure 16: Process flow of stage-1 targeting Linux.

After extracting the contents of the final PyInstaller payload, two Python-compiled files of our interest (agent.pyc and 
config.pyc) are retrieved. Decompiling and examining them leads to an open-source Python RAT called Ares. The URL 
format used to ping the server is: ‘hxxps://(host)/api/(uid)/hello’ and it includes the platform, hostname and username of 
the victim machine along with it. It supports 13 commands for C2 communication, which can be found in the Appendix.

Figure 17: Config file.

No major changes were observed in the agent apart from changing the name from ares to gedit, and the server used by the 
agent is present in the config file: 161.97.151[.]200:7015. Both the agent and config scripts include the name ‘lee’, pointing 
to the same agent as referred by Lumen. Figure 18 shows the agent script.

This payload is named ‘bossupdate’, a similar naming convention to that seen with Poseidon and other utilities of APT36, 
starting with the ‘boss’ prefix. APT36 is aiming for the operating system BOSS, developed in India for government entities, 
and is constantly expanding its Linux arsenal. Back in 2021, SideCopy was linked to the same RAT by QiAnXin’s Red 
Raindrop Team and later a forked version called BackNet by Telsy.
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Figure 18: Agent script.

Campaign 4
In March and April 2024, three similar SideCopy infection chains were observed using compromised domains to host 
payloads. Instead of side-loading the Action RAT or dropping DRat/KeyRAT, two custom variants of AllaKore RATs are 
deployed as the final payload.

Figure 19: Infection chain (4).

The attack chain is similar, leading to execution of two AllaKore RATs, which are connected with the same IP but different 
port numbers for C2 communication. The compromised domains also resolve to the same IPs as used in previous 
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campaigns. The final DLLs are not side loaded but completely legitimate and old files. The following is a list of encrypted 
strings used for C2 communication and other utilities:

Encrypted Decrypted

7oYGAVUv7QVqOT0iUNI SocketMain

7oYBFJGQ OK

7o4AfMyIMmN Info

7ooG0ewSx5K PING

7ooGyOueQVE PONG

7oYCkQ4hb550 Close

7oIBPsa66QyecyD NOSenha

7oIDcXX6y8njAD Folder

7oIDaDhgXCBA Files

7ooD/IcBeHXEooEVVuH4BB DownloadFile

7o4H11u36Kir3n4M4NM UploadFile

Sx+WZ+QNgX+TgltTwOyU4D Unknown (Windows)

QxI/Ngbex4qIoVZBMB Windows Vista

QxI/Ngbex46Q Windows 7

QxI/Ngbex4aRKA Windows 10

QxI/Ngbex4KTxLImkWK Windows 8.1/10

Initially, the RAT sends and receives PING-PONG commands, keeping the connection alive. The two RAT payloads run 
together, complementing each other, as seen in the network traffic in Figures 20 and 21.

Figure 20: Network traffic for port 9828.

Figure 21: Network traffic for port 6663.

Various file operations have been incorporated, including create, delete, execute, copy, move, rename, zip and upload, 
which are part of the AllaKore agent. Two decoy files have been observed, where one was used in previous campaigns in 
February-March 2023.
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Figure 22: Decoy (1).

The date in the document, 21 December 2022, has been removed, and the bait’s name has been changed to indicate March 
2024 – ‘Grant_of_Risk_and_HardShip_Allowances_Mar_24.pdf’. As the name suggests, this is an advisory from 2022 on 
allowance grants to Army officers under India’s Ministry of Defence. This is used in two of the three campaigns.

Figure 23: Decoy (2).
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The second decoy is related to the same allowance category and mentions payment in arrears. This is another old document 
used previously, dated 19 January 2023. The graph in Figure 24 depicts telemetry hits observed for all three SideCopy 
campaigns related to AllaKore RAT. The first two campaigns indicate a spike twice in March, whereas the third campaign 
is observed during the second week of April.

Figure 24: SideCopy campaign hits.

APT36 (Transparent Tribe)
Multiple Crimson RAT samples of APT36 are seen regularly on VirusTotal with detections of more than 50. In our threat 
hunting, we found new samples with very few detections (7/69). Analysing the infection chain, we discovered that samples 
are not embedded directly into maldocs but are in Base64-archived form. We will not go deeper into the analysis, but 
additional functions were found in VBA macros.

Figure 25: Infection chain of APT36.

The final RAT payloads contain the same functionality with 22 commands for C2 communication, listed in the Appendix. 
As seen in BinDiff, similarity with previous samples is always more than 75%. Changes in the order of the commands 
interpreted by the RAT were only found with numerical addition or splitting the command in two.
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Figure 26: Comparing similarity between Crimson RAT variants.

The maldoc named ‘Imp message from dgms’, found in April 2024, refers to ‘DGMS’, which stands for India’s Directorate 
General of Mines Safety. The decoy document contains various points relating to land and urban policies associated with 
military or defence, showing targeting of the Indian Government.

Figure 27: DGMS decoy.

A keylogger variant of Crimson was also found during these events. Additionally, two new samples were found, which 
were obfuscated with Eziriz’s .NET Reactor. APT36 has used different packers and obfuscators including ConfuserEx, 
Crypto Obfuscator and Eazfuscator in the past. The obfuscated version contains the same 40 commands as first documented 
by Proofpoint in 2016. In this case the C2 is juichangchi[.]online, trying to connect with four ports: 909, 67, 65, 121.

Connection 2
Based on the C2 domain used by APT36, we pivot to see passive DNS replications of the domain using Validin. The C2 for 
the above two packed samples resolved to different IPs, 176.107.182[.]55 and 162.245.191[.]214. The timeline in Figure 28 
shows when they went live.
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Figure 28: Timeline for C2 domains of APT36.

This also leads us to two additional IP addresses: 155.94.209[.]4 and 162.255.119[.]207. The first one is communicating 
with a payload that has detections of only 7/73 on VirusTotal, whereas the second is not associated with new malware. The 
payload seems to be another packed with .NET Reactor with a compile timestamp of 2039-02-24, but which is small 
(6.55 MB) compared to the Crimson RAT payloads.

Figure 29: Deobfuscated AllaKore RAT.

After deobfuscation, we see C2 commands that are similar to SideCopy’s Delphi-based AllaKore RAT. Only this time it is a 
.NET variant with five commands: LIST_DRIVES, LIST_FILES, UPLOAD_FILE, PING-PONG and getinfo. Persistence 
is set in two ways, via the Run registry key or through the startup directory. Overlap of code use was found earlier in 
SideCopy’s Linux-based stager payload of Ares RAT and that of APT36’s Linux-based Python stager for Poseidon agent. 
Here, we again observe code similarity in a different form altogether, with SideCopy’s Delphi-based AllaKore RAT and 
APT36’s .NET-based AllaKore RAT.

INFRASTRUCTURE AND ATTRIBUTION
All the C2 servers are registered in Germany to Contabo GmbH, which is commonly used by both the Pakistan-linked 
APTs. One server of Ares that is linked with multiple baits is running pfsense firewall on port 9012 for C2 communication 
– 38.242.220[.]166.
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IP Host Payload

38.242.149[.]89 vmi1433024.contaboserver.net AllaKore RAT and DRat
207.180.192[.]77 vmi747785.contaboserver.net Key RAT
38.242.220[.]166 vmi1390334.contaboserver.net Ares RAT
161.97.151[.]220 vmi1370228.contaboserver.net Ares RAT
164.68.102[.]44 vmi1701584.contaboserver.net AllaKore RAT
213.136.94[.]11 vmi1761221.contaboserver.net AllaKore RAT
144.126.143[.]138 vmi1264250.contaboserver.net Action RAT
209.126.7[.]8 vmi1293957.contaboserver.net Action RAT

All the compromised domains used by SideCopy since last year resolve to the same IP addresses used in multiple 
campaigns, as seen with the passive DNS replication. All of them are registered either in India or the US, according to 
WHOIS details.

IP Domain Campaign

103.76.213[.]95
rockwellroyalhomes[.]com October 2023
isometricsindia[.]co.in August 2023

162.241.85[.]104

ssynergy[.]in April 2023
elfinindia[.]com May 2023
occoman[.]com August 2023
sunfireglobal[.]in October 2023
masterrealtors[.]in November 2023
smokeworld[.]in March 2024

151.106.97[.]183

ivinfotech[.]com 
inniaromas[.]com November 2023

revivelife[.]in March 2024
vparking[.]online April 2024

A few commonly linked PDB paths were seen occasionally, but most of the payloads are stripped of this data. We have 
seen the reuse of machine IDs associated with many shortcut files as well as newer ones. These can be used for threat 
hunting to find new campaigns:

desktop-osi6rre desktop-j6llo2k desktop-g4b6mh4 desktop-ey8nc5b
desktop-g1i8n3f desktop-bdeb1nb desktop-87p7en5

Based on the attack chain, selection of target, baits used and infrastructure, these campaigns are attributed to SideCopy 
with high confidence. Recently, SideCopy has been observed to utilize MSI packages to deploy its in-house developed 
Reverse RAT payloads (commands listed in the Appendix).

CONCLUSION
The simple and highly effective exploitation of the WinRAR vulnerability CVE-2023-38831 has attracted multiple APT 
groups and malware that weaponize it. Despite having been patched, usage of this vulnerability has been found in the wild 
recently and it is advisable to update WinRAR to the latest version.
With regard to our case study, persistent targeting of the Indian government and defence entities by Pakistan-linked APT 
groups has continued, and new operations have emerged using similar threats. Expanding its arsenal with zero-day 
vulnerabilities and multi-platform infection, SideCopy constantly upgrades its malware and deploys multiple payloads 
simultaneously. Its parent group, APT36, is expanding its Linux arsenal, and sharing of code is observed between the 
groups multiple times, reconfirming the relationship between them. We have observed telemetry hits for these APTs in 
multiple Indian cities, showing an uptick in activity coinciding with geopolitical and national events such as the 
Israel‑Hamas war, Independence and Republic Day, Ayodhya Ram Mandir Inauguration, the G20 Summit, and the recent 
Indian general elections.
As the threat landscape shifts frequently to include new infection vectors that evade detection, necessary precautions must 
be taken to stay protected from such advanced persistent threats amidst the increasing cybercrime.
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APPENDIX

Ares RAT

No Command Functionality

1 upload Upload a local file to the server

2 download Download a file via HTTP(s)

3 zip Create a zip archive of a file or folder

4 cd Change the current directory

5 screenshot Take a screenshot and upload it to the server

6 python Run a Python command or a Python file

7 persist Install the agent via AutoStart directory

8 clean Uninstall the agent

9 exit Kill the agent

10 crack Remove persistence and kill the agent

11 listall List file directory and upload it to the server

12 help Display the help

13 <command> Execute a shell command and return the output 

Crimson RAT

No Command Functionality

1 procl / getavs Get a list of all processes

2 endpo Kill process based on PID

3 scrsz Set screen size to capture

4 cscreen Get screenshot

5 dirs Get all disk drives

6 stops Stop screen capture

7 filsz Get file information (name, creation time, size)

8 dowf Download the file from C2

9 cnls Stop uploading, downloading and screen capture

10 scren Get screenshots continuously

11 thumb Get a thumbnail of the image as GIF with size ‘of 200x150.’

12 putsrt Set persistence via Run registry key

13 udlt Download & execute file from C2 with name ‘vdhairtn’

14 delt Delete file

15 file Exfiltrate the file to C2

16 info Get machine info (computer name, username, IP, OS name, etc.)

17 runf Execute command

18 afile Exfiltrate file to C2 with additional information

19 listf Search files based on extension

20 dowr Download file from C2 (no execution)

21 fles Get the list of files in a directory

22 fldr Get the list of folders in a directory
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DRat

No Decoded Command Functionality

1 getInformitica Send system info – user & OS name, timestamp, start-up path

2 sup Send a ‘supconfirm’ message to start receiving commands

3 close Send a ‘closure’ message to close the connection and exit

4 Kaamindina Check running status

5 del Delete specific directory (or) file and send confirmation

6 enterPath Enter a specific directory and send attributes for each file & sub-folder

7 backPath Send the current working directory

8 driveList
Fetch disk info and DeviceID using:
‘SELECT * FROM Win32_LogicalDisk WHERE DriveType = 3’

9 fdl Upload file attributes

10 fdIConfirm Upload file

11 fup Download file

12 fupexec Download and execute (1)

13 supexec Download and execute (2)

Feta RAT

No Command Functionality

1 getinfo Get local IP address, machine name, username, and Windows version

2 dc Reconnect to C2

3 lsdrives Get logical drives

4 lsfiles Get a list of directories and files

5 dlfile Upload a file

6 exfile Execute payload

7 upfile Download payload in AppData directory as ‘Song.wav’

8 dtfile Delete file

9 rmfile Move file location

10 procview Get a list of running processes

11 scrnshot Get a screenshot

12 cmd Execute a command with ‘cmd /C’

13 control

Shutdown controls:
0 – Force shutdown without warning
1 – Reboot
2 – Sign-out

14 sysinfo Get BIOS, CPU & GPU name, LAN, MAC address, mainboard, RAM details

15 msgbox (Incomplete but looks like it might display a message based on switch case)

16 screenspy Get screen capture

17 stopscreenspy Stop screen capture

18 play Play an audio file
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Reverse RAT 3.0

No Command Functionality

1 run Execute a file

2 list List files or directories of a path

3 pkill Kill a running process

4 close Close the connection with the C2

5 rename Rename a file

6 screen Take a screenshot

7 upload Upload a file to C2

8 delete Delete a file

9 reglist List all registry keys and their values

10 process List all running processes

11 programs List all installed programs

12 download Download a file from C2

13 creatdir Create a new directory

14 shellexec Execute a command or open a file using cmd.exe

15 regnewkey Create a new registry key

16 clipboard Retrieve the clipboard content

17 regdelkey Delete a registry key

18 downloadexe Download and execute a file

19 clipboardset Set the clipboard content


