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EDITORIAL

kt Thestigmawhich
isseemingly associ-
atedwithvirus
infection hasno
placein a healthy
computingculture??

Hype-Powered Reporting

Theresidentsof Suffolk will doubtlesshaveenjoyed adelightful senseof security followingthis
month’ sfurore over thevirus outbreak at theSizewell B nuclear power station. Imaginelivinginthe
shadow of thismicro-processor controlled behemoth, only to discover that itsvery mindisriddled
with computer viruses. Could such an event lead to alow-level format of East Anglia?

Thepublic’ sperception of computer virusesissketchy at best. When thisiscombined with ageneral
fear of all thingsnuclear, the possibilitiesfor agood story are endless. However, theimportant
questioniswhether therewas areal risk to safety. In thiscase, the answer isdefinitely no. So why
has Nuclear Electricbeen castigated over atypical outbreak of atypical virus? Theanswer liesinthe
highly emotivenature of theissuesinvolved (nobody actually explained why aviruson an office PC
wasworthy of national coverage) and inthe public fascinationwith thevarious elementsof which
the story was made up.

Themachinesin question at Sizewell werenot in any way responsiblefor the safety of theplant, its
workersor the public. For such machines, thetype of precautionstaken were adequate: companies
likeNuclear Electricdo not use PCsfor safety-critical functions. Theimportant parts of theSi zewell
system are armed to the teeth with backup systems, hardware overrides, saf ety tripsand thelike.
Should Nuclear Electrichavetoinstall theelectronic equival ent of prowling Dobermans, barbed
wirefencesand armed security guardsto defend their non-critical systemsin order to makethe
publicfeel safer? Onewould certainly hopenot.

There should be no corporate stigmain acoupl e of machinesbecoming infected with acomputer
virus. If infected mediawere shipped out of acompany, or livesendangered, the public would havea
right toknow. However, thefact that ahandful of machines happen to beinfected with the Y ankee
virusishardly anational security issue. Inthe case of Sizewell’ sY ankee outbreak, theviruswas
discovered shortly after the machine had becomeinfected - had the virus existed on the network for
several monthswithout detection, itispossiblethat the concern displayed might have beenjustified.

A littlelearning can be adangerousthing. Although everyoneisaware of thefact that computer
viruses can spread from one PC to another, the popul ar misconception persiststhat viruses canjump
platforms, with mainframesbecoming infected by their lessresilient cousins, the PCs. Thisisnot the
case, nor isit likely to become so.

Theentire Sizewell virusoutbreak has served asareminder of thelimitationsof theIBM PC: itis
not, and wasnever designed to provide, asecureworking environment. For those applicationswhich
needto runwithavery high degreeof reliability, itisnot the appropriate machine. The more security
isadded to acomputer, theless usableit becomes - afact whichisparticularly truefor the DOS-
based IBM PC. If misleading press coverageleadsto the devel opment of asecurity-paranoid culture,
theresult will belessefficient use of computers, making the end product more expensiveto produce,
beit sausages or nuclear power.

Theentirecomputer virusissueissomething which desperatel y needsgood mediacoverage, based
upon fact. Public humiliation of companieswhose machinesbecomeinfected does nothing but harm.
Thehysterical ‘ virusesinvading our computers’ styleof reporting hasplanted seedsof distrustin
computing whichwill grow to block out new and possibly useful thoughtsand ideas.

Thestigmawhichisseemingly associated with virusinfection hasno placein ahealthy computing
culture. If thewave of negative publicity generated by theS zewell virus‘ calamity’ preventscompa-
niescoming forward and discussing thetrue scale of thevirus problem, the price of using * sensation-
alistic’ journalism will have been ahigh one. The virusissue should not be swept under the carpetin
the hopethat it will go away. If the PC virus problem isnot publicised in theright way, it will get
worse - and the entire suppurating masswill haveto be removed piecemeal . By making companies
afraid of the brief sting of the antiseptic, the Pressisendangering theentirelimb.
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NEWS

Getting away with IT

November 25th saw thelaunch of anew jointinitiative
between the Metropolitan Police, IBM (UK) and PC Plus.
With the snappy catchphraseof ‘ Don’t let them get away
withIT’, the sponsorsof the venture hopeto makethejob of
thecomputer criminal muchmoredifficult.

The schemewas|aunched with amorning of presentationsat
IBM’ s South Bank offices. The speakersincluded Nick
Temple(Chief Executive, |IBM (UK)), DaveV eness(Deputy
Assistant Commissioner, Metropolitan Police Service),
Inspector John Austin (Computer Crime Unit), and Mark
Drew (alsofromIBM (UK)).

The campaignisdesigned to help theusershel p themsel ves
by protecting their own systems. Good computing practice
was strongly advocated, with the usual pleasfor regular
backups, thejudicious use of write-protect tabs on disks, and
the scanning of incoming disks. Thetask of educating the
user can sometimesbeadifficult one: just by following these
three simpl e steps, much of the damage caused by computer
virusescould beeliminated.

DavePullin,IBM’sSoftwareBusinessDirector, underlined
how to utilisethe best defence against computer viruses: the
backup. * Aswith so many thingsinlife, we often don’t
appreciatethevalueof datauntil itisgone,” cautioned Pullin
- astatement which anyonewho has had first hand experi-
enceof theMichelangelo viruswill know well.

However, theaimsof the schemesgo far beyond merevirus
prevention. Itishoped that all aspectsof computer crime can
becombatted by relatively simplemeasures, though such
preventative medicinehasprovendifficulttosell.

During the closing session, the most i nteresting point was
raised: that of resources. Itisno secret that computer crime
requiresmany resourcesfor itsinvestigations. WiththeCCU
consisting of only ahandful of overworked officers, would
the Metropolitan Policemakeany further resourcesavail -
abletoinvestigatecomputer crime?

Inreply, Inspector John Austin of theCCU said that it had
sufficient resourcesat thistime. However, when quizzed
after the press conference, headmitted that inanideal world,
moreresourceswould greatly help, and that theCCU had to
fight for itsbudget, just like other specialist unitsinNew
Scotland Yard. How high on Scotland Y ard’ slist of priori-
tiesiscomputer crime?

Thisworry, coupled with theimpendinglossof oneof the
CCU’ smost experienced officers, DC Noel Bonczoszek, isa
causefor concern. Thetransferral issimply part of standard
policestaff rotations. Although Bonczoszek will bereplaced
by anew officer, theloss of hisexpertisewill makethe
CCU’stough job even harder O

Virus Prevalence Table - October 1993
Virus Incidents (%) Reports
Form 18 36.7%
New Zealand Ii 5 10.2%
Spanish Telecom 5 10.2%
V-Sign 4 8.2%
Cascade 2 4.1%
Nolnt 2 4.1%
Parity Boot 2 4.1%
1575 1 2.0%
Brunswick 1 2.0%
Eddie 1 2.0%
Even Beeper 1 2.0%
Exebug-1 1 2.0%
Helloween 1 2.0%
Monkey 1 2.0%
Necropolis 1 2.0%
Tequila 1 2.0%
V2P6 1 2.0%
Vacsina 1 2.0%
Total 49 100.0%

ITSEC Revisited

Four and ahalf months after the first meeting onthegovern-
ment’ sI TSEC product eval uation scheme, discussion of how
best to certify anti-virussoftwarestill grindson.

The second meeting of theAnti-VirusWorking Groupwas
heldin London on November 3rd. Themain objectiveof this
groupistoforgecloser tiesbetween thegovernment and the
private sector, and the aim of the day wasagreement on
recordingviruspreval enceand statisticsgathering (thel east
controversial part of themaster plan).

Discussion raged for the better part of themorning asto the
best methodsfor recording and reportingincidencesof virus
outbreaks- it waseventually decided that anincident
recording form, adraft of which wastabled, would bean
effectiveway of achieving both. Many of those present
already had someform of incident logging system, and soit
wasfelt that the suggested system would not incur major
changesinthecurrent practice.

Delegatesall agreed that information on attacks should be
reported to the Central Computer and Tel ecommunications
Agency, and that victims should be encouraged to report the
incidentsto the Computer Crime Unitat New Scotland
Yard. The CCTA agreed to collate the datagathered, dueto
thecommercially sensitivenature of theinformationd

VIRUSBULLETIN ©1993 VirusBulletin Ltd, 21 The Quadrant, Abingdon, Oxfor dshire, 0X14 3Y S, England. Tel +44 (0)235 555139. /90/$0.00+2.50
No part of thispublication may bereproduced, storedin aretrieval system, or transmitted in any form without the prior written permission of the publishers.



4 VIRUS BULLETIN DECEMBER 1993

H H Screaming_Fist.696 696

Viruses In the Wild reamne ™

Inanew cooperativeeffort led by Symantec’ sJoe Wells, a ggg:giim Eg‘:gslz"oc:g

list of vi ruses_known to bt_a i n thewildisbeing compiled. Stoned.EmpireMonkey

Current contributorstothislist are Alan Solomon (S& S Stoned.June_4th Bloody!

Inter national), Dave Chess(IBM), EugeneK aspersky Stoned.Manitoba Manitoba

(KAMI), Fridrik Skulason (FriskInternational), Glenn ggg;‘g'mmf_mge'o thz; Ce*:f;

Jordan (Datawatch), Joe Well s(S/_mantec), Paul Ducklin _ Stoned. NOP

(CYR), Padgett Peterson, Roger Riordan (CYBEC), Vesselin Stoned.Standard.B New Zealand

Bontchev (University of Hamburg), Wolfgang Stiller (Stiller Stoned.Swedish_Disaster

Research), and Y uval Rakavi (BRM). Stardot.789 805
SVC.3103 SVC5.0

Rather than attempting to measurevirus prevalence, thelist Tequila

isdesigned to show exactly whichvirusesareactuall Tremmor

ISdesg y sally V-Sign Cansu, Sigdlit

spreading. In order for asample to be added to thislist, an VacsinaTP-05 RCE-1206

infectedfileor disk hasto bereceived and verified by one of VacsinaTP-16 RCE-1339

thememberscompiling statistics. Vienna 648.Reboot DOS-62
WXYC

Thefollowingisalist of virusesconfirmedto beinthewild, Yae Alameda

and should be of useto anyoneinterested in the epidemiol- ia”';eegoogl' e-;g'ji A Eggggg

H . ankeebDoodle. | P-44. -

0gy of computer viruses: Y ankeeDoodle. X PEH.4928 Micropox

CARO NAME ALIAS Yeke1076

Barrotes. A Barrotos . .

Butterfly Thefollowing viruseshave only been seen by one member of

Cascade.1701.A 1701 thecooperative:

Cascade.1704.A 1704

Cl;]angshash Cf;tfy CARONAME ALIAS

ChineseFi FishBoot

Dark_Avenger.1800.A Eddie 10_Pest_3.748

Dark_Avenger.2100.S.A V2100 Brain

Datalock.920 V920 Cascade.1701.G 1701

Den_Zuko.A DenZuk Coffeeshop:MtE_090

Dir-1l.A Creeping Death Darth_Vader.3.A

Disk_Killer.A Ogre Datalock.828

Even_Beeper DosHunter

EXE_Bug.A CMOS Emmie.3097

EXE_Bug.C EXE_Engine

Fichv.2_1 905 Flame

Filler ) Ginger Gingerbread

Fl!p.2153.A Om!cron Hafenstrasse Hafen

Ilzgrpn.qz343 Omicron Involuntary.A Invol

Frodo.Frodo.A 4096, 100 Y ear Jerusalem.1808.CT CaptTrips

Green Caterpillar Find, 1501 Jerusalem. 1808 Null

Helloween Jerusalem.Carfield

Jerusalem. 1244 1244 Jerusalem.Montezuma

Jerusalem.1808.Standard 1808 Jerusalem.Mummy.1_2

Jerusalem.Anticad.4096 Invader Jerusalem.Sunday.A Sunday

Jerusalem.Fu_Manchu Jerusalem.Sunday .1 Sunday 2

Jerusalem.Mummy.2_1 Joshi.B

Jerusalem.Zerotime. Austr Slow LittleBrother.307

Joshi.A Lyceum.1788

Kampana.3700:Boot Telecom, Drug Murphy.Smack.1841 Smack

Keypress.1232.A Turkg,TWi ns NJH-LBC K oreaBoot

Liberty Mystic, Magic Ontario.1024 SBC, 1024

MalteseAmoeba Irish Parity_Boot.A

L””S'C—Bug hose i Sat_Bug SatanBug

€ECros nose, I

No_FrillsDudley Oi Dudley gieepnkf“oo“""' tke'

No_Frills.No_Frills Soned B A

Nomenklatura Nomen oned.Bunny.

November 17th.855.A V855 Stoned Empire.n_Love

NPOx.963.A Evil Genius Stoned Empirent_10

Parity_Boot.B Stoned.W-Boot

Ping_Pong.B Italian Swiss Boot

Print_Screen PrnScn Swiss_Phoenix

Quit.A 555, Dutch Syslock.Syslock.A

Quox Voronezh.1600 RCE-1600 g
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IBM PC VIRUSES (UPDATE

Thefollowingisalist of updates and amendmentsto

the Virus Bulletin Table of Known IBM PC Virusesas TypeCodes
of 25th November 1993. Each entry consistsof thevirus .
name, itsaliases (if any) and thevirustype. Thisis C InfectsCOM files M InfectsMaster Boot Sector
followed by ashort description (if available) and a24- E  InfectsEXEfiles (Track 0, Head 0, Sector 1)
bﬁ/te hexad_ei: mg_l iaarclh pattern efro d:é(lact tgteegreseer(;ce of I e SR S Memory-residentafter infection
t eV|ru3W|.t adi ,Ut' Ity or preferably a 'CaF (logical sector Oondisk) P Companionvirus
scanner which containsauser-updatablepatternlibrary.

N Notmemory-resident L Linkvirus

Barrotes.1303

Blinky

Checksum.1253

Clonewar.546

Finnish.709.C

Halloechen.B
Helloween.1384
Mirror.B

Never Mind

No Frills.835

Nygus

Osiris

PC-flu.763

Pinky

Pit

Pixel.300
Pixel.847.Advert.C

CER: Anencrypted, 1303 byte variant of the Barrotes virus, which activates on September 23rd.
Barrotes. 1303  5F57 83C7 07B9 F904 2E80 2D?? 47E2 FOE9 DAFE

CR: A 1302 bytevirus, probably written by the same author as Pinky.
Bl i nky 8A26 0901 BOC2 04BE 0Q01 8BFE FCAC 32C4 AAE2 FAC3 OEO7 OEL1F

CER: Very similar to the 1233 byte variant, but 20 bytes longer.
Checksum 1253  832E 0300 5083 2E02 0050 OBC9 740B 508C Q040 8ECD B449 C21

P: A 546 bytelong variant of thisfamily of companion viruses.
d onewar . 546 93B9 2202 BAOO 01B4 40CD 21B4 3ECD 21BA 5702 B903 00B8 0143

CR: Thisvariant wasrecently reported ‘in thewild’ in Finland. It isnot significantly different from the
original virus (which wasfirst named F-709), and is detected by the same pattern.

CER: Almost identical to the original . Detected with the Hall oechen pattern.
CER: A new, 1384 byte variant, detected with the Helloween search pattern.
ER: 924 byteslong, just like the original, and with the same effect. Detected with the Mirror pattern.

CR: Anencrypted, 838 bytevirus. Awaiting analysis.
Never M nd BB?? ??8B F3BF ???? B923 03B2 ??8A 0400 0530 1546 4781 FE

CER: Similar to the 843 byte variant, but not fully analysed.
No Frills.835 3D32 5475 04B8 0710 OG-80 FCAB 7418 80FC 3D74 1380 FCA3 740E

CN: Thefollowing three variants of the Nygus virus are much smaller than those reported earlier, and
somewhat different (for exampl e, these samples are non-resident). However, they are obviously related,
and these three just seem to be earlier versions.

Nygus. 163 B440 CD21 BO02 E82B 00Bl1 A3BA 0501 B440 E82A 00B4 3ECD 21B4
Nygus. 227 B800 40CD 21B0 02E8 3200 B1E3 BAD5 01B4 40E8 3100 B43E (D21
Nygus. 295 B440 CD21 B002 E841 00B9 2701 BAO5 01B4 40E8 4000 B43E CD21

CN: This 299 byte virus activates on September 30th, where it has a 10% chance of displaying the
message, ‘ Osiris Presents/ The Trish Virus. Luv and Hugs OSIRiS .

Gsiris B939 OOBE 0000 8A94 EFO1 80F2 (646 B402 CD21 E2F2 B44E 33C9

CR: This 763 byte variant is quite similar to the 802 byte one. It is detected with the original PC-flu
pattern. Not fully analysed.

P: An encrypted, 952 byte companion virus, which containsthe message‘ The Pac-Man PINKY Ghost is
watching (CanyoufindInky?)’.
Pi nky 8A26 0701 B958 03BE 0AD1 8BFE FCAC 02C4 AAE2 FAC3 8A26 0701

CN: A simple, 492 byte virus that does not appear to do much but replicate.
Pi t 438A 2780 FCE9 7403 B400 C383 C303 8A27 80FC 1274 03B4 00C3

CN: A minor variant, detected with the Pixel.277 pattern.
CN: A very minor variant, detected with the Amstrad pattern.
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Predator C(E)R: Fiveencrypted viruses are now known in thisfamily. The 1072, 1137, 1148 and 1195 byte
viruses only infect COM files, but the 2448 byte variant also infects EXE files.
Predator.1072  BAOC 02Bl ??FA 8BEC BC?? ??58 F7D0 DBC8 50EB 01?? 4CAC 4A75
Predat or. 1137 BA2E 02B1 ??FA 8BEC BC?? ??58 F7D0 D3C3 50EB 017?? 4CAC 4A75
Predat or. 1148 BA33 02B1 ??FA 8BEC BC?? ??58 D3C3 50EB 01?? 4CAC 4A75 F4
Predator.1195 BA4A 02Bl ??FA 8BEC BC?? ??58 D3C8 50EB 01?? 4CAC 4A75 F4
Predat or. 2448  OELF BF?? ??B8 ???? BOBD 0449 7808 ?7??? ???? 4F4AF EBF5

Quadratic.1283 CER: A polymorphic, 1283 byte viruswhich containsthe string  Quadratic Equation I1’.

Traveler Jack EN: Three new variants of thisvirus have now been discovered, 854, 979 and 982 byteslong. They are
al encrypted, and the decryption loops have been modified so that no single search pattern can detect
them all. The 979 byte virusis detected by certain virus scanners as a variant of the Flower virus, and
examination revealed that the Flower virus should be re-classified as Traveler_Jack.883.

TravJack. 854 80C8 8ECD 2ESC 1E88 038E D880 3E02 0090 7416 BB36 008A 1602

TravJack. 979 8CC8 8ECD 8EDB 803E 3100 0074 258A 1631 00BB 3700 8A07 32C2
TravJack. 982 OEOE 5807 2ES8C 1EOA 0450 1F8A 1631 00BB 3700 803E 3100 0074

Trivial C(E)N: Several new viruseswhich belong tothe‘ Trivial’ family are now known. The search patterns
given below are shorter than normal, because the pattern would otherwise contain far too much of the
actual viruscode.

Trivial.26.B 2A2E 2A00 5656 B44E 5A41 CD21 83EA 62
Trivial.27.C  B43C CD21 93B4 405A CD21 C32A 2E2A 00
Trivial.28.C 2A2E 2A00 5656 91B4 4E5A (D21 83EA 62
Trivial.29 CD21 93B4 40Bl1 1DB6A CDR21 C32A 2E2A 00

Trivial.30.F CD21 93B4 40Bl1 1E5A CD21 C32A 2E2A 00
Trivial.40. A B440 B128 BAOO 01CD 21B4 3ECD 21CD 202A 2E43
Trivial.40.B BAOO 0193 B440 (D21 B44C (D21 2A2E 636F 6000
Trivial.40.D 40B1 2856 5ACD 21B4 3ECD 21B4 4FEB E1C3
Trivial.40. E 2A2E 3F3F 3F00 86F0 B43D B29E CD21 93B4 40BA
Trivial.40.F 0001 B440 (D21 BA3E CD21 B44F EBEL 2A2E 2A00
Trivial.42.D 40B1 2ABA 0001 93CD 21B4 3ECD 21B4 4FEB DFC3
Trivial .42. E 40B1 2ABA 0001 CD21 BA3E CD21 B44F EBEO C32A

Trivial.43 40B1 2B56 5ACD 21B4 3ECD 21B4 4FEB E1C3

Trivial.44.D 40B1 2CBA 0001 CD21 BA3E CD21 B44F EBEO C32A
Trivial.45.D 40BA 0001 CD21 B43E (D21 B44F EBE1 C32A 2EA3
Trivial.40.C 2A2E 434F 4D00 86F0 B43D B29E CD21 93B4 40BA
Trivial .44.C 8BD8 B440 (D21 BA3E CD21 CD20 2A2E 636F 6000
Trivial.102 B900 OOBA 5301 CD21 720B B966 OOBA 0001 93B4

In addition, several new search strings are included bel ow to detect the new virusesin the PART_1.ZIP archive. [ See page 9. Ed.]
Carioca. B 01FC F3A4 BS0O O1FF EO2E 8BL1E 0301 81C3 7C05 53B1 04D3 EB43
DA 2100.D .B D3E8 8CD1 4003 C18C D949 8ECL BF02 00BA 0C01 8BOD 2BCA 3BC3
DataCr.1168.B 3601 014E 4E4E 8B06 3D00 0075 O3E9 FEOO 8DBC DB04 BBOO 01B9
DataCr.1280.B 3601 0183 EE03 8BOs 9090 9075 03E9 0201 8DBC ECD4 BBOO 01B9
Hym. B FF64 F500 07ES 0000 5E83 (8B4 FC2E 81BC 4207 4D5A 740E FASB
Kener ovo. E 0400 89C7 B904 00A4 E2FD 525F 2903 81EB C100 899D BBOO 29C9
Wsconsin. B 8BOE 0601 8A04 34FF 8804 46E2 F7B4 1ABA 3901 (D21 E8Bl FDES
Fu Manchu. D B4E1 FOOD 2180 FCELl 7316 80FC 0472 11B4 DDBF 0001 BE20 0803
Funbl e. 867. E 5351 521E 0656 OE1F ES800 O005E 8305 DOFF 4Cl6 837C 1603 7505
VWV 217.D BFOO 0181 O8D2 01A4 A490 90A4 SEB4 4EBA (901 03D6 BOFF FFCD
PSQR B B8OF FFFC CD21 3D01 0174 3B06 B8F1 35CD 218C (007 3034 1274
Vi enna. 623. B FC8B F2BF 0001 83C5 0A90 9090 AS5A4 8BF2 B430 CD21 3QD0 7503
Vi enna. 623. C FC8B F2BF 0001 83C5 0AA5 9090 90A4 8BF2 B430 CD21 3QD0 7503
Mz 3. C C43E 0600 49B0 EAF2 AE26 CA3D 83EF DFEA 3902 0000 061F 8B75
YD. 1049. B EB10 1E5A 83C2 102E 0316 2000 522E FF36 1E00 061E 5053 B300
ACad. 3012. C B340 4BCD 213C 7890 7512 B841 4BBF 0001 BEC4 0BO3 F72E 8B3D
ACad. Mbzart.B  OF00 901F C31E 0633 Q050 1FAL 1304 B106 CBEO 8ED8 33F6 8B44
Sysl ock. D 8AE1 8ACL 3306 1400 3104 4646 E2F1 5E59 58C3
Scott’s Val.B E800 OO5E 5690 5B90 8106 3200 B912 082E 8034 ??46 E2F9
Per f une. Bl ankB FCBF 0000 F3A4 81EC 0004 BFBA 0006 57CB OELF 8E06 5F00 8B36
Qiiet.B BBOO 0153 5052 1ELE B800 OOSE D8BB 4000 All3 04F7 E32D 6708
Phoeni x. 800. C  B981 0151 31D2 AD33 DOE2 FB59 3115 4747 E2FA
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INSIGHT

Sizewell B: Fact or Fiction?

Anybody who keepsan eyeon UK newspaperswill have
noticed that in thelast month, computer viruses have hit the
headlinesonce again. The cause of thiswave of media
publicity wastheinfection of computersat theS zewell B
nuclear power station. Thestory, with perceived danger to
the public, nuclear power, and computer viruses, had all the
elementsnecessary to behighly newsworthy, and much of
theportrayal bordered onthehysterical. Thekey question
waswhether aviruscould compromise saf ety at the plant.

Power tothePeople

Asonedrivesupthe A12 from London it soon becomes
obviousthat alarge project isunderway at Sizewell - the
signsfor the* Sizewell B constructiontraffic’ start before
Ipswich, and lead thetraveller downincreasingly small
roadsuntil heeventually arrivesat Nuclear Electric’s
newest reactor site. The plant issituated on the east coast of
England, near the sleepy town of Leiston: at first glimpse
onehasnoideaof the size of the project. A number of power
linesconvergeon the station from the surrounding area, and
thewhite dome of the containment building standsout from
theflat Suffolk countryside.

Upon my arrival at the plant, | wasdirected to my parking
place beneath one of thetowering pylonswhich washum-
ming and crackling above me, and thetrue scale of the
project began to dawn: at Sizewell, B clearly standsfor big!

Check your DisksHere

When anyone entersthe sitethey haveto passthrough a
security checkpoint. Here, thevisitor isaskedif heis
carrying any computer media, and if so, the disksare

Szewell B’ scontainment building, just oneof themany different
saf ety featuresbuiltintothereactor

checkedfor viruses. Somewhat dog-eared postersadornthe
doorsof thesecurity checkpoint, reminding usersthat * All
computersmust be checked’ and appealingto everyoneto‘B
Safe’ - the system hasclearly beenin placefor sometime,
rather than just put up after the recent virus attack.

The machineswhich becameinfected withtheY ankeevirus
werenot part of thecontroversial Primary Protection System,
but of the constructionteam’ sLocal Area Networks(LAN).
‘Let meexplainthedifferent systemswehave here,’ said
DaveHoallick, SiteManager. ‘ Therearetheconstruction
computers, and split off from them arethe computerswhich
actually control thesite. Theconstruction computer systems
arelinkedinto aLAN running OS2. Another 120 dumb
terminalslink into theNuclear Electricmainframesystem
based off-site. Sothevirusnever affected the control
systems. What we have hereisbasically astandard office
system, and it wasthiswhich becameinfected.’

‘The 29th of June wasthe dateit happened. We had afull
investigation of theincident, and all membersof theteam
werere-inducted. Wethen got somepresscoveragelocally
inthe East Anglia Daily Times and thought that wasthe
endofit,” explained Hollick. ‘ Thevirusinfected theLAN
and wefound out ontheday it becameinfected - evenif the
trigger hadn’t been so obvious, wewould havefound out the
next day when peoplelogged ontothe system.’

Thesitepolicy isvery strict. Every incoming disk should be
checked by security at the door, although with amaximum of
5,000 peopleworking on-site at any onetime, thiscanbea
gargantuantask. ‘ Each of the construction computersis
checked for viruseswhen anyonelogsonto the network, and
sincethe Y ankee outbreak, we haveinstalled anew tool,

PC Guard, sothat itisimpossibleto run unauthorised
softwarefrom floppy disks,” Hollick adds. ‘ Wehavethree
differentvirusscanners: Dr Solomon’ sAnti-VirusTool Kit,
Central Point Anti-Virusand Norton Anti-Virus. Computer
security issomethingwhichwetakevery seriously.’

With so many different people using thesite, it was probable
that sooner or later, acomputer would beinfected by avirus.
Inthiseventuality, would there be any threat to the safety of
theplant?* Absolutely not!” exclaimed Len Green, Press
Officer. ‘ The safety systemsof the plant aren’t run on PCs. If
you areusing mission critical software, you haveto ensure
that computer corruption cannot makethingsunsafe.’

Fail Safe

Theeasi est way to minimisethe effect of computer erroris
having alarge number of backup systems. Thecomputers
which actually control theS zewell plant havetheability to
shut thereactor down completely - was Green certain that
they werenot susceptibletovirusinfection?* Y es. The
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softwareitself isblownonto
PROMs, and then that’ sthat. An
operator cannot add new codeto the
system. The most that can bedoneis
that calibrations can be changed -
something that isnecessary ina
system, howeveritiscontrolled.’

Toanyonedesigning failuresensi-
tivesystems, thefollowing precau-
tionswill bevery familiar. The
different partsof the systemwork on
theprincipleof multiplelayersof
defence. Thereactoritselfiscontrol-
led and monitored by adedicated
system know asWISCO
(Westinghouse Systemfor Central-
ised Operation). Thissystemis
backed up by thereactor protection
systems, the Primary Protection
System (PPS) and the Secondary
Protection System (SPS). Itisthe
PPSwhich seemsto have caused the
most controversy. Theseprotection
systemswould be used to shut the
reactor down inthe event of an
emergency. How hasNuclear
Electric madecertainthey are safe?

ThePPSconsistsof over 100,000
linesof computer code. Althoughthe
system cannot possibly beinfected
by acomputer virus(itisstored only
onread-only memory), thereis
alwaysthepossibility of bugs. ‘L et
us assume for aminute that the
Primary Protection System com-
pletely malfunctions,” explains
Green. ‘Imagineafault developsand
the system upsthe power instead of
shutting it down. At thispoint the
SPScutsin. That doesn’trely on
computersat all, and cannot be
overriddenby anoperator. Every
safety critical featureof theplantis
backed up: wedon’t rely onany one
systemalonefor safety.’

M ediaAttention

Giventhat safety at the plant was
never compromised, how doesGreen
feel about theway inwhich the story
wasportrayed?‘ Thefrustrationis
that there are plenty of peoplewho
understand computer systems, who
don’t understand theway inwhich
nuclear power works. Thesepeople
don’t know about themultiplefail-
safeswhichwehave.’

Hollick: ‘Wehavethreedifferent virusscanners: Dr Solomon’ sAnti-VirusToolKit, Central Point
Anti-Virusand Norton Anti-Virus. Computer security issomethingwhichwetakevery seriously.’

‘I"'mstill receiving callsfrom all over the place about thisvirus outbreak. | had acall
from German tel evision thismorning - and thewholething isanon-story!” With
perfect timing thetelephonerings... itisanother call fromthe press. ‘ Thingshave
been taken out of context, and theway inwhich it has been portrayed just has not
been reasonable. | under stand peoplewanting to know more- | want peopleto know
more - but the system has not had afair hearing. It makes my blood boil!’

From the half day spent at Sizewell, it certainly seemsthat Nuclear Electrictakesthe
threat of virusesseriously, and istaking theright stepsto prevent them spreading.
‘What' sthestory?1 carry thisthing around,” Green holds up hislaptop computer,
whichiscoveredin copiousamountsof ‘VirusChecked’ stickers. ‘I’ mgetting
stickersat every location to show thiscomputer hasbeen virus-checked - look at it,
it scovered. Wetakecomputer security very seriously here. We' vealready dis-
missed an agency engineer for using unauthorised software. | know that if | cut
acrossestablished procedures, my jobisontheline! That’ sbeen demonstrated.’

TheLast Word

Itisclear that the Y ankeevirus never threatened the integrity of theSizewell B
computer systemsin any way whatsoever. Notwithstanding,Nuclear Electric
decidedtoincreasethelevel of IT security onthesite, adding still more safeguardsto
theofficesystem. If the safety systemsof the plant are completely isolated, doesthis
mean that theextravirusprotectionispurely cosmetic - that is, security for security’s
sake?‘No, that’ snot true. The one thing that none of usin the nuclear industry can
ever forgetisthatitisimpossibletobetoo safe,” explainsHollick. * Anything which
makesthetoolswe use morereliableisalwaysagood thing.’

Obviously therearelessonsto belearned herefor anyoneresponsiblefor running a
mission-critical system. Firstly, if publicalarmwill result from avirusinfection, this
factor should beincluded in any risk assessment, and when deciding on security
procedures. Secondly, thefact that Nuclear Electric made no effort to suppressthe
story actsintheir favour: nothing looksworsethan abungled cover-up. Eveninthe
nuclear industry, virusesare only abusiness problem. Having visitedS zewell, and
seentheir stringent security policies, it can befirmly stated that theSi zewel | B
‘incident’ should beviewedinitstruelight: fiction, all too loosely based on fact.
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VIRUS UPDATE

Part_1.Zip

Fridrik Skulason

Thelist of new virusesin the September 1993 edition of
VirusBulletinincluded two sampleswhich had clearly been
modifiedin order to avoid detection by oneor morevirus
scanners. In each case, the modificationswereminimal, but
inthemiddle of theVirus Bulletin search pattern.

Boththeseviruses(BOMB.EXE and Y ONDER.COM) were
uploaded anonymously in July, accompanied by anotefrom
somebody who claimed to belocatedinthe Netherlands, and
signedwiththealias‘ Neuron’.

Variantssuch asthese appear with monotonousregularity,
and no special attention wasgiven to thetwo samples...
until they were sent to the Technical Editor of VirusBulletin,
asapart of amuchlarger collection. Thiscollectionisa
755,978 bytefilenamed PART_1.ZIP, containing 266 files.
A few of thesefilesturned out to be duplicated el sewhere
withinthecollection, whileotherswerenon-working or
damaged viruses. However, themajority werenew variants
of knownviruses.

McAfeeTargeted

Researchersquickly noticed several interesting featuresof
thecollection. Itisvery different fromthetypical virus
collectionswhichareobtained, directly orindirectly, from
the‘underground’. Typically, suchcompilationscontaina
large number of ‘ garbage’ fileswhich arenot viruses(for
example, Trojan programsor compl etely harmlessfiles).
However, thisonewasunusually clean.

Not one of the viruseswas detected by that version of SCAN
from McAfee Associatescurrent at thetime, but other anti-
virusprogramsfared significantly better, detecting 50%-95%
of theviruses. Theonly conclusion possibleto draw from
thisisthat theviruseswere specifically modified to avoid
detectionby SCAN.

Themost likely scenario seemsto bethat the person(s)
responsibleobtained aviruscollection somewhere, and
either decrypted the search strings used by SCAN, or used an
existing list of McAfee’ ssearch patterns. Theviruseswere
then analysed one by one, and minor modificationsmadeto
therelevant part of the code. It should be added that the
current version of SCAN (version 109) hasbeen updated to
deal with thiscollection, and it identifies 236 out of the 266
filesasinfected.

Thenameof thefile (PART_1.ZIP) wasworrying, asit
implied that thiswas only part of alarger collection. Sofar,
nothing morehasbeen received, but researchersare con-
cerned that one day 5000 new variants might be sentin!

New Extensions

Therelative cleanlinessof thecollectionwasnotitsonly
unusual feature. Theextension of eachfilehad been ‘re-
versed': all filesthat were structurally EXE fileshad a COM
extension, and viceversa. One can only speculatewhy this
wasdone, but it may have beenin order to defeat aprimitive
scanner to which the virus author had access.

Thechoiceof parent viruseswasalsointriguing. Every virus
inthe collectionwasold - therewas not asinglevirusfamily
written inthe past two years. Thiswasnot al: quite afew of
thesamplesinthecollectionwereclassifiedas‘B’ variants
of the original virus, meaning that no other variants had been
reported before. Theseviruseswereeither generally unavail-
abletotheviruswriting community, or were unpopular for
somereason.

The names of the sampl es appear to have been selected at
random, instead of indicating thefamily towhichthevirus
belongs, or any text messages contained withinthem. Infact,
oneresearcher commented that many of thenameswere
guite good, and might be used later when aname for anew
viruswasneeded. If readersever seeaviruscalled Boson,
Discus, Saffron or Turtle (to name afew), thisiswherethe
nameoriginated!

Thechangesmade may havebeen carried out automatically
by computer, or manually. Typical alterationsare:

» Swappingtwoinstructions

« Replacinganinstructionwithadifferent binary form
(several instructions, such as X OR RW, RW, havetwo
differentforms)

« Replacing aninstruction with aseriesof instructions
havingthe sameeffect (for example, replacing
ADD BX, 3withthreeINC BX instructions)

* Replacingan ADD instruction with aSUB (or vice
versa). Thiswouldtypically involvesubstituting some-
thinglike ADD AX, 100 with SUB AX, -100.

One cannot hel p but wonder why the author expended so
much effort creating thiscollection, and thenjust uploaded it
toavirusresearcher, instead of spreading thevirusesor
uploading themtovirusexchange BBSs. Thefact that he
seemsto havetargeted one particular product might indicate
aparticular dislikefor that product or itsproducer.

Thefollowinglist of virusesisprinted so that any confusion
about the correct names and identities of thevirusescan be
avoided. Thename of theVB patternwhich will detect the
virusisgiven, along with the sample name (as shipped by
thevirusauthor), and the correct name of thevariant. All
virusesnot detected by existing VB patternshave been added
to thismonth’ sVirusBulletinlist of known PC viruses.
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Samplename

007.EXE
ACAPULCO.EXE
ACID.EXE
AIX.EXE
Al_OKO.EXE
ALASKA.EXE
ALMA_ATA.EXE
ALPHA EXE
APPOLO.EXE
ATARILEXE
ATHENA .EXE
BAKU.EXE
BANZAI.EXE
BARBARA.EXE
BELINDA.EXE
BENSON.EXE
BISTRO.EXE
BOMB.EXE
BOMBAY .EXE
BONNY .EXE
BOSON.EXE
BOSTON.EXE
BRAD.EXE
BRAZIL.EXE
BROKEN.EXE
BRONCO.COM
BULLDOG.EXE
BUNKER.COM
BURLEY .EXE
BURP.COM
BUTTER.EXE
CARTER.COM
CIAO.EXE
CLINTON.EXE
COACH.EXE
COLLIDEREXE
COLT.EXE
CONDOM .EXE
COPENE.EXE
CRISIS.COM
CUT.EXE
DAME.EXE
DEACON.EXE
DELTA.EXE
DILDO.COM
DISCUS.EXE
EPHRAIM.EXE
FEY.EXE
FILTH.EXE
FONDLE.EXE
FORD.EXE
FORTUNE.EXE
FUCK.EXE
GABRIEL.EXE
GAMMA.COM
GAMMA-7.EXE
GATES.COM
GENESISEXE
GETTY .EXE
GET_LOST.EXE
GILLIGAN.EXE
GINGER.COM
GIZMO.EXE
GLUON.EXE
GOAT.EXE
GOON.COM
GOYA.EXE
GRASSEXE
GREECE.EXE

VBpattern

Burger
8-tunes
Jerusalem-US
Amstrad
Vacsna
*Sydock.D
Jerusalem-1
1067
Datacrime2
Oropax
*Vienna.623.B
Tawan-c
Jerusalem-1
707

Voronezh
*Queit.B

JoJo
Eddie-2.d
Solano
*CariocaB
*DA.2100.D1.B
Yankee
Violator
Sat14

Burger
Icelandic_(2)
w13

Vcomm
Jerusdlem-US
Bestwish
Taiwan-c
Yankee

5120
Lovechild
Jerusdlem-US
Dark Avenger
Virdem
Jerusalem-1
Doteater
Jerusalem-1
TestvirusB
*Wisconsin.B
2480
Taiwan-2
Wolfman
Violator
Spanish
Ambulance
Frodo

Justice
*Scott'sVal.B
Jerusalem-US
Sunday
Vacsna
*ACad.3012.C
Christmas-Japan
Suriv_2.01
Halloechen
*Kemerovo.E
405
*DataCr.1280.B
MIX1

Frodo
Jerusalem-US
ACAD-2576
Jerusalem-1
Guppy
BlackMonday
Slow

Name

Burger.560.AF
Eighttunes.B
Jerusalem.1808.A-204.B
Pixel.847. Advert.B
VacsnaTP.5.B
Syslock.Sydock.D
Jerusdem.1808.AnarkiaE
Headcrash.B
DataCrimell.1514.C
Oropax.B

Vienna623.B

Tawan.677.B
Jerusalem.1808.Frere.D
USSR-707.B
Voronezh.1600.B
Stupid.919.Queit.B
Cascade.1701.J0jo.C
Eddie2.D
Jerusalem.Solano.DydexiaB
CariocaB

Dark Avenger.2100.D1.B
YankeeDoodle. TP.44.D
ViennaChoinkaB

Saturday 14th.B
Burger.560.AB
Icelandic.SaratogaB
ViennaW-13.507.D
Vcomm.637.C
Jerusalem.1808.sUMsDosAA
BestWishes.1024.C
Taiwan.708.B
YankeeDoodle. TP.44.E
VbasicE

Lovechild.488.B
Jerusalem.1808.A-204.C

Dark Avenger.2000.Traveler.D
Virdem.1336.German.B
Jerusalem.1808.Frere H
Dotesater.C
Jerusalem.1808.sUMsDosAB
Testvirus-B.B

Wisconsin.B

Crew.2480.B

Tawan.743.B

Wolfman.B

Vienna627.B
Traceback.2930.B
AmbulanceE

Frodo.H

Justice.B
Jerusalem.Zerotime.Scott' sValley.B
Jerusalem.1808.Blank.C
Jerusalem.Sunday.|
VacsnaTP.16.B
Jerusalem.AntiCad.3012.C
Japanese_Christmas.600.E
Suriv2.C

Halloechen.C

Kemerovo.E

Burger.405.C
DataCrime.1280.B
Icdlandic.MIX-1.F

Frodo.F
Jerusalem.GroenLinks.D
Jerusalem.AntiCad.2900.Plastique.D
Jerusalem.1808.sUMsDosAC
Guppy.D
BlackMonday.1055.G
Jerusdlem.Zerotime. Austraian.C

Samplename

GRISANTI.EXE
GUARDIAN.EXE
HARBOR.EXE
HEDGES.COM
HENDRIX.COM
HITMAN.EXE
HOLSTEIN.COM
HONGKONG.EXE
HUMP.EXE
HUNGER.EXE
IAN.EXE
IDAHO.EXE
ILIAD.EXE
INGRID.EXE
ISISEXE
JACKSON.COM
JEDDAH.EXE
JOYGIRL.EXE
KENNEDY .EXE
KENTUCKY .EXE
KHEFRAI.EXE
KICK.EXE
KINKY .EXE
KISSEXE
LA_BAMBA.COM
LEPTON.COM
LICK.EXE
LONDON.EXE
LUCKY.EXE
LUSTY .EXE
MARYLAND.COM
MAYBE.EXE
MCAFEE.EXE
MEPHISTO.COM
MEXICO.EXE
MILLION.EXE
MINISTER.EXE
MISFIT.COM
MOON.EXE
MOORE.EXE
MUCK.EXE
MUD.EXE
MULE.EXE
NO.EXE
NOTHING.COM
NUCLEAR.EXE
NUT.EXE
NUTMEG.COM
OF_COURSEXE
OMEGA.EXE
OORT.EXE
OREO.EXE
ORION.COM
OSIRISEXE
OSLO.EXE
PASTOR.EXE
PEARL.EXE
PEGASUSEXE
PENGO.EXE
PEPPER.EXE
PERHAPSEXE
PHOTON.COM
PILGRIM.EXE
PISSEXE
PLAYBOY .EXE
PLEIADESEXE
PLEXUS.EXE
POSSIBLY .EXE
PRAVDA.EXE

VBpattern

Amstrad
Sunday
Burger
Suriv_2.01
Suriv_2.01
Jerusadem-1
Jerusdem-1
Armagedon
Shake
Traceback
*Hymn.B
Dr.Q
Jerusdem-US
2144
Tawan-c
Voronezh
TestvirusB
Interceptor
Burger
Plastiquel
*Fumble.867.E
Sylvia

Burger
Jerusdem-US
BlackMonday
Icelandic_(1)
1024PrScr
Diskjeb

svC
Jerusalem-US
svC

Number of E
SouthAfrica
2144

Diskjeb
Pixd-277
W13

Yankee
Dbase

Black Monday
Jerusdem-1
Plastiquel
Frodo
Bestwish
Voronezh
Yankee
*PSQR.B
svC
Tawan-c

711
*FuManchu.D
Destructor
Suriv_2.01
MGTU
*DataCr.1168.B
Vacsina

* Phoenix.800.C
Diskjeb
Suriv_3.00
Yankee

VFS

MIX1
*PerfumeBlankB
Devil’sDance
Sunday

MG

Attention
Oropax

VP

Name

Pixel.847.Near_End.B
Jerusalem.Sunday.H
Burger.560.AC
Suriv2.G

Suriv2.D
Jerusalem.1808.Frere E
Jerusalem.1808.sUMsDosAD
Armagedon.1079.D
ShekeB
Traceback.3066.B
Hymn.Hymn.B
Vienna648.AA
Jerusalem.1808.sUMsDosAE
Hymn.2144.8
Tawan.708.B
Voronezh.1600.C
Testvirus-B.C
ViennaChoinka.C
Burger.560.F
Jerusalem.AntiCad.2900.Plastique.C
Fumble.867.E
Sylvial332E
Burger.560.AE
Jerusadem.1808.sUMsDos AB
BlackMonday.1055.E
Icelandic.1.B
Zherkov.1023.B
Tenbyte.Diskjeb.B
SVC.1689.D
Jerusalem.1808.Null.B
SVC.1689.B

No.of theBeast. AA
Friday the13th.540.C
Hymn.2144.C
TenbyteVaert.B
Pixel.277.B
ViennaW-13.534.H

Y ankeeDoodle. TP.44.F
DbaseE
BlackMonday.1055.F
Jerusalem.1808.Frere F
Jerusalem.AntiCad.2900.Plastique.B
Frodo.G
BestWishes.1024.D
Voronezh.1600.D
YankeeDoodle.TP.44.G
Jerusdlem. PSQR.B
SVC.1689.C
Tawan.708.B
Thirteenminutes.B
Jerusalem.FuManchu.D
Destructor.B

Suriv2.E

MGTU.273.B
DataCrime.1168.B
VacsinaJoker.B
Phoenix.800.C
Tenbyte.Diskjeb.C
Jeruslem.sURIV 3.B

Y ankeeDoodle. TP.46.B
VFSI.B
Icelandic.MIX-1.G
Perfume.765.Blank.B
Devil’sDance.D
Jerusalem.Sunday.J
MG.2D

Attention.C

Oropax.C

VP.C
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Samplename VB pattern Name

PRICK.EXE Victor Victor.B

PULPIT.EXE Burger Burger.560.AD
PUSSY.COM Vecomm Vcomm.637.D

RHO.COM Suriv_2.01 Suriv2.F

ROGER.EXE Tawan-2 Tawan.743.B

ROT.EXE Subliminal Jerusalem.Solano.Subliminal.B
SAFFRON.EXE *YD.1049.B Y ankeeDoodle.1049.B
SALEM.COM svC SVC.1689.D
SALSA.EXE GhostBalls Vienna648.AB
SALT.COM BlackMonday Black Monday.1055.H
SANDY.EXE *WW.217.D Ww.217.D

SCAM.EXE Zero_Bug ZeroBug.B

SCARE.EXE Jerusalem-1 Jerusalem.1808.sUMsDosAG
SET.COM December_24th Icelandic.December 24th.B
SHANGHAI.EXE Liberty Liberty.E

SHARK.EXE w13 ViennaW-13.534.J
SHIT.EXE w13 ViennaW-13.534.1

SIGMA EXE Jerusdlem-US Jerusalem.1808.sUMsDos AH
SIN.EXE Parity Perity.B

SIRIUSCOM Jerusalem-1 Jerusalem.1808.sUMsDos Al
SLASH.EXE 191 Danishtiny.163.B
SMILE.EXE GhostBalls Vienna648.AC
SMURF.EXE Nina NinaC

SNAKE.EXE Russianmirror Russianmirror.B
SOHO.EXE Kennedy Danishtiny.Kennedy.B
SONAR.EXE Datalock Datalock.920.K
SQUID.EXE Violator Vienna648.AD
STAB.EXE Jerusdlem-US Jerusalem.1808.Blank.B
STALLION.EXE Murphy_1 Murphy.1277.B
STRIKE.EXE 440 NoBock.B
ST_PETER.EXE w13 ViennaW-13.537
SUCK.COM Alabama AlabamaC

SUSHI.EXE Jerusalem-1 Jerusalem.1808.Frere.G
TANGO.EXE 707 USSR-707.C
TASHKENT.EXE Doteater Dotesater.E
TERRIER.EXE MGTU MGTU.273.C
THE_CULT.COM Jerusalem-1 Jerusalem.1808.sUMsDosAJ
THE_THE.COM Icelandic_(2) Icelandic.Saratoga.C
THUNDER.EXE *MG.3.C MG.3C

TONGA .EXE *ACad.Mozart.B Jerusalem.AntiCad.4096.Mozart.B
TRUST_ME.EXE Dark Avenger Dark Avenger.1800.F
TURTLE.EXE Yankee Y ankeeDoodle TP.44.H
UTRECHT.EXE GhostBalls ViennaGhostBals.C
UZI.EXE Burger Burger.560.AA
VAGELOSEXE MLTI RedDiavolyata.830.B
VEGEMITE.EXE Devil’ sDance Devil’sDance.C
VENICE.EXE Voron-370 Voronezh.600.B
VERITASEXE w13 ViennaW-13.507.E
WHORE.EXE 492 SI-492.C

WIDGET.EXE 417 Fyou.417.B
WINDSOR.EXE *Vienna623.C Vienna623.C
WINSTON.EXE 516 Lespfrog.B

X-17.EXE ZeroHunt ZeroHunter.415.C
XXX.EXE Voronezh Voronezh.1600.E
YAHOO.EXE Westwood Jerusalem.Westwood.B
YELLOW.EXE Diskjeb TenbyteVaert.C
YONDER.COM Cookieb SyslLock.Cookie.B
ZAPEXE Taiwan-c Taiwan.752.B

ZEUS.EXE Jerusalem-1 Jerusdlem.1808.AnarkiaD
ZIMBABWE.EXE -nopattern- Flip.2343.B

ZULU.EXE Yankee Y ankeeDoodle. TP.39.B

A '*" infront of thenameof asearch stringindicatesthisisanew searchstring, first
publishedthismonth.

Thesecondgroupincludesviruseswhicheither did not replicateintesting, or have
notyet beenclassified. Someof thosesamplesareclearly damaged, and areincapable
of replicatingunder normal circumstances.

Samplename

38-24-37.EXE
ABRAHAM.EXE
AMWAY EXE
BAHRAIN.EXE
BENNY.COM
BULL.COM
CERTAIN.COM
CHOLERA.COM
CROTCH.EXE
DANIEL.EXE
DANZIG.EXE
DICK.EXE
DINGO.EXE
DISNEY.EXE
DOLPHIN.EXE
DONKEY .EXE
DONNA.EXE
EROTICA.EXE
EXPLODE.EXE
FELINE.EXE
FLEMMING.EXE
GADGET.EXE
GAY .EXE
GEYSER.EXE
GINSENG.EXE
HADRON.EXE
HIT.EXE
HONGKONG.COM
INTRO-1.EXE
ISTANBUL.EXE
JENNY .EXE
JHAD.EXE
KAISER.EXE
KEY_WEST.EXE
KILL.EXE
LLAMA.EXE
MALARIA.EXE
MARY_LOU.EXE
MELON.EXE
NICOTIN.EXE
NIXON.EXE
NURSE.EXE
PARTICLE.EXE
PEANUT.EXE
PEROT.EXE
QUARK.EXE
RAPE.EXE
RISUTORA.EXE
SACK.EXE
SAND.EXE
SNOW.EXE
SUPER.EXE
SYPHLIS.COM
TOTO.EXE
TURBO.EXE
XYZEXE

VB pattern Variantof...
GhostBalls Vienna648
Vienna
Interceptor Vienna
Agiplan Month4-6
Jerusalem-1 Jerusalem.1808
Icelandic_(1) Icelandic.1
Icelandic_(3) Icelandic.2
Icelandic_(3) Icelandic(2)
Syslock
Int13
Number of F No. of theBeast
ZeroHunt ZeroHunter
Dr.Q Vienna648
Anthrax Anthrax
1600 Happy New Y ear.1600
Dark Avenger Dark Avenger.1800.G
Sunday Jerusalem.Sunday
Vienna5 ViennaVHP.348
Jerusalem-US Jerusalem.1808
Do_nothing Stupid.583
Bebe Bebe.1004
Sverdiov Dark Avenger
Intercepter Vienna
Frodo
Vienna
Phoenix.Proud
Number of No. of theBeast
December_24th Icelandic.December_24th
GhostBalls Vienna648
Flash.688
Plastiquel Jerusdem.AntiCad.3012
Vienna435
Jerusdlem-US Jerusalem.1808
Vienna
Hymn.Hymn
Lehigh Lehigh
1600 Happy New Y ear.1600
Kylie Jerusdlem.Kylie
Burger Burger.560
Suriv_1.01 Suriv1
Burger Burger.560
Suriv_1.01 Surivl
Vienna644
Vienna5 Vienna
Datacrime2 DataCrimel |
696 On64
Burger Burger.382
Jerusalem-US Jerusalem.1808
Amoeba
Vienna
SouthAfrica Friday the13th.416
MLTI RedDiavolyata
Vcomm Vcomm.637
Suomi
Number LAIDS A
Crazy Eddie Crazy Eddie

Inaddition, afew viruseswererepresented by several samples:

Samplesame

COLGATEEXE
DISCOVER.EXE
FOXTROT.EXE
GRETHE.EXE
KATYA EXE
LASEREXE
LINGAM.EXE
MAESTRO.EXE
MURDER.EXE
Q35 EXE
YESEXE

Identical to...

COACH.EXE
DELTA.EXE
DELTA.EXE
DELTA.EXE
ISISEXE
HIT.EXE
HIT.EXE
LLAMA.EXE
COLLIDER.EXE
JHAD.EXE
OF_COURSEXE

Editor’sNote: Any reader withany furtherinformationabout theauthor of thisvirus
collectionshould contact TheEditor, VirusBulletin,or New Scotland Yard's
Computer CrimeUnit. Tel. +44(0)712301177.
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VIRUS ANALYSIS 1

The Monkey Virus

Monkey isanew boot sector virus, reported to beat largein
Europe. Two samplesweresent for analysis, differingin
both content and thel ocation of varioussectionsof code.
However, they are undoubtedly variantsof thesamevirus,
presumably written by thesameindividual. Monkey hasno
trigger routine, but can cause seriousdamage, dueto the
method of operation. Itsnameiscontained at theend of the
codein both samples, hidden by asimpleencryptionroutine.

Installation and Oper ation

Thisvirusinfectsthe Master Boot Sector of fixed diskswhen
they arebooted from aninfected diskette. Processing begins
by initialising thevariouscode parametersneeded. A request
for availablememory sizeisissuedtothe BIOS: oneKbyte
isremoved from thetop of RAM, and the original system Int
13hvector iscollected into theviruscode. Thevirus’ Int 13h
interception routineisthen hookedinto the system, anda
segment addressiscal culated, rel ocating theviruscodeto
thetop of memory. Next, theMBSof thefirst fixed driveis
read into memory. Should signsof infection befound, the
virusidentifieswheretheoriginal MBSisstored, readsit
into memory, decryptsit, and returnscontrol tothe MBS,
enabling booting to continue. If thefixed disk MBSisclean,
thevirusinfectsit, storing an encrypted copy of theoriginal.

‘Encryption’ israther agrandiosedescription: inboth
versions, each bytein the sector issimply XOR-ed witha
valueof 2Eh. Thismay be an attempt to makedisinfection
moredifficult, but will present no difficulty toagood
detection/disinfectionprogram.

Oncehooked, thevirusinterceptsrequeststo the disk access
services. Theinfectionroutineisonly called during 25% of
read requests, makingit slightly moredifficult for thevirus
toreplicate. Requestsfor read accessto sector 1 or 2, head 0
on fixed disksor head 1 on floppiesarerouted through a
routinewhich completestherequest and examinesthe sector
toseewhether itisinfected. If itis, theoriginal MBSis
collected and decrypted beforereturningtothecalling
routine. Requestsfor write accessto the same sectorsare
treated slightly differently: arequest towriteto sector 1 or 2
of head 0 on afixed disk is changed to adisk reset com-
mand, preventingviruscodefrombeing overwritten.

Infection

Beforeattemptingtoinfect thefixed disk, two checksare
made. Thefirst check issimply to prevent an attempt to
infect an already infected disk. Thesecondismoreinterest-
ing: thevirusappearsto look for aspecific type of boot
sector (which may be part of an anti-virus package) and
modifiesitsoperationsaccordingly.

Thisfirst testismade by searching for the value 9219h at
offset 01FAhinthe MBS. If thisisfound, theinfection
routineisaborted. Should thefirst flag value not befound,
the second isexamined (seebelow). If itisnot present, the
viruswritesacopy of itscodetothe MBS, and encryptsthe
existing MBShbeforewritingit to an alternative sector
(though alwayson Track 0). The position of thissector
variesfor different media:

Head Sector
360k floppy 1 3
720k floppy 1 5
1.2M floppy 1 14
1l44Mfloppy 1 14
Fixed Disk 0 3

Onfloppy disks, these positionsrepresent thefinal sector of
theroot directory, andinfection by theviruswill destroy any
fileentriesstoredthere.

Thefunction of the second flag ismoreinteresting. If the
MBS containsthe value 6150h at offset 0119h, thevirus
treatsthe second sector of thedisk asif it werethe MBS,
writing theviruscodeto thissector.

Theflag value of 6150h can beinterpreted asthe ASCI|
letters‘ Pa’: thismay be part of theword ‘ Partition” which
often appearsin MBS code. Thischeck appearsto bean
attempt to bypass aboot protection mechanism. If sucha
systemisencountered, itislikely that infectionwill be
unsuccessful, asthevirus containsaserious bug which
causesthe machineto hang.

Aliases: None known.
Type: Master Boot Infector.
Infection: Fixed and floppy disks.

Self-recognition on Disk:

Value 9219h at offset 01FAh.
Self-recognition in Memory:

None.
Hex Pattern: (on Master Boot Sector or in memory)

83F9 0373 3A3A 3475 3680 FCO02
740E 80FC 0375 2C80 FA80 7227

Intercepts: Int 13h Read and Write requests.
Trigger: None found.

Removal: Disinfection possible using specially

written software.
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VIRUS ANALYSIS 2

ARJ: a Place in the Archives!

Eugene Kaspersky, Vadim Bogdanov

Themainthrust of most viruswriters' work isthedevelop-
ment of existinginfectiontechniques. Optimization of virus
codeand thecreation of elaborate new polymorphicalgo-
rithmsare but afew of thewaysin which the computer
underground attemptsto thwart scanner devel opers. M ost
new developmentsinthefield aresimply extensionsof a
well-knownidea. For example, viruscode might beinserted
into thefree spacein an EXE header, rather than appended.

Now and then, however, viruswriterscomeupwith a

compl etely new idea. When thishappens, anti-virussoftware
manufacturersmust decidewhether or not to modify their
productsto deal with anew infection strategy. The ARJ-
Virusrepresents one such turning point for theindustry: itis
capableof infecting filesinside ARJarchives.

Compressand Save

ARJ-Virusis, in fact, more akin to aworm than to a stand-
ard DOSvirus. It is5000 byteslong, and adds code to
compressed ARJfiles. Thesecompressed files, whenun-
archived and executed, infect other archives. Onewould
assumethat thetask of adding codeto these compressed files
would be extremely complex, whichinturnwould makethe
virusvery large. However, ARJ-Viruswas sent to me
completewith acopy of its C source code. Thisisapproxi-
mately two hundred linesin length. How isit possibleto do
so much in such ashort program?

When aninfected fileisexecuted, it searchesin the current
andinall theparent directoriesfor any fileswhich havethe
extension ARJ. If an ARJfileisfound, theviruscreatesa
temporary fileand theextension COM. Thefilenameis
generated by randomly choosing four lettersfromtherange
A toV. Thechoiceisrestricted becausethe upper limit for
letters used by the virusis OFh: thus, the virus has arange of
fifteenlettersfromwhichto choose. Examplesof typical
filenamesgenerated by thisroutineareBHPL.COM,
NLJJ.COM, and OKPD.COM.

Oncesuch afileiscreated, theviruscopiesitself intoit, and
appendsarandom number of ‘ garbage’ bytes. These Trojan
filesrangeinlength from about 5K (thelength of thevirus
code) to 64K, the maximum allowable size of aCOM file.

Thevirusthen needsto add thisfileto the host archive. It
doesthisintheeasiest manner possible... by executing the
archivingfile, ARJ.EXE! Thisprogramallowsusersto
compressand store oneor morefiles(including subdirecto-
ries) inoneor several archive[Colloquially known asArjive.
Ed.] filesin compressed format. ARJisone of themost
popular archivers, likePkWare sPKZIP.

ARJ.EXE isdesigned to becalled from the command line,
and therefore hasaraft of commands and switcheswhich
can be set when it isexecuted. One of these, the‘a’ switch,
tellsthe program to add particular filesto anamed ARJfile.

Thevirususesthisoptiontoinfect thehost ARJfile,
executingthefollowingcommandline:

c:\command.com/c arj a <arj-file> <filenane> com

where <arj-file> isthe name of the archivefile about to be
infected, and <filename> isthefour bytes-long, randomly
selected namedescribed above. The'/c’ switch causes
COMMAND.COM to execute aprogram, and to exit
immediately upon execution.

“Thisnewvirus... presents a new
idea which could be devel oped

into areal threat to certain
approachesto virus protection”

Onexecution of thiscommand, thearchiver ARJ.EXE
compressesand addsthis Trojan programto thearchivefile.
Thevirusthen del etesthetemporary fileand searchesfor the
next ARJfile. If thereareno other archivefilesinthecurrent
directory, theviruswill jumptothe parent directory. Should
thecurrent directory bethedisk root directory, thevirus
returnsto DOS.

TheManual Virus

Thevirusdescribed aboveis, under certain circumstances,
capableof spreading. Themostimportant requirement
necessary for ARJ-Virustowork isthe presence of the
ARJ.EXE archiveutility. Thevirusauthor hasassumed that
where ARJfilesexist, so shouldthearchiver.

Moreover, ARJ-Virusassumesthat thearchiving programis
specified somewhere onthe path. Though thiswould seemto
limit the spread of thevirus, itislikely that it is capable of
replicating on anumber of machines: if ARJfilesarestored
onamachine, itisprobablethat thearchiving programis
also present. Traditionally, thisfilewould belocatedina
directory specified onthepath, such as\BIN.

Another factor which limitsthe spread of thisvirusisits
requirement that the user executethe Trojanfilecontainedin
thearchive. Examiningthesituationfromapsychological
point of view, it does seem probablethat thefilewill be
executed. Whenthefileisunpacked and examined, its
contentswill be seen to contain an extraexecutablefilewith
astrange name. What isit, and will the user giveinto the
instinctive urgeto executethefileto seewhat it does?
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Oneof several different thingswill happen at thispoint.
Firstly, theuser may simply ignorethefile, or not even
noticeitsexistence. Should thisbethe case, theviruswill
not spread. Secondly, the user may examinethefile, andtry
togaugeitsfunction. Inthe absence of further information,
themost likely result will befile execution. By relying onthe
user to help spread thevirus, the author hasmadeit difficult
tousetraditional methodsfor virusdetection.

Asan experiment, | decided to ask ten people who work
with computersevery day what they would do if they
unpacked an archivefileand found that it contained an
unknown COM file.

About half of my test-setrepliedimmediately, ‘ Executeit!”.
The others suggested that the contents of thefile should be
examined, and that if no further information cametolight, it
should be executed anyway! Not one of thosewhom |
guestioned suggested that thefile should be scanned with
anti-virussoftwarebeforeexecution.

Itispossible, after having read thisdescription, that the
reader will assumethat thisvirusislesslikely to spread than
most common viruses. This, however, isnot the case: most
virusesrely on usersexecutinginfectedfilesor leaving an
infected disk inthedisk drive - with careand attentionitis
possibleto prevent almost all virusattacks.

TheFeatures

One of themore unusual traitsof the ARJ-Virusisitsability
toinfect the samefile many timesover. Thevirus, by itsvery
nature, cannot easily determinewhether anarchivefileis
already infected. Checking thecontentsof anarchivefilefor
the presence of thevirusisquiteatask, given that the Trojan
COM filewill be of variable size and name. Thisdoes not
matter: ARJ-Virushasthelook of ademonstration that a
new ideaworks, not that of afinished product.

Althoughit containsnointentionally destructivecode, the
viruscan still damage executabl efilesunder certain circum-
stances. Sometimesthefilename chosen by thevirusisthe
same asafilealready present withinthearchive. Inthis
case, thevirusoverwritesthefilealready withinthearchive
withthenewly created Trojanfile.

Thevirusattemptsto hideits presence by hooking Int 10h,
thevideointerrupt. When thearchiveprogramiscalled, the
virussimply installsitsown Int 10h, which consists of an
IRET instruction-i.e., al callstothe screen areignored. If
all goeswell, and no errorsare encountered, theinfection
processwill betransparent to the user.

Unfortunately, if either DOSor ARJ.EXE displaysanerror
message during this process, thingsgo awry. In the case of
thevirusattempting toinfect awrite-protected disk inthe A:
drive, theinfection processwill cause DOSto attempt to
display thefamiliar ‘ Write-protect’ error messageandwait
for akeystroke. The user will see only ablank screen,
making it look asif the computer has crashed.

TheProblems?

Thisvirusraisesnew issuesfor anti-virussoftware devel op-
ers. One problem pertainsto behaviour blockers: how can
themonitor intercept thelegitimate request to add afileto
thearchive?| seeno easy answer. Shouldthe TSR display a
warning about an ARJfile opening, or when COM filesare
opened or executed? Thiscannot beagood idea. A behav-
iour monitor would normally detect thisviruswhen anew
COM fileiscreated. However, thisissuch acommon
occurrencethat most userswould ignorethewarning.

Thevirusitself, once unpacked, isrelatively easy to detect (it
even containstheinternal text string ‘ *.arj .. 0000.com /c arj
ac:\command.com’). However, searchingfor thevirusin
infected ARJfilesismuch moredifficult.

How important isit that scanners should be ableto detect
archivesinfectedwith ARJ-Virus?How many different
popular archive standardsarein useinthe|BM PC world?
In order to add thisfunction to anti-virus software, agreat
deal of development time, money, and EXE codebytesare
required - abill which would eventually belaid at the feet of
theuser. Scannersare aready bulging from the steady influx
of new viruses, and making them aware of many different
compressed fileformatswill slow them down still further.

ARJVirusisquiteprimitive, and not agreat security threat
to PCs. However, it presents anew ideawhich could be
developedintoareal threat to certain approachestovirus
protection. Theideaof virusencryptionintroducedin
Cascade grew up to bethe MtE and TPE . Let’ sbeready.

ARJ-Virus

Aliases: None known.
Type: Non-resident Worm.
Infection: Creates Trojan COM files inside

archives compressed using ARJ.
Self-recognition on Files:

None.
Self-recognition in Memory:

None necessary.
Hex Pattern:

558B EC83 CAEE E883 03B8 B614
50E8 3EOB 50E8 450B 83C4 04B8

The pattern in infected archive files
depends on the version of ARJ archiver
stored on the host machine.

Intercepts: Int 10h to disable the screen output.
Trigger: None.

Removal:  Delete Trojan COM files from disk and

within archives.
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FEATURE

The Real Virus Problem

Jim Bates

Therehasalwayshbeen apressing need for reliableinforma-
tion concerning computer virusactivity inthereal world:
only by accurate assessment of the problem can an effective
defencebecreated. Thanksmainly tothe marketing efforts of
theanti-virusindustry around theworld, thetrue extent of
the problem hasbeen efficiently conceal ed beneath araghag
of pseudo-scientificprojections, surveys, reports, forecasts
and speculations. Herel present thefindingsof arecent
survey of UK computer programmers, conducted without any
input fromthesoftwarevendors.

Vital Statistics

TheinfamousTippett Prediction appearedtoforecast virus
infectionsof galactic proportionsby theend of thiscentury.
Sincethen, most of theinformation concerningvirus
prevalencehaseither been unabashed hyperboleand
exaggerationdesigned primarily tofrightenusersintobuying
aparticular anti-virus package, or smply gatheredinsucha
way astoinvalidatethe statistics.

One of thebiggest problemsinthisareaisthat, following
thegrossly overestimated predictionsabout Michelangelo
prevalence, predictionsfromwithintheindustry areseento
beself-serving at best. Many anti-viruscompaniesexperi-
enced record sal esin the scanning frenzy which preceded
‘Michelangelo Day’ in 1992, and ever since, the public has
beenunderstandably wary of industry-generatedfigures.

Academic discussion of the prosand cons of rareand exotic
virustechniques, coupledwiththemagpiecollection
complex displayed by vendorsand researchersintent upon
playing the numbersgame, may bevery stimulating. Such

(a) 280

e

Breakdown of virustype: (a) Never had avirus. (b) Had aboot
sector virus. (c) Unsureof virustype (d) Had aparasitic virus(e)
Had both boot sector and parasiticviruses.

counting, however, bearslittledirect relevancetothe
problemsfaced by computer users. Similarly irresponsible
attitudesto viruswritersthemselvesencourageawhole
group of prospective‘ researchers’ tothinkit perfectly
acceptabletowritevirusesfor ‘ research purposes’ andthen
passthem onto others, to swell their collections.

Thoseresearchersgenuinely concernedwith helping users
havehadtorely uponverified reportsof virusinfections
coming inthrough their own channels, aswell asupon
occasional statisticsproduced by other trusted organisations
such asthe Police. Until now, thisisall they have had to
enablethemto eval uate the extent of the problem. Wemay,
however, be seeing the beginning of anew trend, with the
publication of theresultsof asurvey conducted by the

I nstitution of Analystsand Programmers(IAP). This
organisationisdedicated tothe promotion of excellence
amongst computer professionals, andtheir survey represents
thefirst truly independent attempt which | have seento
evaluatethereal extent of thevirusproblem.

Settingthe Scene

Several fascinating revel ationsfromtheresultsof thesurvey
confirmthereliability of theapproach adopted by responsi-
bleresearchersinthe UK. First, existing figuresseemto
indicatethat under 2% of known virusesare actually at large
and causing problemsfor real computer users. Second, it
appearsthat thereisaslight preponderance of boot sector
over parasitic viruses, despitethefact that parasitic types
formthevast majority of most collections. Finally, itis
thought that most of thereal problemsarisefrom ahandful
of aged viruses(old, that is, when compared to the age of the
virusproblem).

Thel AP survey consisted of asimplequestionnaire sent out
toaround 2,500 members (mainly inthe UK) and 521 (circa
20%) werereturned. | understand that thisisabetter than
averageresponseto suchthings. Thefigureswhichfollow
include approximate percentages, in order to givean ideaof
just where changesare occurringinthisfield.

IntheWild

Of thosereplying, 280 (54%) reported no virusincidents.
When asked how long ago theinfection occurred, the
remaining 241 were split 166 to 75 (69% to 31%) - the
larger groupindicatinginfection withinthepast year.

Thesurvey then went onto determinewhichtypesof virus
had been noted. Here, 81 (34%) definitely identified boot
sector virusesonly, 56 (23%) said parasitic virusesonly, 41
(17%) experienced both types, and theremaining 63 (26%)
did not know what type of virushad infected their computer.
Therewereeight different boot sector virusesand 14
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different parasitic varietiesreported, soevenif the 63 people
whowereunsure of thetypeall had different viruses
(extremely unlikely), well under 100different viruseswould
havebeenreported at large. Thisseemsto confirmthe
current suggestion of approximately 40to 45 common
virusescausingamost all real-world problems.

A further breakdown of thevirustypesindicated that just
fivevirusesaccounted for around 93% of all boot sector
infections(Form 38%, New Zealand 31%, Michelangelo
9%, Tequila8%, Spanish Telecom 8%) whilst another four
virusescaused around 65% of parasiticinfections(Cascade
26%, Jerusalem 17%, Y ankee Doodle 11%, Dark Avenger
11%). Thusthe overall picture showsthat of the 234 people
who were abletoidentify thevirus, 188 (80%) had been hit
by oneof just nineviruses.

Thisagaintallieswith most observed datafrom other
sources, andisafar cry fromthethreat of ‘thousands of
viruses which somevendorsclaimareinthewild.

“ It would seem from this that an

anti-virus policy aloneisno real
defence against the threat.”

ChangingTimes

Thesurvey reveal ed someinteresting variationsonthe point
at whichinfectionswere noted, and additional analysiswas
made of this. Themost common virusreported from more
than oneyear agowas Tequila(31 instances) followed by
Cascade (14 reports), New Zealand (11) and Form (10).
Sincetherewere 100 reportswithin thistimeframe, these
figuresal so represent percentages. Theresultsfor the past
year show dramatic changes. The most commonvirusnow is
Formwith 41 reports(21%), followed by New Zealand with
31 (16%) and Spanish Telecom with 11 (6%).

Aswell asaobtaining thesefiguresfor actual virusinfections,
userswere al so asked how those affected had dealt with the
problem. Theresponse showed that over 82% had used
proprietary anti-virussoftware, whilearound 14% had dealt
withthe problem in-house. Just 3% had contacted an outside
consultant for further help.

Another seriesof questionsasked how usershandled the
threat of virusinfection. Rather surprisingly, 41% had an
anti-virus policy and had been hit, 41% hadno policy and
had been hit, 13% had no policy and had not been hit, and
the remaining 5% had an anti-virus policy and had not been
hit. It would seem from thisthat an anti-viruspolicy aloneis
no real defenceagainst thethreat. Thetypeof anti-virus
measureswhich usersimplement wereanal ysed asfollows:
10% banned incoming software, 25% had someform of
guarantinearrangement, 30% maintained control of software
sourcesand 27% conducted regul ar softwareaudits.

Helpingwith Enquiries

A final question concerned thereporting of virusattacks.
Thiscontained the biggest surprise - fewer than 6% of the
respondentsactually reported theincidenttothepolice!

Thesefigurescertainly confirmthat avirusproblem does
exist, sincenearly half of all respondentshad experienced an
attack. However, the extent of the problemindicatesthat the
level of user awareness, at least in the UK, has contained the
problemwithin far narrower limitsthan those suggested by
many vendorsof anti-virussoftware.

All thevirusesreported arerelatively simpleones; thereisa
distinct absence of themoreexotic typesbel oved of the
academicresearchersand viruscollectors(Commander
Bomber, Starship, DIR 11, Tremor and so on). It seemsthat
the presence or absence of an anti-viruspolicy haslittle
effectinpreventinginfections. Thiscanonly bedueto poor
implementation and user education: awell designed virus
defecnewill preventinfection.

| was most disappointed to read just how few peoplereport
the problem to the police, asthis has been amajor source of
statistical information onvirusprevalencefor sometime
now. However small their sample may havebeen, its
usefulnessisamply demonstrated by thesimilarity of the
IAP survey. | would urgeall usersto reconsider any policy
which preventsreporting virusoutbreaks.

Eachreportistreatedinthestrictest confidenceand provides
theonly possibility of bringing the perpetratorsto book. I f
you need further information, call theComputer Crime Unit
at New Scotland Yard on +44 (0)71 230 1177.

| am particularly indebted to Michael Ryan, Director General
of Thelnstitution of Analystsand Programmers

(+44 (0)81567 2118), for allowing me accessto these
figuresand analyses.

Form 51

New Zealand Il 42

Tequila 39

Cascade 24

Jerusalem 17

Michelangelo 12

Spanish Telecom 11

Dark Avenger 10

Yankee 10

UK’s*Most unwanted’ list: Thetop ninevirusesaccount for 80%
of all virusoutbreaksamong thosepolled.
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PRODUCT REVIEW 1

The ASP Integrity Toolkit

Mark Hamilton

The ASP Integrity Toolkitwasfirst reviewedin VB by Dr
Keith Jackson in June 1992. It wasdistributed by aDanish
company, Sikker heds Radgiverne(SR), who acquired sole
worldwidedistribution rightsin January 1993. | was
thereforeparticul arly interested to seewhether theproduct
had sinceimproved.

ThePackageand Documentation

Theproduct claimsto providean ‘ Integrity Shell” within
whichonly validated programscan beexecuted. The
Integrity Toolkit offerstheuser accesscontrol, file check-
summing and verification, boot sector protectionand a
choiceof two virusscanners (see below) to ensurethat the
systemisvirus-freebeforeinstallation. Thislistisby no
meansexhaustive: the product attemptsto provideacompre-
hensivesolutionto computer virusesin onepackage.

Integrity Toolkit consists of two manualsand one high-
density 3.5-inchdiskette. Unfortunately, not all computers
can accept thismediatype, apoint madein our previous
review of the product, and one apparently ignored by the
vendors. Alsoincluded wasaletter, some of whose contents
concerned me: ‘| must stressthat theinstallation process
described inthe manual must befollowed totheletter.” Why
isthissovital?

Themanualsappear little changed since the author, Dr Fred
Cohen, first penned themin 1991. Oneisan A5 book over
90 pageslong, entitled simply, ‘The ASP Integrity Toolkit':
it servesasuser documentation. The other, aslim A4
booklet, containsdetailson how atechnically proficient user
might tailor theIntegrity Toolkitto meet hisneeds. Itis
much moretechnical in content, and clearly not designed as
alight read.

Whilst the product’ sunderlying kernel iswrittenina
mixtureof assembly languageand C, aLISPinterpreter is
usedto configurethelntegrity Toolkit’ soperation. LISPis
not apopular language - certainly, inthe computer depart-
mentsof large corporates, skillsinVisual Basic, C, FoxPro
and the Windowsand OS/2 APl sarefar more common.

AreweCompatible?

Oneof thecaveatsmentionedinthevery brief installation
instructionsrefersto setting up on aPC whereamemory
manager isrunning. Almost all PCshave some sort of
memory management software; theseusersarereferredto
the System Administrator’ smanual, which appearslaterin
the A5 book. Finding this section was not easy: theindex
andthetableof contentsare particularly unhel pful.

Themanual stressesthat thelntegrity Toolkit should work
with most memory managers, but doesindicate apotential
problem - if the user isrunning amemory manager, heis
warned that installing BootL ock may fail, causing the PC to
lock up. Thedocumentationstates: * If defaultinstallation
fails, thereisachanceyou will haveto usetherecovery
techniqueslisted earlier to regain accessto your system.’

TheBootL ock component of thesoftwareactually encrypts
the Partition Table - thisisnot aviable option for userswith
dual or multipleboot machinesusing the Boot Managers
that comewith OS2 or Windows NT, asit negates access
under anon M S-DOS operating system. These changestake
placewithout an explicit warning to the user, which could
causeafew worryingmoments. Thedocumentation should
bealteredto explainthisprocessmorethoroughly.

Default installation provides coverage appropriate to an average
small to medium sized business. It assumes that you have :

NO memory manager,
NO network,

NO disk cache,

or other similar program operating.

It provides a moderate amount of protection against viruses and
operating system modifications, while no access control features are
implemented. Thus protection against DIRECT attack is NOT active, in the
default setup, as it is usually company policy which sets the do’s and
dont’s in this.

If you select not to use the default installation, you will be
provided with menus and asked to select your installation requirements.
Each menu consists of a set of options which can be turned on or off by
selecting the menu item of interest. Please refer to the IT reference
manual for details about these menu selections.

hall I use the default installation?ly/nl:

If defaultinstallationisnot used, theuser must refer tothe System
Administrator’ smanual.

Installation

K eepinginmind thewarningsabout compatibility, | began
theinstallation procedure, which openswith arequest for a
registration number, an expiration date and aregistration
code. When | received the package, anote of theregistration
number wasnot included; | merely pressed carriagereturn
and entered theregistration code and expiry dates- a
decision| would later regret (see below).

Menu Integrity Tool (MIT) isthe program usedtoinstall the
product. When executed, this proceeded to scanthehard
drivewith F-Prot, andinstall the componentsinto theASP
directory createdondriveC. Thisdirectory contained 148
files, and used almost amegabyte of disk space.

Thisinitial scanistheonly timeF-Prot appearsto beusedin
the Integrity Toolkit. | wasinformed by SRthat it isnot
necessary to usethisor any other scanner oncethel ntegrity
Toolkitisinstalled - astancewhich, whilefactually accurate,
doesnot reflect theway inwhichtheproductislikely to be
used. If new programs areto be added to the hard drive, they
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should be scanned before use. Unlessoneintendsnever to
upgradethe software on the protected PC, ascanneris
useful, thoughonly forincoming disks.

When MIT had finishedinstalling the program, | rebooted
the PC, and thelntegrity Toolkitimmediately checked the
boot sectorsand executabl efil es, comparing checksumsto
valuesstoredin the database created oninstallation. It then
displayeda‘Loggedin’ message. Toaccomplishthis, it had
modified my CONFIG.SY Sfileand, without alertingme
first, had inserted the statement

SHELL=\ ASP\ ASPLOG N. EXE \ ASP\ LOGARGS. ASP

Thisinstruction meansthat theprogram ASPLOGIN.EXE
programisexecuted beforeloading thecommand interpreter
(usually COMMAND.COM). Theoriginal shell specifica-
tionisstoredinthefileLOGARGS.A SP, so those machines
which useareplacement COMMAND.COM should still
functioncorrectly withthelntegrity Toolkitinstalled.

TheMenu Integrity Tool

Themanual statesthat the product isnormally used in one of
twoways. Thefirst of theseletsthe user implement features
automatically installed at system bootup; thesecond gives
morerightsto System Administrators(primarily through use
of the* MenuIntegrity Tool’).

So far, inthe words of the manual, | am auser. | decided to
bethe System Administrator of my own machine, which
seemed to me areasonable choice. | ran MIT, and was
informed that the program had not been registered. As| had
donebefore, | thentyped carriagereturnto theregistered
number prompt once again, and re-entered theregistration
code and the expiry date. It had worked before, shouldit not
work again?| was mistaken.

Atthat point acall to Denmark was necessary to obtain the
necessary number. Oncethishad been done, | wasableto
gainaccesstotheMIT program by providing theregistration
detailsrequired. Indefence of SikkerhedsRadgiverne,
installationisnearly alwayscarried out by itsown staff
(indeed, thereisawarning in the manual that this should be
the case), so such problems should not occur. However, the
unnecessary complexity would certainly put meoff installing
the product on new machineswhich | added to asystem.

Thelntegrity Tookit providesprotection by ensuring that
only uninfected, authorised programsareallowed to execute.
Each programisverified by checkingitscontentsagainst a
checksum. It was at this point that the vast number of
optionsoffered becameconfusing rather than useful.

Thechecksumscan beeither sequentially stored or hashed,
thelatter being faster but using more disk space. The choices
rangefrom Big/Hashed/Slow through Small/Hashed/Fast to
Sequential/Trivial. Thedifferencesinthevariousstorage
methodsareinadequately explained inthemanual, which
givesno suggestion asto which typewould suit each
individual user. On-screen helpisalsowoefully lacking: the

hint bar at the bottom of the screen, when selecting the
option, tersely states'Nohelpavailable'. Indeed, | found
referencetothe previousVB review of thisproduct, by Dr
Keith Jackson, to be more useful than the manual provided
by themanufacturer!

If none of thealgorithmsoffered by the product are suitable
for theuser, itisalso possibleto nominate an external
routine. Thebuilt-in checksumming methodsshoul d suit
most users, although all theroutinesare proprietary, and
conform neither with ANSI nor 1SO standards.

InUse

Initsdefault configuration, all executablefilesare checked
at boot time, along with key areas such asthe boot sectors
andtheinterrupt vector table. Using the Big/Hashed/Slow
method, bootup time onthe 25M Hz 486sx notebook | used
for testing thisproduct was|engthened by ten seconds- not
anunacceptableoverhead.

Other overheadsweresimilarly encouraging. Usingeventhe
slowest checksumming techniqueon offer, | noticed only a
very slightincreaseinthetimetakentoload and execute
programs. If an attempt ismadeto run aprogram not yet
registered initsintegrity database, the user isalerted and
asked if itschecksum should be determined and stored. If the
answer isnegative, the programissimply not run.

If thelntegrity Toolkit detectsalterationsto the boot sector,
theuser isalerted - however, nodisinfectionisoffered. This
feature worked in my tests, although each timel hadtorun
softwarefrom other vendorstodisinfect my systembefore
the Integrity Toolkitwould allow meto boot from thefixed
disk. Anexcellent result.

Accessall Areas

Oneof themany different featuresoffered by I ntegrity
Toolkitisaccesscontrol. If theprogramisconfigured so that
thisisimplemented, certain decisions must be made by the
user. For example, threedifferent typesof accesscontrol are
available; Two Type, POSet, and Milspec: addingthe Two
Typemethod (atwo-password system; onewith limited user
rights, onewith moreaccesscontrol, for the System Admin-
istrator) will lock theroot directory of thecomputer. Locking
theroot directory, whileproviding ahighlevel of security,
preventscreating, editing or deletingany fileor directory
entry intheroot.

Thismeansthat auser without Supervisory rightscannot
install new software. Thisisan extremely useful prophylac-
ticagainst anumber of different I T threats, especially the use
of pirated software and games.

Dueto theway in which PC access control isviewed, this
optionislikely to be used only in companieswith their own
dedicated I T departments. Thisisashame, asthereare many
computing environmentswhich could benefit fromthe
featuresthisoptionprovides.
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TheScanner

Aspreviously stated, two scannersareincluded with this
product, Fridrik Skulason’ sF-Prot, and Fred Cohen’s

SCAN. Theformer isanintegral part of thelntegrity Toolkit,
but used at no other time than installation, to pre-scan the
hard drive. This, to my mind, isaseriouserror: when an
attempt is madeto execute aprogram not yet in the product’ s
integrity database, that program should first be scanned for
viruses. It would be advisableto pre-scanfilesbefore
including themintheintegrity database.

Thelntegrity Toolkit doesnot do this; consequently, itis
possibletoincludevirus-infected executabl es. Asmatters
stand, it would be all too easy for thelntegrity Toolkit to be
targeted by aviruswhich would deleteits database. For this
reason, the use of agood scanner which can check incoming
executablesisvital.

Theeffectsof executing infected executablescan be (and are)
detected, but thedaunting task of identifyingwhichfileis
the cause of the problem still remains - the manual does not
tell the user that thereisamore than adequate scanner
included (F-Prot).

MIT 3.7.9 - Copyright(C) 1986-92 ASP - All Rights Reserved

sPlit install

heck programs for change at load time

Integrity Toolkit isoneof themost option-rich programs| haveever
comeacross. However, thedevel opersneedto spend moretime
explaining theprosand consof each choicefor thistobeof use.

Fred Cohen haswritten and documented ascanner for the
product, called SCAN: it appears, however, to befearfully
out of date (thelatest file date being December 1992), and
only claimstobeableto detect ‘ commonviruses' (whatever
thoseare). When run against the current VirusBulletinIn
the Wild test-set, SCAN identified fewer than 30 out of the
126 samplesasinfected. Obviously SCANisnolonger being
devel oped, and should be dropped from the product.

When referring to SCAN, themanual doesaffirmthat ‘ the
Monitor mode of operationisfar moreeffectiveandless
expensivethantheSCAN modeof operation’. Unfortunately,
itisnowhere explained either what Monitor is, nor how it
might operate. It ispossiblethat thisis somehow acryptic
referenceto F-Prot. If so, themanual needsto be updated to
makethisclear.

Version 2.09f of F-Prot (issued September 1993) wasthat
supplied with thelntegrity Toolkit: it found all virusesin
both the VirusBulletinIn The Wild and Standard test-sets. It
scanned 1,393 files (58.0 M egabytes) in 78 seconds, in
secure scanning mode, and on the test machine approxi-
mately 761 K bytes/sec.

Conclusion

Thisisanimmensely complex product, and acomplete
review of itsmany featureswouldfill far more spacethan
thethree pagesavailable. It must be said that inits current
incarnation, thelntegrity Toolkitisnot user-friendly. This
should changewhen SRrel easesitsnew version, with CUA-
compliant character-modeuser interfaceand (onehopes)
context-sensitiveon-linehelp. Asit stands, MIT doesnot
support amouse, and on-line helpissimply aone-liner at the
bottom of thescreen - occasionally, eventhisstates, tersely,
‘Nohelpavailable'.

Quibblesaside, the product’ sintegrity shell isexcellent and
will detect executablefilemodifications, but usersshould be
awarethat there are still anumber of programswhich quite
legitimately modify themsel ves: thesecause problemswith
all such generic checksumming programs.

I have spent agreat deal of time thinking about how to
concludethisreview. ASP Integrity Toolkitworksand will,
without doubt, providean excellent way of managinga
reasonably-sized | T system. However, the presentation of the
package needsto beimproved, and the compatibility i ssues
solved. Initscurrent form, the problems seem to outweigh
thebenefits: by designintegrity Toolkitisvery restrictive.

Skker heds Radgiver neinforms methat the product isbeing
compl etely revamped, thedocumentationsimplifiedand
someof themoreesoteric functionsremoved. If thisisdone
successfully, thereisno doubt that the product will be much
improved, and certainly worth considering for siteswhose
PCsrequireahighlevel of protection.

Onefinal note- when thisproduct waslast reviewed, some
€eighteen monthsago, the quoted unit pricewas $89.00:
although thishas now increased by some 300%, the product
itself hasbarely changed.

Technical Details
Product: ASP Integrity Toolkit
Version Evaluated: 3.7.9

Vendor : SkkerhedsRadgiverne, Knabrostraede 20, Copenhagen,
DK-1210. Tel: +45 3332 3537 Fax: +45 3332 3547

Serial Number: Nonevisible.
Unit Price: Dk Kr 1,895.00 (CircaUK £190 or US $290)

Har dwar eUsed: SIR486 Sub-Notewith 110 M egabytehard drive
and4MbRAM, a25MHz 486sx processor and asingle high-
density floppy diskdrive.

For detailsof thetest-setsused here, refer to:
(4 Standard test-set: VB May 1992, page 23
@ IntheWild' test-set: VB January 1993, page 12
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PRODUCT REVIEW 2

Discovering PC-cillin
Dr Keith Jackson

VirusBulletinlast examined PC-cillinfrom Trend Micro
Devicesover twoyearsago. Inthat last review, Mark
Hamilton waslessthan enamoured of the product, and
dourly concludedthat ‘ thereislittle, if anything, about this
producttocommendit’. Havethingsimproved?

Baubles, Banglesand Boxes...

PC-cillinissupplied asan ‘ Immunizer Box’ (asmall piece
of hardwarewith 25-way D-type socketson either end), an
A5 manual, various pieces of bumph, and both 3.5-inchand
5.25-inchfloppy disks. Thelmmunizer Box ismentioned
neither in the Installation chapter nor intheindex of the
manual; the README fileisalso silent on the matter. | had
todig around elsewherein the manual to learn that it should
beattached to aparallel port.

Thisinformationisvital: PC hardware designissuch that
serial ports, with male sockets, and parallel ports, with
femal e sockets, both use 25-way D-typeconnectors. Thus, it
ispossibletoinsert thelmmunizer Box incorrectly intoan
RS-232 serial port. Giventhehigher voltagesused by RS-
232 signals, thismay cause damageto the PC or to the
Immunizer Box. Asl value my test machine, | did not test
theverity (or otherwise) of this!

Documentation

Probably thebiggest problemsencountered withPC-cillin
concernthemanual, which appearsto have been written

with adifferent productin mind. It hasnot been revised for
thisversion of the software, and even worse, no explanation
has been added to the README file. Themany flawsare
doubly disappointing, asmuch of thediscussion of anti-virus
strategy iswell written, and will make senseto most readers.

Several featurestouted inthe manual, such asscanning files
beforeexecution, and disinfecting M utation Engineinfected
files, areavailablefromv4. However, thelatest version of
the softwareisv3.65, and the manual shows pictures of
screenstaken from v3.3 and v3.6. What has happened to v4?
Why referencefutureversions? Thedocumentationis
confusing and confused, isvirtually bereft of technical detail,
describes‘ Real Soon Now’ features, and resortsto meaning-
less marketing nomenclature. In short, itisamess.

Themanual isproneto using silly names, and to depicting
viruseswith drawingsresembling ink-blots[or arethey ink-
blotswhich resembleviruses? Ed]. Disinfection of Muta-
tion Engineinfectedfilesiscalled‘Mutie Clean’ (onwhich
thedevel opersclaim trademark), and the characteristicsof
their scanner are denoted by the phrase‘ Deep Scan’.

| would argue that some of the claims madein the documen-
tationarenot fulfilled: PC-cillin purportsto betheonly
product to disinfect MtE-infectedfiles. Apart fromthefact
that thisispatently untrue (several productscan dothis), the
version of PC-cillinreviewed cannot evendetect MtE-
infectedfiles, let alonedisinfect them.

Installation

Oncethelmmunizer Box wascorrectly installed, themanual
instructed metotype PCCILLIN. Thisproduceda‘Bad
command or filename’ error, asno executablefileof this
name existed on thefloppy disk. Through aprocess of
elimination, | eventually deduced that afilecalled PCC
started installation. Itistotally unacceptabl ethat the name of
theinstallation program giveninthe manual isincorrect.

Having completed thetesting, | noticedinthe extrabumph
that usersareadvised to boot from theinstallation floppy
disktoinstall. When | tried this, the naming problems
described abovewerecircumvented. Thisisnot mentionedin
themanual. The README file, which provides|ate addi-
tionstothemanual, instructsusersto boot from thefloppy if
upgrading, but mentionsnothing about installation.

| am uncertain whether providing aboot disk for installation
isagoodideaor not. It requiresthe devel oper of the boot
disk tosolveall the problemsof hardware compatibility
normally tackled by Microsoft and the various OEM

devel opers. What happensto compressed drives?The
manual dealswith none of theseissues.

Finally, after booting fromtheinstallation disk, theuser is
asked to enter the name of thedrive on whichPC-cillinisto
beinstalled. Thereis, however, no choiceabout the subdirec-
tory. Thisispoor - itismy hard drive, and | should be
allowedto put thefileswherel want to.

Sensitivity I

Low Level Disk 170 Control. . . . ..

Boot Security . . . . . . ... . .

F Abnormal Memory Resident. . . . . ..

Abnormal File Open/Creation . . . ..
Partition/Boot Sector Urite Protect.
Floppy Disk Boot VUirus Check. . . .. §
Description
| Adjust PC Continue Operation Option . . . . .. ; ]
'— [ <~ 1 Turn on — [ -> 1 Turn off —M8M8M8M8 ——

PC-cillin providesanumber of different optionsinordertogive
enhanced protection on machines- however, lack of attentionto
detail letstheproduct down.
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Duringinstallation, PC-cillinscansfor knownviruses, first
in memory, then onthe hard disk. Next, the boot sector and
partitiontableinformationisstoredinthe mmunizer Box. |
later found that PC-cillin had added linesto the start of the
AUTOEXEC.BAT file,whichinstalledamemory-resident
programcalled Virus Trap. Thisoccupied 14.2 Kbytesof
RAM, areasonably-sized chunk. For reasonswhich are
beyond me, theinstall ation program changed the date/time
stamp onthe CONFIG.SY Sfile, eventhough nothinginthis
filewasaltered.

Themanual statesthat Virus Trap can be disabled after
installation by removing thelinewhich callsaprogram
entitled PCCSTSRfromthefileAUTOEXEC.BAT: nosuch
lineexists. It also statesthat the AUTOEXEC.BAT filewill
be backed up, either to AUTOEXEC.$$$, or to AUTO-
EXEC.@@@. Infact, itisbacked upto AUTOEXEC.PCC.
After installation onto the hard disk is complete, the manual
statesthat PC-cillinrequires 110 K bytes of disk space, and
theREADME file says 360 Kbytesarerequired. Neither is
correct. It occupied 449K bytes.

| encountered other problemsduringinstallation: for
example, themanual statesthat theinstallation program will
ask for afloppy disk asaRescue Disk to ‘ store acopy of
your hard disk partitiontable’. It did not. Theentireinstalla-
tionprocedurehardly inspiresconfidenceintheproduct.

M odusOperandi

With the product installed, my PC now hasasmall, single
character, ‘smilingface' (their phrase) blinkinginthetop
right corner of thescreen, which | personally find very
irritating. Good anti-virussoftware should becompletely
unobtrusive. It isimpossibleto choosewhich character is
displayed, but thefeature can (thank goodness) bedisabled.

Inadditionto amemory-resident anti-virusprogram, thereis
ascanner, called‘ Quarantine’ . When executed, PC-cillin
scansmemory beforethefirst file scanisinvoked. Thistakes
55 seconds. During this process, acounter zooms up to 562
Kbytes, and then clocksup very slowly to 640 Kbytes. | am
not sureif thismeansthat only thetop part of memory is
being scanned; such detailsare not in the documentation.

By default, scanning (I refuseto call it Quarantine) inspects
all executablefiles, but thisselection can beoverridden. The
scanner seemsto accept only asingle DOSwild-card
expression; thereforeitispossibleto scanfor all COM files,
or for all EXE files, but not for both. If the scanner is
executed from thecommand line, morethan onefileexpres-
sion can then be named, but thismerely invokesthe scan-
ning processtwice. Not what isactually needed, | fear.

PC-cillin scanned the hard disk of my Toshiba 3100SX (see
the Technical Detailssection) in 3 minutes, 1 second when
scanning all files, 1 minute, 34 secondswhen scanning all
EXEfiles, and 47 secondswhen scanning all COM files. In
comparison, Dr Solomon’ sAnti-Virus Toolkitscanned the
same hard disk in 39 seconds. Sophos' Sweeptook 1 minute,

35 secondsin Quick mode (6 minutes, 7 secondsinfull
mode). Thescanning speed offered by PC-cillinisnot
unreasonable, but it isby no meansone of thefastest
products, asclaimed inthe manual.

The scanner hassomeannoying foibles. Itispossibleto
interrupt execution whilst scanning fileson adisk, but not to
interrupt theinitial scan of memory. TheV olumeName of
the hard disk being scanned isalwaysomitted from the
appropriatefield of theReport File, but curiously the
Volume Serial Number isincluded. The scanner alsoinsists
that the Report Fileiswritten to the disk being scanned, a
tactic asincomprehensibleasitisannoying.

TheViruses

| tested PC-cillin against the virustest sampleslistedin the
Technical Detailssectionbelow. Thesoftwareclaimsto
detect 1467 uniqueviruses, but the manual saysthereare
2600 ‘known viruses and strainsas of June1993'. Of the
non-M utation Enginesampl es, PC-cillincorrectly detected
all but five. None of the 1024 MtE sampl eswere detected.
Careful inspection of themanual disclosesthat disinfection
of MtE samplesispromised with version 4 of PC-cillin
(remember that thisreview coversv3.65): perhapsMtE
detectionwill also beincluded at thistime. Thefirst chapter
of themanual statesthat ‘ Trend’ sapproach to virusprotec-
tionisnot compromised by theexistence of today’ smutation
(polymorphic) viruses'. Thiscourageousclaimiswrecked by
the 0% detectionrate.

“1 have ploughed my way through
more than 50 reviews for VB since

itsinception, and PC-cillin feels
like a gigantic leap backwards.”

Thefivevirusesnot detected (Pitch, Power Pump, Todor,
Tremor and WinVir_14) wereall fromthe most recent
additionto thetest-set (afew monthsago). GiventhatPC-
cillin describesat somelength that itsscanner is' rule-based’
(their phrase), | surmisethat each virusisanalysed by the
developers, inorder to discover itsmethod of operation, and
the scanner amended asappropriate. Therefore, keeping up
withthelatest virusesisonerousand time-consuming.

PC-cillinalwaysdetectedinfection, but frequently (13% of
thetime) found adifferent virusfrom that actually presentin
thetest sample. Thismay be aside-effect of using rules,
rather than signatures, to detect viruses.

TheVirusTrap

Themanual makes many claimsabout Virus Trap which,
evenallowingfor featureswhichwill only beavailablefrom
version 4 (see above), doesnot seemtowork properly. The
feature defined inthemanual as‘ Abnormal File Open/
Creation Detection’ claimsthat it ‘ Warns of programsthat
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openthemselves . Thisisnot true. Evenwith protection
active, Sdekick could still edititsown executablefile
(SK.COM). Similarly, Wordstar could beused to edit
WS.EXE, and my ancient addressbook program, which
maintains names and addresswithin itsown executable
image, could be updated ad infinitum.

Also, thefeaturedescribed as‘ Abnormal Memory Resident
Program Detection’ washappy for both Sidekickand
Manifestto becomememory-resident, althoughSdekickis
notoriousfor doing abnormal thingsto variousinterrupt
vectors, and Manifest doesacompletelow-level examination
of the system. What isabnormal ? Thisadjectiveisnever
definedinthedocumentation.

Other featuresof Virus Trapinclude monitoring and
inspection of the boot sector of both floppy and hard disks,
and monitoring of ‘Low Level 1/O’ (whatever that means: it
isnot explained). | tested theimpact on performance
imposed by Virus Trap by measuring thetimetaken to copy
35smallishfiles(1.2 Mbytes). Without PC-cillin, thesefiles
could be copied under DOSin 24.4 seconds: with Virus
Trapinstalled, itincreased to 44.3 seconds. Under Windows
thesetwo figureswere 25.0 seconds and 47.2 seconds
respectively. Using either set of measurements, thiscorre-
spondsto animposed overhead of over 80%.

Thescanner operated correctly under Windows, althoughitis
only aprogram executing inaDOSbox. All measured
scanning timesincrease by about ten percent under Win-
dows; acreditable performance. Virus Trap al soworksunder
Windows, thoughit needsaspecial program to be executed
beforeit can makeitserror messages pop up.

Problemsin Reviewing

PC-cillinhasbeen reviewed before by VB (July 1991), and
thereviewer (not myself) had problemsgettingit towork
properly. I have ploughed my way through morethan 50
reviewsfor VB sinceitsinception, and thisfeelslikea
giganticleap backwards. First, the general standard of the
documentation provided withanti-virusproductsover the
past few yearshasimproved dramatically.PC-cillin's
documentation hasnot kept up.

Second, PC-cillinisdongled: althoughtheonly stated
function of the‘ Immunizer Box’ isto storeboot sector
information securely, PC-cillinwill not runwithoutit. More
sensibleproductsincludesuch featuresby writing filesto
floppy disk. PC-cillin could do the same, but choosesto use
adongle, and forcesthe user to attach thisextrahardwareto
theparallel port (otherwisePC-cillinwill notinstall, and
VirusTrap will not execute). Still worse, unlikedatastored
onfloppy disk, information held withinthe dongle cannot be
securely backed up. What happensif the hardwarefails?

Thelast review concluded that the donglewas unnecessary. |
too seenoreasonfor it, apart from the unstated purpose of
copy protection. Thedevel opersseemtoknow this; they had
asimilar product called PC Rx, which was not dongled,

reviewed by VB (October 1992, p.21). Re-reading thePC Rx
review, thescreensarevery similar to those produced by PC-
cillin, and the products seem to have muchin common.

For testing purposes, | installed PC-cillin ontwo computers.
If I cannot remember correctly onwhich computer thedongle
waslast used, what happensif | accidentally restore errone-
ousboot sector information?1 could go on, but these
questionsmake my point succinctly. Thedongleaddsno
capability not achievableby ‘normal’ means, and can
introduce problemsranging from anuisanceto something
little short of adisaster.

InConclusion

Werethelist of problemsdescribedinthisreview al fixed, |
still would not recommend use of thisproduct until the
developershavepublicly stated that their ‘ Immunizer Box’
hardware has been ditched. In fact, had | known from the
start that the Immunizer Box’ wasadongle, | would have
insisted that VB stick toitspolicy of refusing toreview copy-
protected software.

PC-cillindetectsviruseswell, but showssignsof being
somewhat slower than other productsat being updated; its
detection problemswereentirely withthemost recently
introduced virustest samples. Themyriad problemswiththe
documentation areexplained earlier inthereview. Inmy
humbl e opinion thereisno short-cut: the manual needs
rewriting. Until thishasbeen done, and PC-cillinhasbeen
de-dongled, | would not recommend itsuse under any
circumstanceswhatsoever.
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CONFERENCE REPORT

Predictable but Worthwhile

Early in November, VirusBulletinfled thefrostsof England
for two daysand went to Anaheim, California, wherethe
Computer Security Institutewas holding its 20th annual
conferenceand exhibition.

Anaheimispart of the overall sprawl of southernLos
Angeles, bristling with palm trees and theme parks. In the
Hilton and Towers, oppositeageing Disneyland, several
hundred del egates, speakersand exhibitorsgathered for what
hasbecometheleading computer security conferenceinthe
United States.

AgendaDetails

Theconferenceprogramme, withtwelvesimultaneous
streams, was both ambitiousand comprehensive, and
covered awealth of topics, including:

« Introductionto Computer Security
» TheNext Step[? Ed.]

» LAN Security

* Management

» Awareness

* Open Systems
 Telecommunications

« Contingency Planning

* Microsand Portables

» Toolsand Techniques

* Audit and Risk Assessment
* Product Specific

Only four of the 115 main conference sessionswerecon-
cerned specifically withviruses. Thefirst, from Noah Groth,
of PC Guardian, gave anintroduction to computer viruses,
pointing out theimportanceof straightforward measures
such as backups and employee awarenessasaidsin reducing
thethreat of avirusattack and limiting potential damage.

John Blackley, of Guaranty Federal Bank, shared his
experienceof creating andimplementing avirusresponse
team - thisincluded everyday practicalities, such aschoice of
anti-virussoftware, methodsof distribution, and waysof
keepingit up todate.

GenevieveBurns, of Monsanto Company, gave an account
of her strategy for developing avirusawarenesscampaign
for alargecompany. Her talk covered both technical and
businessissues.

Finally, Dr Peter Lammer, of Sophos, gave apresentation on
virusprotection for PC LANSs, inwhich hediscussed
technical aspectsof virus spread and stealth behaviour in
network environments, and explainedtheindustry’ smove
over the past 18 monthsto server-based scanning.

Other sessions, whilenot specifically virus-rel ated, neverthe-
less addressed matters germaneto the subject. Dan Erwin, of
Dow Chemical, for example, gaveatalk entitled ‘Horror
Storiesand How to Use Them', applying avariety of
management modelstotheproblemsof I T security.

Roger Thompson, from Leprechaun Softwar e, discussingthepros
and consof anti-virussoftwarewith Hector Aguilar, of the
Deutsche Treuhandgesell schaft.

TheExhibitors

Theanti-virusindustry wasrepresented slightly more
strongly inthe exhibition thaninthe conference; of atotal of
one hundred or so companies, those showing anti-virus
productsincluded Command Softwar e, Leprechaun, Reflex,
Digital Equipment Cor poration/ Sophos, McAfee, Syman-
tec and Trend.

No major surpriseswerefound here; life seemsto continue
much asusual. However, there appearsto be morefocuson
server-based anti-virussoftware, withtheapparently never-
ending scanner racestill theindustry’ sbread and butter.

ClosingThoughts

Cd isoneof themain computer security eventsof theyear,
and for thisreason aloneit isworth attending. The confer-
enceitself isprimarily an educational event rather thana
research forum - thismeansthat del egateswho have
attended before can expect afamiliar programme.

Thisisnot to say that the event waswithout entertainment:
therewasavery good cocktail bar, where copiousdiscussion
of datasecurity issuestook placeeach eveningwhile
VictoriaPaoletti and Jerry Garvin made great music at the
piano next door. Last year’ sCS venue, the ChicagoHilton
and Towers, was made famousthisyear inthefilmThe
Fugitive. Itisup toHollywood to decidewhether CS’s
latest venue will be afforded the same star treatment.
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END NOTES AND NEWS

Stuck for alast minute Christmas present?The Survivor’sGuideto
Computer Virusesmakestheperfect stockingfiller. Bothinformativeand
highly readabl e, thisone-shot referencebook oncomputer virusescosts
only £19.95. For further information, and for detail sof bulk purchase
discounts, contact VictoriaLammer. Tel. +44(0)235555139.

Central Point haslaunched an OS2 version of Central Point Anti-Virus.
Thenew product i sdesignedto complement Central Point’ srecently
updated NetWare product, providing centralised virusreporting over a
network. CPAV OS/2 costs£99including four updates, and requiresa386
machineor higher, running OS2 2.x. Tel. +44 (0)81 848 1414.

Sneaker stypecomputer hackingiscatchingonintheUnited States,
according to areportin Computer Fraud and Security Bulletin.

M anagement compani essuch as Price Water house, arebeing approached
by clientstoprovide' hacker-like' penetration servicesto seewherethe
weak pointstotheir systemare. Set athief to catch athief, and all that...

TSR Review Follow-up.Commenting on McAfee Associates’ poor
performanceintherecent TSRreview (B, September 1993 p.15), Phil
Talsky, spokesmanfor McAfee, claimedthat the performanceof the TSR
was' notaproblem’ aslong asusersalwaysused the scanner too. Many
feel differently. DavidMerril, vicepresident of aM anhattan executive
searchfirm,commented ‘|’ m supposed tofeel good about that sort of
protection?Who' swriting anti-virussoftware- Beavisand Butthead?

TheNational Computer Security Association hasreleaseditsFall
catalogue, containing over 100 computer security-relateditems.
Tel. +1(717) 258 1816. Fax. +1 (717) 243 8642.

Y es! Dr Solomonwill float! S& SInternational’ sbuoyant Chairmanhas
expressed hisintentiontotakehiscompany to arecognised stock market
withintwoyears. Thecompany hasrecently beengiventwobusiness
excellenceawardsby CommerceBusinessMagazine.

An International Symposiumon Computer Crime will beheldin Beijing,
China, on 25th-27th October 1994. For further information, contact
Mr Jing Qian-Yuan. Tel. +86 (1) 5121667. Fax. +86 (1) 512 1667.

Patricia Hoffman’sVSUM ratingsfor October: 1. Command
Software' sF-PROT Professional 2.09f, 95.5%, 2. McAfee Associates
Viruscan V108, 95.0%, 3. Sophos’ Sweep 2.53, 91.5%, 4. Dr Solomon’s
AVTK 6.55, 90.4%, 5. Safetynet’ s VirusNet 2.08a, 89.5%. NLM S:
McAfee NetShield V108, 93.7%, 2. Sophos Sweep NLM 2.53, 91.6%, 3.
Dr Solomon’sAVTK NLM 6.54, 86.4%, 4. Command Software’ s Net-
Prot 1.00s69.2%, 5. Cheyenne’ sInnoculan 2.0/2.18g, 64.4%.

Softwar epiracy caselandsper petratorsin prison.Accordingtoa
reportin Corporate Security Digest, onemanisin prison and another
serving homedetention after being convicted of manufacturingand
distributing at least 25,000 copiesof MS-DOS. Itisbelievedthat thisis
thefirst computer piracy casetoresultinaprison sentence.

Theproblem of Novell NetWar e password creation hasbeen solved by
Baseline Softwar€’ slatest product, Password Genie. Oneof themost
commonwaysof breakingintoacomputer systemisby guessing
passwords. Password Geniealleviatesthisproblem by making surethat
all usersemploy difficult-to-guesspasswordsat al| times. Each password
must pass43 different testsinorder for it tobeacceptable. Thesoftware
costs$395 per server, and canberunonall versionsof NetWarefrom
v2.x. Tel. +1(415) 332 7763.

AT& T hasannounced thelaunch of threeprogramsdesignedto enhance
thesecurity of dataand communications Thesoftwareprovides
encryption, authenticationand securedatatransmission. ‘ Theseprograms
offer key capabilitiesfor anyoneworking ontheroad, fromhome, at
remotesitesorinamobileofficesetting,” said Bill Franklin, business
development manager for AT& T Secure Communication Systems.
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