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What is Derushbi
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What is Derusbi

= DLL
= Remote Access Trojan
= Relies on other malware to load or plant on a system

= Resides on a system by imitating legitimate software DLLS

(OfficeUt32.dll, Office32.dll, Update.dll...etc) during static file
header scanning

= Limited amount of samples (The number of samples since 2008
till today are still in the hundreds)

F::ERTINET FAST, SECURE. GLOBAL



Background
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Background

* Timeline
= 2008 — Earliest sample with compile time Aug 3, 2008

» (md5: 338e4deb0be7769ef2c9d7080fb56154)

= 2011 — Mitsubishi Heavy Industries hack (discovered Oct, 2011)

» (md5: 1cd7835b9ac253a72f8cd94405100d62) (Ref: ixoxiZ 04)( compile time Apr 15,2011)

= 2014 — CareFirst BlueCross BlueShield hack (by the work of Sakula)
» Revealed In May 2015
» 1.1 millions customer information breached
» Actual took place at June 2014 (er. carerirstanswers)

= 2015 — Anthem hack (by the work of Sakula)
» Revealed in Mar 2015
» 78.8 million people information breached (ref : anthemracts)
» Data is stolen around Dec 2014 (rer: anthemracts )
» Part of the Deep Panda Campaign

F::ERTINET FAST, SECURE, GLOBAL.


https://ixoxi.wordpress.com/2011/10/16/%E4%B8%89%E8%8F%B1%E9%87%8D%E5%B7%A5%E3%82%B5%E3%82%A4%E3%83%90%E3%83%BC%E6%94%BB%E6%92%83-%E3%82%B9%E3%83%91%E3%82%A4%E3%82%A6%E3%82%A7%E3%82%A2%E3%83%BB%E3%82%A6%E3%82%A4%E3%83%AB%E3%82%B9-derusbi/
http://www.carefirstanswers.com/
https://www.anthemfacts.com/
https://www.anthemfacts.com/

Possible Infection Routine

1. Attachment in
spear-phishing email
or drive-by download

Remote
Sakula Administration Tool

Shyape J //
— TXPFProxy.dll

—_—

Derusbi DLL

Collected from Mitsubishi
Hack(2011) and ShellCrew
Campaign(2013)

Sample with
compilation dated
at 2012
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Possible Infection Routine

2. Sakula unpacks
Shyape (downloader)

Remote
Sakula Administration Tool

e

Shyape ] //
— TXPFProxy.dll

—_—

Derusbi DLL

Collected from Mitsubishi
Hack(2011) and ShellCrew
Campaign(2013)

Sample with
compilation dated
at 2012
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Possible Infection Routine

3a. Derushi DLL is
downloaded and ran
as service

Remote
Sakula Administration Tool

Shyape J //
—_ TXPFProxy.dll

—_—

Derusbi DLL

Collected from Mitsubishi
Hack(2011) and ShellCrew
Campaign(2013)

Sample with
compilation dated
at 2012
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Possible Infection Routine

3b. Infoadmin.dll
and sqlsrv32.dll

Remote
Sakula Administration Tool

Shyape J //
— TXPFProxy.dll

—_—

Derusbi DLL

Collected from Mitsubishi
Hack(2011) and ShellCrew
Campaign(2013)

Sample with
compilation dated
at 2012
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Possible Infection Routine

3c. TXPFProxy.dll
(possible relative
of infoadmin.dll
and sqlsrv32.dll)

Remote
Sakula Administration Tool

Shyape J //
— TXPFProxy.dll

—_—

Derusbi DLL

Collected from Mitsubishi
Hack(2011) and ShellCrew
Campaign(2013)

Sample with
compilation dated
at 2012

F::ERTINET FAST, SECURE. GLOBAL.



Similarities

Sakula, Shyape,
Derusbi shares
the same stolen
Digital Signature
DTOPTOOLZ
Co.

Remote
/ Sakula Administration Tool

\
I
Shyape / //
[
—) TXPFProxy.dll
—_— v
Derusbi DLL\ sample with
compilation dated
Collected from Mitsubishi at 2012
Hack(2011) and ShellCrew
Campaign(2013)
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Similarities

Shyape and Derusbi
both uses similar traffic
pattern to say covert

Collected from Deep Panda(2014) and
Anthem Breach (2014)

Remote
Sakula Administration Tool

Shyape } //
= TXPFProxy.dll

\

>  Derushi DLL

Collected from Mitsubishi
Hack(2011) and ShellCrew
Campaign(2013)

Sample with
compilation dated
at 2012
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Similarities

aGetPhotosQue 8 db 'GET fPhotos/Query.cqgi?loginid=%d HTT

db ‘User-Agent: Hozilla/4.8 {compatible;
db 'Host: %s:%d',8Dh,B8Ah

dbh ‘Cache-Control: no-cache® ,8Dh, 80K

db ‘Pragma: no-cache® ,8Dh,8Ah

db 'Connection: Keep-Alive®,B8Dh,B8Ah

db 8Dh,8ah, B8

F::ERTINET FAST, SECURE, GLOBAL.



Similarities

Share the similar
constructing
method for
identifier

Collected from Deep Panda(2014) and
Anthem Breach (2014)

Remote
Sakula Administration Tool
R

Shyape }

= TXPFProxy.dll

Sample with
compilation dated
at 2012

Derushi DLL =--

Collected from Mitsubishi
Hack(2011) and ShellCrew
Campaign(2013)
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Similarities

s =

loc 10008680 :

nov edx, [ebprLersioninfornatio
push edx

nov eax, [ebpsvar_R]

and rax, WFFFh

push rax

1ea rcx, [ebpebeut)

push ecx

push vEfFset aSSpbiuilap

nov edx, [ebpebst]

add edx, 60h

push edx ; LPSTR
call wiprintén

add eup, 14h

now [rbp+Boffer . dulength]), 200
lea ‘

push y 1psl r
call S:GlobalMenoryStatus

nov REX, [ebp*Buffer . duTatalphys]
shr o an

shr ecx, BAh

add ecx, 1

push rcx

push oFFset abmb

nov edx, [ebpebst]

add edx, hon

push adx ; LPSTR
call usprintih

add esp, HCh

now rax, 1

LOuliul 1dHuster )

)

TXPFProxy.dll

"=l

loc_t1000SEFC:

nouzy eax, word ptr [ebpeUsrsioninfornation duliul lddanher ]
push eax

lea cax, [ebpelersioninformation. sxC500ersionsObh]
push eax

lea eax, [evpruar 1

push offser aspsoh

push eax

call ds:sprinte

ada esp, 1

jmp loc_100RSDET

=

loc_tUoBMG76:
oy ecx, [espeiSChevar ¥)
nou esi, dasiusprinten
ang ecx, OFFFFN
123 eax, [espei5Chevar 130)
push vex
push odx
lea ecax, [ebxs0noh)
push offset asSpo  Rs S
push eax : LPSTR
call esl | wsprintin
add esp, 1
push offset alerneld2 _dll_1 [ "Nerneld?. glil’
call ds:loadiibraryd
test eax, eax
jnz short loc_tRuokéen
Y k4
edi
esi loc_ 10004680 ;
ebp push offset aGlobalnen
pop ebx push eax :
esp, 1a0n} |call ds:fetProchddress
test eax, eax
iz short loc_1000%7 00
|
A 4 A J
ira eex, [espeiSthsvar_11C)
nov [espeiSChevar 110 . dulength], 4m loc_10Bus/00:
push ecx lea rax, [espeiSChsvar 11£)
call rax nov [espsiSChovar 110 .dulength], 2t
nov eax, [espriSthevar 1IC.owTotalPngs )| |push eax y phuffer
nov edx, [espei15Chevar 1IC. dwAcallPhys]] icall gsiGlobalMenoryStatus
nov ecx, 1hh nov ecx, [espei1SChsuar VIC . defotalihys]
call Aaullshy Tea edx, [ehx+8an]
push wix she rex, thh
push eax inc ecx
1ea edx, [ebx+sah] push rex
push DFfFset abmb S push OFFset abnb
push edx s LPSTR push edx
call esi | wsprintin call est | wsprintfa
add esp, 10h add esp, iEn
fmp short loc_ 10085720 '

Remote Adminstration Tool (sqisrv32.dll)

FIERTINET

FAST, SECURE, GLOBAL.

Derusbi Collected from ShellCrew Campaign
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Variants of Derushbi
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Variant Charateristics Against Compilation Time

® Mutex(KrCcdKKbll) °
® Mutex(Acel23dx!@#x) =
® Mutex(Acel23dx!@#) e o
e Mutex(Acel23dx) e ® e
® Mutex(Lel2xv10) @ ® ®
® Mutex(PCC_IDENT) ®
® Detects ZhuDongFangYu o @ o0 0
e x64 e o o
e Encrypted Entry e oce® o £y @

2008 2009 2010 2011 2012 2013 2014 2015
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Variant Charateristics Against Compilation Time

® Mutex(KrCcdKKbll) °
® Mutex(Acel23dx!@#x) =
® Mutex(Acel23dx!@#) e o
e Mutex(Acel23dx) e ® e
® Mutex(Lel2xv10) @ ® ®
® Mutex(PCC_IDENT) ®
® Detects ZhuDongFangYu o @ o0 0
e x64 e o o
e Encrypted Entry e oce® o £y @

2008 2009 2010 2011 2012 2013 2014 2015
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Variant Charateristics Against Compilation Time

® Mutex(KrCcdKKbll) °
® Mutex(Acel23dx!@#x) =
® Mutex(Acel23dx!@#) e o
e Mutex(Acel23dx) e ® e
® Mutex(Lel2xv10) @ ® ®
® Mutex(PCC_IDENT) ®
@ Detects ZhuDongFangYu o ® o0 0
e x64 e o o
e Encrypted Entry e oce® o £y @

2008 2009 2010 2011 2012 2013 2014 2015
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Variant Charateristics Against Compilation Time

® Mutex(KrCcdKKbll) °
® Mutex(Acel23dx!@#x) =
® Mutex(Acel23dx!@#) e o
e Mutex(Acel23dx) e ® e
® Mutex(Lel2xv10) @ ® ®
® Mutex(PCC_IDENT) ®
® Detects ZhuDongFangYu o @ o0 0
e x64 e o °
e Encrypted Entry e oce® o £y @

2008 2009 2010 2011 2012 2013 2014 2015
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Variant Charateristics Against Compilation Time

® Mutex(KrCcdKKbll) °
® Mutex(Acel23dx!@#x) =
® Mutex(Acel23dx!@#) e o
e Mutex(Acel23dx) e ® e
® Mutex(Lel2xv10) @ ® ®
® Mutex(PCC_IDENT) ®
® Detects ZhuDongFangYu o @ o0 0
e x64 e o o
e Encrypted Entry e oceo @ £y @

2008 2009 2010 2011 2012 2013 2014 2015
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Variants of Derusbi

= Some notes:
» 64-bit version first seen in 2011 — somewhat rare

» Newer samples don’t necessarily use the newest version of a specific
class

»Much more features in samples from 2013/2014 versus 2008

F::ERTINET FAST, SECURE, GLOBAL.



Technical Analysis
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DLL Export Functions

= DIIEntryPoint
» Initialization
» Calls regsvr32.exe
» If sample is packed, unpack the export functions

* DIIRegisterServer
» Persistence Management

= DllUnregisterServer
» Invoke Payload/BDSocket Thread

= ServiceMain
» Main code
» Contains the Payload/BDSocket Thread

F::ERTINET FAST, SECURE, GLOBAL.



Technical Analysis

Persistence Management
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Derusbi Loading Seguence

DLLENtryPoint

Invoke by sysprep.exe Invoke via regsvr32.exe

Invoke by starting a
service via svchost.exe

DlIRegisterServer

Invoke via regsvr32.exe /s /u

Service control
dispatcher creates a

new thread to execute DllUnRegisterServer

ServiceMain
Directly calls

Payload

F:ERTINET FAST, SECURE, GLOBAL. 27



Persistence Management - DIIRegisterServer

= Decrypt and store built-in configuration at
» Key: HK Local Machine\Software\Microsoft\RPC
» Subkey: Security
» Data: xor(not(one-byte key))[Decrypted Configuration]

= Backup the current file to %SystemFolder% with filename
» [hardcoded-prefix]{randomstring}.[hardcoded-extension]

= Store the persistent DLL path in

» Key: HK_LOCAL_ MACHINE\System\CurrentControlSet\Service\
{Persistent Service Name}\Parameter

» Subkey: ServiceDLL

F::ERTINET FAST, SECURE. GLOBAL



Built-in Configuration

Persistent service name

Address | Hex dump HSCII

TEEZEDCE| BE OB 03 B8 B8 00 0B B8 88 00 00 08 88 AR 00 GE l/
TEEZEDEE| B AR GE@ B8 BB 00 0@ B8 BA BB 0O B8 &2 &5 &C 7A@ ol he Vo
TEEZADTE| 72 V& &2 B8 BB OO 0B B8 B8 OB OB B8 88 B8 OB G8| suc

TEEZA0ZE| AR AR GE B8 AR AR 06 668 A8 AR 06 668 A8 AR AR GE
[LLCHCi| 35 S Ba b5 ba bo ba DB bb bp ba DB bo bb DA BB T

TEEZEDES | BE OE B3 B8 B8 00 00 88 88 00 00 08 88 B8 00 09 Beacon URL
TEEZADCEH| BA AR AE B8 B8 A6 A6 B8 88 AR A6 B8 A8 AR AR GE
TEEZEODE| &2 2R BC V¢ &9 &6E &4 &F #F 72 EC 72 ¥2 72 74 &5| ciwindows-suste
TEEZE0ES| 60 22 22 BC A& 06 0B B8 B8 08 00 B8 88 B8 00 66|32

TEEZA0FE| B8 BE B8 B8 B8 00 0@ B8 B8 OE Of B8 88 B8 00 66
TEEZEERD| B8 00 88 B8 88 00 00 08 88 00 00 08 88 B8 00 09

TEEZEELS| B8 BE B3 B8 B8 OO 08 B8 88 AR 08 B8 A8 AR OB B8
1EEZAEZE| B BE B8 B8 B8 B0 08 B8 88 BB 0B B8 88 BE BB B8

File path where the
Derusbi client is stored on
the computer under a
different name

SERTINET FAST, SECURE. GLOBAL.



Built-in Configuration

Address

168226681

18822611
18822621
16822621
18822641
18822651
18822661
18822671
188226581
18822691
168225H1
188226E1
18822601
18E22e01
188225E1
188:226F1
18E8227E1
18822711
18822721
18822731
18822741
18822751
18822761
186822771
18822781
188227391
188:227H1
186227E1
188227vC1
18822701
1868227E1
188227F 1
16822881

LR r il nk B

F:ERTINET

Hex dump

RSCIT

BE BE @8
25 4F 3
a4 34 77
SF 59 &3
23 55 sE
38 ZE 33
50 27 &l
40 &B 43
24 77 4F
42 28 YC
SB 59 45
&7 22 &7
47 4F &7
44 FC 5@
el 55 20
a0 =7 5C
&2 73 20
46 49 &C
51 SH 4D
&H S8 37
27 42 4E
S 72 76
a8 35 5B
74 FE &E
3 57 ed
31 72 26
38 75 5D
BE BB B8
BE B8 @8
44 B B8
BE B0 68
BE B8 @8

09 28 g

FAST, SECURE., GLOBAL.
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Persistence Management - DIIRegisterServer

= [f McAfee's anti-virus service is detected, it would not use
regsvr32.exe to invoke the DllUnregisterServer export function

= [t will copy of regsvr32.exe to update.exe, run update.exe and
then invoke the DIllUnregisterServer export function
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Persistence Management — Registry Setup

Key: HK_LM\Software\Microsoft\RPC xor(not(one-byte key))[Decrypted Configuration]
Sub Key: Security Persistent Service

Name

1EE2E050 | 08 B8 B0 80| Q8 B0 80 B8 08 80 88 08 B8 B8 08 0a
TEEZEDEE | B8 B8 B8 @8 88 00 Q08 @8 BA B0 B8 B8 &2 &5 &C 7@
12920075| 75 76 &3 09 22 99 a0 a9 4 07 5g 42 90 43 49 2

MR

o] help

SMC

Key: HK_LM\Software\Microsoft\Windows :

: : Persistent : :
NT\Current Version\Svchost\ Service Service Service | Service
Sub Key: netsvcs Name Name Name Name

Key: HK_LM\System\CurrentControlSet\Service\Persistent :
Service Name\Parameter Path to Derusbi DLL
Sub Key: ServiceDl| at %systemRoot%

F:ERTINET FAST, SECURE, GLOBAL. 32



Technical Analysis
Payload
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Inside ServiceMain

= Main Thread

Load Elevate aagcliggtd
Config Privileges Driver

« SeDebugPrivilege

« SelLoadDriverPrivilege
« SeShutdownPrivilege
« SeTcbPrivilege

F:ERTINET FAST, SECURE, GLOBAL.

Start 2nd
Thread

Run
Original
Service

34



Optional Embedded Driver

= Main Thread
Decrypt Run
Load Elevate Start 2nd o
, . and Load Original
Config Privileges Driver Thread Service

= Not all samples contain an embedded driver

= XOR-encrypted, with 4-byte key

= Conditions for decrypting and loading driver
» 360’s ZhuDongFangYu.exe must not be running (optional)
» The username of the current process must be “system”
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Embedded Driver

= Main Thread
Decrypt d RuUn
Config Privieges g 21 Load o Original
Driver Service

= Example Drivers:
» Keylogger
» USB/Disk infector
» Network hooking driver
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Embedded Driver — USB/Disk Infector

= Derushi Sample (MD5: 92d18d1ca7e66539873be7f5366b04d1)

= [terate all directories on the disk
= Drop Derusbi when service DLLs found

= Create autorun.inf to auto-register Derusbi when the infected
drive is connected to a computer
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Inside ServiceMain

= Main Thread
Decrypt Run
Load Elevate Start 2nd o
, . and Load Original
Config Privileges Driver Thread Service

= Second Thread

Wait and Process
C&C Commands until
Shutdown

Setup Connection to
C&C

Load Config
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Technical Analysis

Built-in modules
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Built-in Classes

= \Written in C++

= RTTI information!
» Thanks to IDA ClassInformer plugin

-rdata:18817EBC 5 tlass PCC_SYS: PCC_BASEMOD; {(#iclassinformer)

dd offset 77 _R4PCC_3YSEEGEE
; const PCC_SYS:: uftable®
77 _7PCC_SYSEE6BE dd offset PCC_SYS ctor

dd offset returnl

dd offset PCC_SYS_CLEAHUP

dd offset PCC_SYS_PROC_PACKET

dd offset PCC_SYS_READ _WAITING_DATA
dd offset malloc_8

dd offset free_8

= Unfortunately, some 2014 samples uses updated classes

F::ERTINET FAST, SECURE, GLOBAL.


http://sourceforge.net/projects/classinformer/

Some Built-in Class Names

« INTERNAL CMD
« PCC_BASEMOD
= PCC_CMD

« PCC_FILE

= PCC_MISC

» PCC_PROXY

= PCC_SYS

F::ERTINET FAST, SECURE. GLOBAL.



Built-in Class Hierarchy

= All command classes are child classes of abstract class

PCC_BASEMOD

Vftable Methods Flags Type

22 18816834 7 PCC_BASEMOD
22 18816854 1 PCC_CMD

22 18816BE4 7 PCC_FILE

2 1881725C 7 PCC_MISC

Hierarchy

PCC_BASEMOD:

PCC_CMD:

PCC_FILE: PCC_BASEMOD;
PCC_MISC: PCC_BASEMOD;
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Built-in Command Class Functions

« PCC_BASEMOD

; tlass PCC_BASEMOD: {(#iclassinformer)

dd offset ??_R4UPCC_BASEMDDEEGBE
; const PCC_BASEMOD:: vftable®
?%_7PCC_BASEMODEE6BE dd offset PCC_BASEMODD dtor

offset returni
offset _purecall
offset _purecall
offset _purecall
offset malloc_8
offset free @

* INTERNAL_CMD

; tlass INTERMAL_CHD: PCC_BASEMOD; (#iclassinformer)
dd offset ?%_RATHTERHAL_CHD@EGER@
-rdata:18816B5C ; const INTERHAL_CHD:: uftable*
2% FINTERMAL_CHDERGBR dd offset InternalCmd_dtovr

offset returni

offset INTERMAL_GHD_CLEANUP

offset INTERMAL_CHD_PROC_PACKET
offset INTERMAL_CHD_READ UWAITING _DATA
offset malloc_#8

offset free_@

offset INTERHAL_CHD_WORK

= Novetta, 2014 describes some of these functions for an older
Derusbi sample

SERTINET FAST, SECURE, GLOBAL.


http://www.novetta.com/wp-content/uploads/2014/11/Derusbi.pdf

Built-in Command Class Functions — Con'’t

= There Is also a default handler
» packet_type/class_id: 100h

= Some of its functions:
» Terminate current connection (deprecated)
» Cleanup data stored in the different modules

» Backup configuration to registry, set current file to be deleted on
reboot, terminate current process immediately

» Terminate after current jobs
» Install a new DLL

F::ERTINET FAST, SECURE. GLOBAL



Built-in Command Class Examples

* INTERNAL_CMD (supersedes PCC_CMD class)
» 2011 — Present
= Some samples from 2012 do not have this class though
»Class ID: 5
» Interactive shell commands
»Has help/? functions!!!
» Common OS operations (v1.1)
= cd, dir, md, rd, del, copy, ren, type, start
» Additional commands in v1.2
= runas
= reboot [-f]
= shutdown [-f]
= clearlog
= wget [httpurl]
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Built-in Command Class Examples — Con't

= PCC_MISC
» 2011 — Present
» Most samples have this class
» Class ID: 10
» Mixture of numerical and text commands

» Command IDs:

= |D=1: save attached file to temp dir and load as DLL. Can remember up to
16 files.

= |D=2: delete temp file. Attached filename must correspond to one of the 16
saved from command ID 1
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Built-in Command Class Examples — Con't

= PCC_MISC
» 2011 — Present
» Most samples have this class
» Class ID: 10
» Mixture of numerical and text commands

» Text commands:
= “pstore”; steals password information from IE and firefox and send to C2
= “keylog": send keylog info to C2
= “info”; gathers system information and send to C2
» OS name and build number
» Network adapter info
» |E version
» Proxy server info
» AV info (Norton, 360, Kaspersky, Trend Micro, ESET, Avira)
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Built-in Command Class Examples — Con't

= PCC_SYS
» 2008 — Present
» Almost all samples have this class
» Class ID: 4 (80h in older samples)

» 4 types of numerical commands
* Processes-related: enumerate and kill processes
= Services-related: enumerate, start, stop, delete services
= Registry-related: enumerate, create/delete keys, set/delete/replace values
= Screenshot command

» Each type contains its own command IDs
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Built-in Command Class Functions

* PCC_FILE
» 2008 — Present
» Almost all samples have this class
» Class ID: 8 (84h in older samples)
» Numerical commands
= Cleanup
= Enumerate all drives
= Find/rename/delete/copy/move file
= Save a file to system
= Recursively enumerate directory
= Start new process
= Recursively enumerate all drives
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Current generation (2014 — Present)

= Old code, just packed
» Class structure and functions from 2011/2012
» Compatibility/on-going attack?

= New version
» Same payload delivery
» Updated built-in classes

F::ERTINET FAST, SECURE, GLOBAL.



Updated Built-in Classes

= Still written in C++
= No RTTI information

= Updated/rewritten classes
» Custom code for creating new() objects
» New is_this_data_for_me() virtual function

» Dynamically decrypt embedded helper DLL during class initialization
= |nject helper DLL into explorer.exe in class command handler function
= Communicate with helper DLL using pipes

» Removed duplicate functionality in modules
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Updated Built-in Classes — Con't

= Command IDs changed

= No more verbose commands

* No interactive shell

= PCC_SYS, PCC_FILE, default_handler functionality still there
= |[dentify newer OS like Win8 (but no Win 8.1 or 10)

= Processor architecture detection(x86, x64, |1A64, ARM)
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Conclusion
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Challenges and Remediation

= Samples circulating between vendors
» Limited number of samples
» Delayed discovery
» Corrupt files

= To improve detection
» Class/modular structure
»IPS
» Sakula/Shyape
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Summary

= Modular

= Fully-featured for stealth and espionage
» Targeted attacks

= Operations could take up to 2 years
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Any questions?

{mpun, ericleung, ntan}@fortinet.com
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