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TIME 

2009

Active in Iran

20142011

TFC

NBOT

NGBD
Watering hole on 

website of 
Syrian ministery 

of justice

Spear phishing 
with a PDF 0-day

DDoS, plugins & 
what not

Babar 
Superstar



TFC.. NBOT.. NGBD.. Nwot?

• Lots of code sharing

• Lots of shouty capitals

•DDoS bots

• Plugin platforms & 
Reconnaissance



http://dopemichael.deviantart.com/art/Dead-Bunny-Wallpaper-119327469

Bunny



SCRIPTABLE BOT

Main Thread (net.cap0)

net.cap2

net.cap1

net.cap3 Hearer 3

Hearer 2

Hearer 1

Hearer 0

Command Parsing 
Script Execution

HTTP

Crontasks

DB file

Backfile Thread

Perflib_Perfdat_dmpbX.dat

Response to 
C&C and to 

dumpfile

Performance 
Monitor

through lua script injection



Bunny Evasion

Emulator check

Containing directory name check

Payload‘s creation time stamp changed

Number of running processes 15+

Time API hook detection

Obfuscation of subset of APIs

Infection ‚strategy‘

Payload only started on reboot



Searching for.. Sandboxes?

Bitdefender

Kaspersky

Also Kaspersky:
lstcvix.exe
tudib.exe
izmdmv.exe
ubgncn.exe
jidgdsp.exe
evabgzib.exe
qzqjafyt.exe
cnyporqb.exe
...

Bunny Evasion





Babar
PET Persistent Elephant Threat

• Espionage par excellence
• Keylogging, screenshots, audio 
captures, clipboard data, what-
not.

• Via local instance or through:
• hooking APIs in remote processes 

• after invading them via global 
Windows hooks



Regsvr32.exe

BabarDLL

Child instance

Main instance

Child instance

Process of 
interest

Named Pipes

Global Windows hook 
for WH_KEYBOARD / 
WH_GETMESSAGE

API Hooking with 
trampoline 
functions

Data dump 
module

Keylogger

Clipboard 
snooping

Other stuffz

List of process 
names from config

Modus Operandi Elephanti



Hiding 
in 
plain 
sight



Create section object with crucial 
information
- Pipe name
- number of existing instances
- export name to be called

Copy function stub to target process 
memory

Create remote thread 
- loads Babar DLL 
- calls indicated export
- Hands over data from shared object

Happily run DLL

Regsvr32.exe

BabarDLL

Child instance

Main instance

Child instance



Invisible message-only window

Message dispatching 
Receive WM_INPUT register raw input device with 
RAWINPUTDEVICE struct as follows:

Set RIDEV_INPUTSINK flag – receive system wide input 

usUsagePage set to 1 – generic desktop controls

usUsage set to 6 – keyboard 

On WM_INPUT call GetRawInputData

Map virtual key code to character & log to file

Main instance

Data dump 
module

Keylogger



Rooootkittykittykitty

Internet communication | File creation | Audio streams
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Reversing 
Casper

Reconnaissance malware

AV ‚strategies‘

Spooking in Syria

http://www.mycomicshop.com/search?IVGroupID=22688789



Espionage backdoor with numerous features

Popped up in Iran in 2013

Module Name Purpose

PSM Encrypted on disk copy of Dino modules

CORE Configuration storage

CRONTAB Tasks scheduler

FMGR Files upload and download manager

CMDEXEC Commands execution manager

CMDEXECQ Storage queue for commands to execute

ENVVAR Storage for environment variables



Binary handwriting

Any attribute can be faked. 

Question is, how many attributes can be faked.

Approach: Collect as many attributes as 
possible....

.... from different domains ....

.... and rely the adversary was not genius 
enough to fake all. 



Science, yo



BUNNY
spearphish

ing with 0-

days

DINO
spying in 

Iran

CASPER
active in 

Syria in 

2014

BABAR
linked to 

French 

government

NBOT
Denial-of-

Service

Stylometry in 
Attribution



Bugs



Proxy Bypass

Stealth FTW

• Babar starts up using 
regsvr32.exe process 
for loading payload

• Process remains 
running, when rootkit 
has looong
dissappeared



Crash me, if you can

• NBOT dropper crashes with 
a 
STATUS_SHARING_VIOLATION 
0xC0000043 on CreateFile
of own binary

• A file cannot be opened 
because the share access 
flags are incompatible.

Bug & Feature & Bug

• Bunny dropper won’t 
invoke its payload

• Does not delete 
dropper either

• Bypasses sandboxes, 
but leaves unnecessary 
artifacts lying around



Attribution
is hard.





A cyberwarfare tale on nuclear matters

Cartoons allegedly originate from France, 
main suspect is DGSE 

Linked by document from CSEC 

Iran as main target

Other victims in Syria, Norway, Canada

.. and Mr. Brown said [abt. 
Iran not meeting 

international demands], 
“The international 

community has no choice 
today but to draw a line in 
the sand.” – NYT, Sep.2009

A blog by Matt Suiche



Special Thanks

Go to

-Joan Calvet

-Paul Rascagnères

-Morgan Marquis-Boire

-Edward Snowden & CSEC Canada



Further Reading

• Babar Reversed http://www.cyphort.com/babar-suspected-nation-state-spyware-spotlight/

• Bunny Reversed http://www.cyphort.com/evilbunny-malware-instrumented-lua/ 

• Casper Reversed by Joan Calvet http://www.welivesecurity.com/2015/03/05/casper-malware-
babar-bunny-another-espionage-cartoon/

• Linking the Cartoon Malware to CSEC slides by Paul Rascagneres 
https://blog.gdatasoftware.com/blog/article/babar-espionage-software-finally-found-and-put-
under-the-microscope.html

• Slides ‚TS/NOFORN‘ at Hack.lu2015 http://2014.hack.lu/archive/2014/TSNOFORN.pdf

• Slides on Snowglobe from CSEC http://www.spiegel.de/media/media-35683.pdf and 
http://www.spiegel.de/media/media-35688.pdf

• A cyberwarfare tale on nuclear matters by Matt Suiche http://www.msuiche.net/2015/03/09/did-
alleged-dgse-used-stackoverflow-like-to-write-their-malwares/

• Animal Farm https://securelist.com/blog/research/69114/animals-in-the-apt-farm/



Hashes

Bunny:

• 3bbb59afdf9bda4ffdc644d9d51c53e7

• b8ac16701c3c15b103e61b5a317692bc

• c40e3ee23cf95d992b7cd0b7c01b8599

• eb2f16a59b07d3a196654c6041d0066e

Babar:

• 4525141d9e6e7b5a7f4e8c3db3f0c24c

• 9fff114f15b86896d8d4978c0ad2813d

• 8b3961f7f743daacfd67380a9085da4f

• 4582D9D2120FB9C80EF01E2135FA3515

NBOT:

• 8132ee00f64856cf10930fd72505cebe

• 2a64d331964dbdec8141f16585f392ba

• e8a333a726481a72b267ec6109939b0d

• 51cd931e9352b3b8f293bf3b9a9449d2

Casper:

• 4d7ca8d467770f657305c16474b845fe

• cc87d090a1607b4dde18730b79b78632 

Dino:

• 30bd27b122c117fabf5fbfb0a6cdd7ee

Other:

• bbf4b1961ff0ce19db748616754da76e

• 330dc1a7f3930a2234e505ba11da0eea



Thank you!

Marion Marschalek

@pinkflawd

marion@cyphort.com

http://karmadecay.com/


