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Overall Classification: TOP SECRET /I COMINT // REL TO CAN, AUS, GBR, NZL, USA

I* Communications Security  Centre de la sécurité
Establishment Canada des telecommunications Canada

SNOWGLOBE:

From Discovery to Attribution

CSEC CNT / Cyber CI
SIGDEV 2011 Cyber Thread

Safeguarding Canada’s security through information superiority C‘ adl'(‘i D
Préserver la sécurité du Canada par la supériorité de l'information A
par la sup dll &c (PHORT.
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Spear phishing
with a PDF o-day

Active in lran

Bapar
Superstar
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of justice
20049 20I| 2014
TIME >

QCYPHOP\TN



GFC.. NBO

* Lots of code sharing
* Lots of shouty capitals
* DDoS bots

* Plugin plattorms
Reconnaissance

unicode 8, <HTTPF>,®

unicode
db [§]
db §]
unicode
db §]
db §]
unicode
db §]
db §]
unicode

unicode
db §]
db §]

unicode
db §]

.. NGBD.. NwksoE?

: DATA KREF: cto
: ctor_ ASPFLOOD+

<ASPFLOOD:, B

; DATA XREF: cto
; ctor TCPFLOOD+

 STCPFLOOD>,8

; DATA XREF: cto
; ctor WEBFLOOD+

» CWEBFLOOD>,8

; DATA XREF: cto

» SSTATISTICS>,8

: ctor_ POSTFLOOD
» “POSTFLOODZ .8
: DATA XREF: cto

ctor_STATISTIC

; DATA XREF: cto
; ctor KILL+18To

s SKILL>,8

QCYPHORTN



l T TR W C o gl T e ks "-_QC_{PHORT..

-
Al



555(FTA6LE BOT through lua script injection

[ Main Thread ] i (net.cap0) [ Hearer O

Script Execution

[ Command Parsing ] net.capl e [ Hearer 1

i Performance
Monitor

net.cap2 <mmm [ Hearer 2

net.cap3 <= [ Hearer 3

\
Perflib_Perfdat_dmpbX.dat

[ Backfile Thread ]




By Evdasion

Emulator check

containing directory name check
Payload s creation time stamp changed
Number of running processes |5+
Time APl hook detection

obfuscation of subset of APls

Infection ,strategy”

Payload only started on reboot

CYPHORT.



Buvmny Evasion

Seaq V’&h I ng 'FO}”. Y ndbﬁxeé? Also Kaspersky:
Istcvix.exe

if { strstr( . Klaume'}) )} tudib.exe
¢ = 1; izmdmv.exe
}1 f ( strstr( . ubgncn.exe
else 1 strstr . myapp" ) ..
{ Pitdefender jidgdsp.exe

= 1; ‘ evabgzib.exe
} .
else if ( strstr( . "TESTAPP") ) qzqjafyt.exe
! cnyporqgb.exe

= 1;
)
else if { strstr( . afyjevmu_exe™) )
{
T *

Kaspersky ‘ ‘

N
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I International
Afrique  Amériques Asie-Pacifigue Europe Proche-Orient Planéte Irak
Quand les Canadiens partent en Bdbdr

h de « Babar »
Chasse fb « oavat FET Fersistent Elephant Threat

* Espionage par excellence

ntrass.exe /\\‘;ii
- - ) . .
" pertortaaking seen ncolocton . QQNERER * Keylogging, screenshots, audio
captures, clipboard data, what-

— Internal Name: Babar
not.

— Developer username: titi
Babar is a popular French
children’s television show
Titi is a French diminutive for

Thiery, or a colloquial term for a
small person

* Via local instance or through:
* hooking APls in remote processes

C'est une véritable traque qu'ont menée les services secrets techniques

canadiens du Centre de la sécurité des télécommunications du Canada (CSEC). ° . . .
Elle est relatée dans le document fourni au Monde par Edward Snowden, dans aﬁe’n ! t’l\/&(éi N +hem via 6 |0{7&K|
lequel ils présentent leurs trouvailles. Avare en détails, ce document permet Wl |’ldOW5 hOO =

néanmoins de retracer I'engquéte qui a permis de pointer la France du doigt.

Comme dans une partie de chasse, ce sont des empreintes qui attirent en

premier lieu I'attention des services canadiens. La note interne indigue en effet que QC\{ PH Op\T..

le CSEC collecte quotidiennement et automatiquement un certain nombre de



Modus Operdandi Elephavti

4lobal Windows hook

[ Fead ¢ "%] for WH_KEYBOARD /

[ BabarDlL ] WH_4ETMESSAGE List of process
names from config
[M&(in instance ] Process of
[ Keylogger ] interest
[&HP{?O&'WA] Named Fipes API Hooking with
il [&hild instance ] trampoline
functions

[ Other stuffz ]
[Dam dump]

[&l’l”d instance ]

module

Q@YpHoRt
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Create section object with crucial
information

- Pipe name

[ Fegsvrs2.exe ] - number of existing instances

- export name to be called

| pabaroLL |

[Main instance ] ﬁf;lfnyai;ﬂﬂrm n stub to target process

Create remote thread
- loads Babar DLL

- calls indicated export
[éh”éi nstance ] - Hands over data from shared object

[éhﬂd instance ]

Happily run DLL

Q@YpHoRt



[M&(in instance ]

[ Keylogger ]

[Dam dum p]

module

Ihvisible message-only window

Message dispatching
Receive WM _INPUT register raw input device with
RAWINPUTDEVICE struct as follows:
Set RIDEV_INPUTSINK flag — receive system wide input
usUsagePage set to 1 — generic desktop controls
usUsage set to 6 — keyboard

on WM_INPUT call getkawlnputbata

Map virtual key code to character & log to file

Q@VPHOQT



Bovootkitykitykitty

[ 22) a o)
Source Target

Function Function
& PE 44 J

r N\ N\ r ~N i e
Source Detour Trampoline Target 5
Function Function Function Function

\_ -] By 2 G PN Sl

Internet communication | File creation | Audio streams

Q@YPHOQT



Peconnaissance malware
AV ,strategies”
Spooking in Syria

Reversing
Casper

wl
Q@YPHOQT

AntiVirus: N/A
Firewall: N/A

dkkddk EXECUTION CONTEXT cHdokk*
Version: 4.4.1
...[REDACTED]...

*¥**%x* SYSTEM INFORMATION *****

Architecture: x86

0S Version: 5.1

Service Pack: Service Pack 3

Default Browser: firefox.exe

User Agent: Mozilla/4.0 (compatible; MSIE 7.0; Win32)
Organization:

Owner: john
Country: United States

***¥** Running PROCESS
...[REDACTED]...

%% %4HKLM AutoRun PROCESS ***#*
.. . [REDACTED]. ..

*%***¥HKLM AutoRun PROCESS ***#*
.. . [REDACTED]. ..

*****HKCU AutoRun PROCESS *****
... [REDACTED]. ..

*****HKCU AutoRun PROCESS ****%*



Espionage backdoor with numerous features
Popped up in lran in 203

Module Name Purpose

PSM Encrypted on disk copy of Dino modules
CORE Configuration storage

CRONTAB Tasks scheduler

FMGR Files upload and download manager
CMDEXEC Commands execution manager
CMDEXECQ Storage queue for commands to execute
ENVVAR Storage for environment variables

¥ e,
; Export Address Table for Dino.exe

QCYPHOQT. ;




Binary handwriting

Any attribute can be faked.
Ruestion is, how many attributes can be faked.

Approach: collect as many attributes as
possible. ...

... from different domains ....

. and rely the adversary was not genius
enough to fake all.

T e M;’c‘/k browpr €oxX Jor W5 ove 7 HAE oz d Oa
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String constants

Implementation traits

Custom features

Infrastructure

Error / status messages
String formatting style
English grammar mistakes
C&C commands
Timestamp formatting

Memory allocation habits

Use of global variables
Multi-threading model

Software architecture and design
Constructor design

Dynamic APl loading technigque
Exception handling

Usage of public source code
Programming language and compiler

Compilation time stamps and time zones

Obfuscation technigues

Stealth and evasion technigues

Use of encryption and compressicn algorithms
[Shared) encryption keys

Re-used source code in general

Malware specific features

C&C servers

ori
ti
en

Malware configuration

MBOT/TFC Bunny Babar

Mo Many Many

All plain, commands/config all caps, no special charact Partially plain, config encrypted, config all caps in XML1 ALl plain, config all caps, enclosed in '%' characters
Mo Many Many

PING,EXEC,HTTPF ASPFLOOD, TCPFLOOD, WEBFLOOD, POSTFI mainfrequency,getconfig, fipput, ftpoet sendfile, getfile, L N4

Time APl= _time&d, _mktimegd; '%02d:3%02d:3%02d', Time Time APl GetSystemTime(), 'timestamp %04d-3:02d-%02 NfA

direct calls to _mallog/_free, no wrappers GetProcezsHeap()/HeapAlloc)/HeapFree() in large nun direct calls to _malloc/_free, no wrappers

Few Few, storing of event handles, strings, global flags use Few, storing of event handles, strings

Simple, main thread with several worker threads Simple, main thread with several worker threads Complex, multi-threading in various instances coordina
Standalone executable, classical bot structure Standalone executable, classical bot structure, integrat DLL, designed to run in context of arbitrary process, mail
MEVC++ default MEWVC++ default MEVC++ default with complex object dependencies

Present, subset of APls only, per AP, APl name identifie Present, subset of APIs only, per API, APl name identifie Present, subset of APls anly, per API, APl name identifie
(++ EH and unhandled exception filter: ExitThread() C++ EH and unhandled exception filter: ExitThread() (dy C++ EH default

Mone (known) Lua engine, C/Invoke bindings Keylogger from codeproject.com, Opencore&MR library, [
C++ [ MEVC++ BD C#+ [ MSVC++ ED C#+ [ MEVC++ D

2010:03:11 17:55:03+01.00 2011:08:29 15:02:29+02:00

2010:02:16 18:05:54+01:.00 2011:10:25 21:28:39+02:00 2011:08:29 13:48:42+02:00

2010:05:06 15:47:37+02:00 2011:10:25 21:28:00+02:00 2011:07:06 15:50:11+02:00

Obfuscation of subset of APl names that are to be load Obfuscation of subset of APl names that are to be load Obfuscation of subset of APl names that are to be loade

Obfuscation of subset of APls Emulator check, Containing directory name check,Payloa Obfuscation of subset of APls,Infection strategy’ based
APl name cbfuscation custom algorithm APl name cbfuscation custom algorithm APl name obfuscation custom algorithm, adaption of St
KOR key AB34CDT7h ¥OR key AB34CDT7h, keys for command/data en-/decryp 128bit AES, 24 FECS AD 3456 F7FE 1201 00 AEBR TC DE A
Timestamp generation, APl name hashing and loading, APl name hashing and loading, infection strategy and £ infection strategy and AV product enumeration through

DDoS bot for flooding of network packets Lua scripted bot for automation of tasks Espicnage malware and userland rootkit

ing in context of Lo nning in context ¢ Loaded through registry key which invokes regsvri2 exe
Y

= netmer.exe, ninternal name Babared, payload dump2lch.dll, directon

Dumpfiles regularly pushed to C&C (assumption)

NS&

over as Encry| ; E.C, command parsit NfA

hardcoded [ encrypted hardcoded [ encrypted

ming pre
sent o

hardcoded [ plaintext

http://callientefever.info/, http://fullapple.netf http:/fle-progres.net/, http://ehatreh.com/, http://usthk http:f/www. horizons-tourisme.com/, http:/fwww gezelir

Countries f languages used for domain hosting and namin US/English Us/French, Us/Iranian, Us/Algerian Us/Aalgerian, US/Turkish

Uszer agent / beaconing style
Communication protocol [ port
Communication intervals

User-fgent: Mozilla/4.0 (compatible; MSIE 8.0; Window: User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win32) User-Agent: Mozilla/4.0 {compatible; MSI 6.0; Windows |
HTTR/20 HTTR/20 HTTR/B0
On demand Regular, interval configurable Regular (assumption)



SEylometry i
ABtribytion AT - 8

NBOT DINO
Denial-of- B spying in
BABAR Service 1ran
linked to
French |
government

spearphish

ing with o- 7 CASPER
days active in
Syria in
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Proxy Bypdss

" P
B e « Babar starts up using
EEE " Pl regsvr32.exe process
S Hremrogin]| o for loading payloac
LT * Process remains
a2 ruhhing, when rootkit
e eeston, s has |looong
g gy e dissappeared

Stealth FTW
Q@YpHoat



Crash wme, 1€ you cem

> N@OT dPOPP@V’ &r’ﬂéh@é W|+h ° Bunny GIV’OPP@P WOH’-’—

A invoke its payload
STATUS_SHARING _VIOLATION

ﬂx&&&&&ﬂ‘l—B on &V’@ﬂ"’@?il@ e Does not d@|e-|'@
of own pinary dropper either

« & file cannot be opened s Pypasses sandboxes,
becavse the share access but leaves unnecessary
flags are incompatible. artifacts lying around

Bug & Feature & Bug
Q@YpHoat



AGEBribytion

s hard.

AL E% ~0 A% ~E4 LB A EASR-%FLILEALE LAV FERALEREIES -BAR A fRABLBRO% QB L%y S % LARLL'

sécurité des téléecommunications du Canada avait de

QCYPHOP\TN



Owverall Classification; TOP SECRET N COMINT I REL TO CAN, AUS, GBR, MZL, LISA

I #I COMMUNICENNE SecuFity Cerira de la Bacirie
Eslablishrreart Cmnada des Easommunicalions Cansds

SNOWGLOBE.

CSEC assesses, with moderate certainty,
SNOWGLOBE to be a state-sponsored CNO effort, put
forth by a French intelligence agency

Safeguar

Sevenont R e CanadT




cartoons allegedly originate from France,
main suspect 15 DASE

Linked by document from CSEC

lran as main target

.. and Mr. Brown said [abt.
Iran not meeting

. . . . international demands

O'H’]@V’ V'&-,—Imé H’] 6>/V’|ﬂ; NOV’Wﬂy; &ﬂnﬂdﬁ “The international ]’

community has no choice

today but to draw a line in

the sand.” — NYT, Sep.2009

A cyberwarfare tale on nuclear matters

A blog by Matt Suiche

Q@YpHoRt



Specical Ghanks *

Qo to

~Joan calvet

-FPaul Rascagneres

-Morgan Marquis-Boire

-Edward snowden ¢ £SEC canada



Further Redding

* Babar Beversed http://www.cyphort.com/pavar-suspected-nation-state-spyware-spotlight/
* Bunny Reversed http://www.cyphort.com/evilbunny-malware-instrumented-lua/

© Casper Reversed by Joan calvet http://www.welivesecurity.com/20\5/03/05/casper-malware-
bapar-unny-another-espionage-cartoon/

* Linking the cartoon Malware to cSEC slides by Paul Rascagneres
https://Vlog.gdatasottware.com/Plog/article/vabar-espionage-software-finally-found-and-put-
uhder-the-microscope.html

« Slides ,T5/NOFOEN® at ttack.lvzols htp://2014- . hack.|u/archive/2o014/TSNOFOEN. pdf

« Slides on Snowglove from cSEC http://www.spiegel.de/media/media-35¢85. pdf and
http://www.spiegel.de/media/media-35688. pdt

« A cyberwarfare tale on nuclear matters by Matt Suiche http://www.msuiche.net/20I5/03/04/did-
alleged-dgse-used-stackoverflow-like-to-write-their-malwares/

» Animal Farm https://securelist.com/Vlog/research/cAll4/animals-in-the-apt-farm/

Q@VpHoRt



Hashes

Bunny:

« Sbbbsaatdtabdad4ttdco44d9d51c53e7

« bBacle70c3cl5P 03e0 b5a3176920¢

o c4veBee23cA495d499207cdov7colb85a4

o eb2fleasabord3aldces54coo4dootee
Babar:

o 4525|4|d9ece7bEa7f4edc3db3focz24¢

o Atffl4f5b8e8aCcd8d44978coad28134

o U390 1f71743daactdec7380a9085da4+

o 4582DAD2|120FBACB0EFOIEZIZSFASSIS

NBoT:

o Bl32ecoote4850ct|loaz3otd72505¢cebe
o 2a64d331904dbdecs|4Ifle5851392ba
« e8a333a72648|a72b267ect|oqAa39bod
© 5leda3lea352b3b8f2a3bt3b9ad944494z2
casper.

o 4d7cadd4eT7770t657305c|64 748451
© ccB7d0A0aleo7v4ddel8T7Z5ov 778632
Dino:

o Sobdz7blzzcll7Ttabtstotboaccdd7ee
Other:

o bbtablacitfoceladb748616754da76¢e

o 330dcla7t3a30az2234e505valldaceeca

Q@VpHoRt



Ghank youy!

Marion W

@pinkflawd

marion@cyphortSEme
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