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Why Smart TV?

The most popular smart device in reallife

TVs are everywhere

If youbought a new TV recently, chances are youowna Smart TV

A viewing device —smart features can be useful

loT is in its infancy, yet Smart TV has been around for more than 3-4 years

Smart TVs are usually manufactured by home appliance companies
* Samsung, LG, Panasonic

In many cases, loT devices are started by small companies



Samsung TV

Dec/2012: A file retrieval vulnerability found by Revuln researchers
Jan/2013: Multiple flaws disclosed by University of Amsterdamresearchers
Mar/2013: Local attack and rootkit technique presented by Seungjin Lee

Aug/2013: Remote web based attack scenario presented by researchers fromiSEC
partners

Jan/2014: Remote attack through FFmpeg flaw was disclosed by Berlin Institute of
Technology researchers



Agenda

Remote access

Vulnerability #1: Weak authentication design
Vulnerability #2: Weak MAC authentication
Vulnerability #3:NULL MAC authentication
Vulnerability #4:iPhone MAC authentication
Installing apps remotely

Vulnerability #5: Dropper Hack

Vulnerability #6: File.Unzip

Vulnerability #7: Moip component replacement
Demo

Vendor problem



Remote access
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SmartView —iPhone Use




Content sharing

Device Name: LIVINGROOM

Detected a new device. Do you want
to allow it to access this product?

You can change later by selecting
| Network > AllShare Settings >
| Content Sharing.
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Content sharing

LivingRoom
ad LIVINGROOM
Phone User

Content Sharing
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Content sharing packets

Frame Summary - [Corversation Filter]

X

%Find -4t a2 ColorRules A8 Aliases = Columns =
Fra...  Time Date Local Adjusted  Time Offset  Process Mame Saource Destination Pra... Description i~
22 11:23:15 AM 5/25/2014  3.6132819  SmartView App.exe  192,168,1,19 192,165.1.9 TP TCPiFlags=

23 11:23:15 AM 5/25/2014  3.6147120  SmartView App.exe 192,168,192 192,168.1.19 TCP:Flags—

24 3.6147807  SmarktYiew, App, exe 192,165,1.9

3.618105 Srnart\hew App.exe

192.168.1,19

26 11:23:15 PJ\"I 5]'25}'2014 1.9 SSDDD DstF‘Drt 54012 PavloadLn— =
30 11:23:15 AM 5/25/2014  4.3801881  SmartView, App.exe 192 168.1.9 192,168.1.19 TCP TCPiFlags=...4P.. SrcPDrt 55000, DskPort=54012, Payloadlen=226, Sec
31 11:23:15 AM 5/25/2014  4.3820181  SmartView App.exe 192.168.1.19 192.168.1.9 TCP TCP:Flags=...AP..., SrcPork=54012, DstPort=55000, Payloadlen=89, Seq=
32 11:23:15 AM 5/25/2014  4.3832965  SmartView App.exe 192,168,129 192.165.1.19 TP TCP:Flags=...A...., SrcPort=55000, DstPort=54012, Payloadlen=0, Seq=:
34 11:23:15 AM 5/25/2014  4.4070723  Smartiiew App.exe 192.168.1.9 192.1658.1.19 TCP TCP:Flags=...AP..., SrcPork=55000, DstPort=54012, Payloadlen=21, Seq=
36 11:23:16 AM 5/25/2014  4.6075203  SmartView App.exe 192,168,1.9 192,165,119 TP TCP:[ReTransmit #34]Flags=...AP..., SrcPort=55000, DstPort=54012, Pay
37 11:23:16 AM 5/25/2014  4.6075391  SmartView App.exe 192.168.1.19 192.165.1.9 TCP TCP:Flags=...A...., SrcPort=54012, DstPort=55000, Pavloadlen=0, Seq=3 _
7 11027922 AR CHC!2n1d 17 247140 Sraarbliciw finn ava 102 1421 10 102 1421 Q o TiD:Flanc— A0 SreDark—Edn1 ? MebDark—EENNN Davlazadl an—E1 San-
4 | 1 | 3
Frarme Details X | |Hex Details X
--arcPort: 54012 - 1e
177 Decode As Prot Off: 20 (0x14) Frame Off: 104 {0x68) Sel Bytes: 27
--DstPort: 55000 =
1
. SequenceNumber: 3153586113 (0xE ooic 46 78 CF osg oo S0 00 1< 10 A6 44 82 FxxI.... ..., D -
ek Led " . 31336531 oozk 10 OB A9 12 5C A3 9D 31 18 &C 00 00O ..@W.HYE 1.1..
- dekmowledgementiudber : —||oosa  Aa ah o3 0o 05 00 45 00 OO0 43 55 77 **...... E..CUw
-DataOffser: 80 (0x50) D046 40 z1 c0 A& 01 13 CO 02 B. . fRCLL AT
[-Flags: ... AF... —||o0s4 Dz EE E7 C1 Bi C7 CO 15 -
.. Window: 4380 (scale factor 0x2)| |[|ooez 11 ao & i

-~ Checksum: 0x4EC7T, Good oowo
- TrgenctPointer: 0O (0x0) 007E

73 61 6D

1|

. TrPPawlnad SnnresPort = BE4017

oo 1 b |_] Frame Comments| gg]

Hex Details




CTVControlManager::RecvProcess(void)

HOU R3, RA

HOU R1, #3

HOU RB, #1

LDR R2, =allalidPacketSoc ; "EEEEEEEHNAE Jalid Packet Socket %d, %dyn'

STR RS, [SP,#0:x3044+var_30L4L4]

BL _ZH7CCDebug5PrintI13CCDebugRemoteEEvmmPKcz ; CCDebug: :Print<CCDebugRemote>{ulong,ulong,char const=,...)
SUB R1, R11, #-var_1008

HOU RB, Rb6

SUB R1, R1, Hox3s

BL _ZHN17CTUControlHanager13PacketParsingERG6Packet ; CTUControlManager::PacketParsing{Packet &)



CTVControlManager::PacketParsing(Packet &)

Moy RB, R9

BL _ZN17CRemoteACLManager12ACL_GetCountEv ; CRemotefCLHManager::ACL_GetCount{uvoid)

Moy R1, #3

LDR R2, =alappTotalCount ; "iAPP Total Count = %din™

Moy R3, R8O

Moy RB, i1

BL _ZN7CCDebugS5PrintI13CCDebugRemoteEEvmmPKcz ; CCDebug::Frint<{CCDebugRemote’{ulong,ulong,char consts=,. ..}
LDR R2, =unk_7711C78

Moy RB, R9

LDR R1, =unk_7713C78

ADD R3, R2, #0z1008

BL _ZH17CRemoteACLManager19ACL_CheckPermmittedEPKcS1_S1_ ; CRemoteACLManager::ACL_CheckPermmitted{char consts,char const=,char constx)
CHP RB, i1

BEQ loc_2DDBCSS



CRemoteACLManager::ACL_CheckPermmitted(char

const*, char const*, char const*)

L B

il i 5

loc_2DCCBCS ; int

HoU R1, R4

HOU R2, R8 ; dest

Hou R3, R18 ; int

Hou RB, R6 ; int

STHER SP, {R5,R7}

BL _ZH17CRemoteACLManager11ACL_GetItemEiPcSA S8 S8 ; CRemoteACLManager::ACL _GetItem{int,char *,char =*,char =,char =)
Hou RB, #1

Hou R3, R4

HOU R1, #3

LDR R2, =aDS888 ; "%d = %s, %s, %s, %swn”

ADD R4, R4, RS

STR RB, [SP,H8x244+var_244]

STR R18, [SP,#8x244+var_ 248]

STR RG, [SP,#8x244+var_23C]

STR R7, [SP,#8x244+var_238]

BL _2N7CCDebug5PrintI13CCDebugRemoteEEvmmPKcz ; CCDebug::Print{CCDebugRemote>{ulong,ulong,char const*,...)
HOU RB, #1

Hou R1, #3

LDR R2, =({aCpapi_prepar_8+8x3C)

Hou R3, RS

BL _ZN7CCDebug5PrintI13CCDebugRemoteEEummPKcz ; CCDebug::Print<CCDebugRemote’(ulong,ulong,char constx,_ __)
LDR RB, [R11,#s1] ; s1

Hou R1, RE ; s2

BL strcmp

CHP RO, #8

BHE loc_2DCCPAC




Vulnerability #1: Weak authenticationdesign

Offset (h)
oooooaoo
Qooooo10
Qooooozo
00000030
00000040
00000050

PR =]
PR ]

[
wE e n

o
o

Unknown
14 00 Short
69 70 68 6F 6E 65 2E 2E 69 61 70 70 2E String
73 616D 7375 6E 67
40 00 Short
64 00 Unknown
10 00 Short
4D 54 6B 79 4C 6A 45 32 4F 43 34 78 4C BASE64 String
6A 45 35
18 00 Short
4D 54 41 744D 4549 74 51 54 6B 74 4E BASE64 String
54 63 74 4D 54 49 74 4E 44 67 3D
10 00 Short
51 314A 42 57 6C 6C 44 54 30 39 4C 53 BASE64 String
55 553D
04 05 06 07 03 09 0i OB OC OD OE OF
70 68 6F 6E 65 ZE ZE 69 61 70 70 ZE ...ilphone..iapp.

75 BE 67 40 00 64 00 10 00 4D 54 6B samsungl.d...NTk
32 4F 43 34 78 4C bh 45 35 18 00 4D vyLIEZOC4xLiES..H
45 42 74 51 54 6B 74 4E 54 63 74 4D TAtMEILQTRtNTcotM
44 87 3D 10 00 51 31 44 42 57 6C &6C TItNDg=..Q1JEWLl
4C 53 55 55 3D DTOILITT=

Unknown
Length of the following string
iphone..iapp.samsung

0x40 by tes of pay load

Unknown

Length of the following string
Encoded: MTky LjE20C4xXLJE5
Decoded: 192.168.1.19

Length of the following string
Encoded: MTAtMEItQTktNTctMTItNDg=
Decode: 10-0B-A9-57-12-48

Length of the following string
Encoded: Q1JBWIDTOSLSUU=
Decode: CRAZY COOKIE

The authentication packet only needs IP
address, MAC and hostname for
authentication



Vulnerability #2: Weak MAC authentication

| Field |
[ Uknown i) Unknown Unknown
[ Length. IRVl Short Length of the following string
69 70 68 6F 6E 65 2E 2E 69 61 70 70 2E String iphone..iapp.samsung
73 616D 7375 6E 67
Payload 40 00 Short 0x40 by tes of pay load
Length
M 64 00 Unknown Unknown
Im_ 10 00 Short Length of the following string
IP Address
m_ 18 00 Short Length of the following string
4D 54 41 744D 4549 74 5154 6B 74 4E BASE64 String Encoded: MTAtMEItQTktNTctMTItNDg=
54 63 74 4D 54 49 74 4E 44 67 3D Decode: 10-0B-A9-57-12-48
Im_ 10 00 Short Length of the following string

Offset(h) 00 01 02 03 04 05 06 07 05 03 04 OB OC OD OE OF

00000000 00 14 00 69 70 65 6F 6E 65 2E 2E 65 61 70 70 2E  ...iphone..izpp. I l't l th MAC dd 1 d f
00000010 73 61 6D 73 75 6E 67 40 00 64 00 10 00 4D 54 6B sawsungl.d...HTk n rea I y, On y e a ress IS use Or
00000020 79 4C BA 45 32 4F 43 34 75 AC 6L 45 35 18 00 4D yLIEZOCAxLIES..H

00000030 54 41 74 4D 45 29 74 51 54 6B 74 4E 54 63 74 4D TAtMEItQTktNTotH

. .
0oooooo40 54 49 74 4E 44 67 3D 10 00 51 31 44 42 57 6C 6C TItNDg=..Q1JEWLL authentlcatlon
00000050 44 54 30 39 4C 53 55 55 3D

DTO9LSTU=



Vulnerability#3: NULL MAC Authentication

Cffset(h) 00 O1 02 03 04 05 06 O7 05 059 0L OB OC On OE OF

aooooooo 01 14 00 6% 70 &5 &6F 6E 65 ZE EZE 6% &1 70 V0 ZE  ...iphone..iapp.

gggggg;g ;3 61 6D 73 75 6E 67 0% 00 64 00 00 OO0 00 00 OO ?a.msung..d ...... bypasses any MAC authentication

A NULL value in the MAC address

I L S
m 00 Unknown Unknown
m 14 00 Short Length of the following string
“ 69 70 68 6F 6E 65 2E 2E 69 61 70 70 2E 73 String Ascii: iphone..iapp.samsung

61 6D 73 75 6E 67
- 08 00 String 0x08 by tes of pay load
m 64 00 Unknown Unknown
m 00 00 Short Length of the following string
BASE64 String Empty
m 00 00 Short Length of the following string
_ BASE64 String Empty
m 00 00 Short Length of the following string
w BASE64 String Empty

7



Vulnerability#4:iPhone MAC Authentication

i0S7 and up always returns ‘02-00-00-00-00-00’ when the app tries to retrieve the
MAC address for the device

The SmartView App for i0S blindly uses this value for authentication
Any TV authorized with these devices will be prone to MAC attack

You can just re-use the well-known iPhone MAC address ‘02-00-00-00-00-00’ for
authentication



Content sharing - attacker




Installing apps remotely
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Developer account

_” SmartView - [Samsung LEDS5] - O

STB/DirecTV. = COMPONENT

Smart Features Man Samsung
joy all of

Smart Hub

On TV Settings
Apps Settings

Sodial Settings

Notifications




Developer account

f—-ﬂ SmartView - [Samsung LEDS5]

ount, the er way 1o acces sung serv

amsung Smart Account lets you access Samsung services quickly and easily, through a

Don't have a Samsung account?
2 Create Account £ Create with Facebook

ccount or find y 4 word on PC or mobile




Setting developerweb server

'__a SmartView - [Samsung LED55]

STB/ DirecTV COMPONENT

More Apps date Apps:32 O

View : Recently Opened [4 Options

Lock / Unlock
Edit My Apps

Create Folder

WebBrowser

: O S T . [T N

Start App Sync

AOL(

ube

- e e lerizon e
i T . v = g RN
You ONBC Reat-Ti. SyncPus P a Gl ) 14 FOS TV HBO GO Kids Amazon nsta

Storage

34312MB/ 1.42GB




Start app sync —begininstallation

'__a SmartView - [Samsung LED55]

STB/ DirecTV COMPONENT

More Apps

View : Recently Opened [Z Options

Lock / Unlock
Edit My Apps

Create Folder

WiebBrowser

C - o

Storage

343.12MB/ 1.42GB




Security violation

Fail to install. For more information, visit
http://www.samsungdforum.com/Support/ TVAppsSecurity.

* You can'tembed ELF binaries inside the package
* |t triggers a security violation



CELFBinaryChecker::AnalysisELFBinaryMain

5 RunResult _ fastcall CELFBinaryEngine 1_80::CELFBinaryGhecker: :AnalysisELFBinaryMain(CELFBinaryEngine_1_88: :CELF
EXPORT _ZM21CELFBinaryEngine_1_8817CELFBinaryChecker21AnalysisELFBinaryHainEPStovector 1SsSalSSEERS3_
_ZNZ1CELFBinaryEngine_1_8817CELFBinaryChecker21AnalysisELFBinaryMainEPStéuector1SsSalSSEERSS_

format= -8x2C
var_28= -0x28
var_1C= -8x1C
var_18= -0x18

this = RB ; CELFBinaryEngine 1_80::CELFBinaryChecker xconst
appsFilesLocationList = R1; std::vector<{std::basic_string{char,std::char_traits<char>,std::allocator<char> >,std
returnInformations = R2 ; std::vector<{std::basic_string<char,std::char_traits<{char>,std::allecator<char> >,std::al

STHFD SP?, {R4-R7,R11,LR}

Hou R7, returninformations

LDR R6, =(_2ZZNZ21CELFBinaryEngine_1_8817CELFBinaryCheckerSISELFEPRE12_ FUNCTION__ - Bx4CDO.

ADD R11, SP, #Hox14

LDR returninformations, =(aS - Bx4CEC)

returnInformations = R7 ; std::vector{std::basic_string<char,std::char_traits<{char>,std::allecator<{char> >,std::al
sus SP, SP, #0x18 format

ADD R6, PC, R6 ; “ISELF"

Hou R4, appsFilesLocationList

ADD R6, R6, M8

rou RS, this

mMou appsFilesLocationList, #3 ; level

appsFilesLocationlist = R4; std::vector<{std::basic_string<char,std::char_traits<char>,std::allocator<char> >,std::
HoU this, #8xD ; module

this = RS ; CELFBinaryEngine_1_00::CELFBinaryChecker xconst

Hou R3, R&6

ADD R2, PG, RZ ; "[%5]

BL j__2n7 gSPrintI1 gPSAEEumnPKez ; CCDebug::Print<CCDebugPSA> (ulong,ulong,char constx,
LDHIA appsFilesLocationList, {RZ,R12}

rou R3, Ré

Hou RB, HOxD ; module

RSB R12, R2, R12

LDR R2, =(aSTargetAppsFil - Bx4D18)

Hou R1, #3 : level

LDR R6, =($_GLOBAL_OFFSET_TABLE_ - Bx4D3C)

ADD R2, PC, RZ ; "[%s5] Target Apps Files count (%d)"

rou R12, R12,ASR#2

STR R12, [SP,H0x2C+Format] ; format

BL j__2N7cc g5PrintI18CCDebugF Kcz ; CCDebug::Print<CCDebugPSA>(ulong,ulong,char constx,...
Hou R1, appsFileslocationlist ; appsFileslocationList

Hou R2, returnInformations ; returnInformations

Hou RB, this ; this

Moy appsFilesLocationList, #0x3EE

appsFilesLocationList = R1; std::vector<{std::basic_string<{char,std::char_traits<char>,std::allocator<char> >,std::
BL j__2N21CELFBinaryEngine_1_8817CELFBinaryChecker21checkELFFileSignitureEPStévector1SsSaISSEERSS
checkResult = R@ 5 bool

LDR R1, =(afnalysiselfbin - Bx4D48)

sug R2, R11, #-var_iC

ADD R6, PC, R6 ; $ _GLOBAL_OFFSET_TABLE_

ADD R1, PC, R1 ; "AnalysisELFBinaryMain"

/mtd_exe/Comp_LIB/libELFAnalEngine.so



Vulnerability #5: Dropper Hack

Applications are downloaded to an easily guessable folder name:
/mtd_rwcommon/common/TempDownLoad/<App name>

Even after security checks fail, the contents of the app still remains in the target
folder

You canrun other applications, use the downloaded contents from the target
folder and extract to the system



Vulnerability #6: File.Unzip

Found by SamyGO web forum
File.Unzip APl can be used to copy files on any writeable file systemon the target

Now you can install your ELF binary any place mounted with RW (read/write) permission on the
target system



Vulnerability#7: Moip component replacement

Found by SamyGO web forum

/mtd_rwcommon/moip/engines/Skype/libSkype.so

* The file is loaded when the Skype app starts

* Youcan overwrite the file from the app

* By replacing the file with the attacker’s version, you can run ELF binaries on the target system



Installedrooting app

More AppS Update Apps © 32 © View : Recently Opened [4 Options

ol e

YouTube Twitter Facebook

’m Update Complete
T

Samsung Apgs Skype Player

M ——

sw®m ST

WebBrowser  ONBC Reak-Ti SyncPlus Pandora Spotity TWE Ve AOLOn Socal TV ESPN

stApp15
Version : 1.0 | Size: 117KB
Contact Info : oh.jeongwook@gmail.com 35530MB/1.42GB

Storage




Installedrooting app

View : Recently Opened [Z Options

w;‘“ Verizon
7 f ' BETELIT I:I &3 Fios

YouTube Twitter FOX NOW - M-GO

ShopTV FIOS TV

YUPPT

Samsung Apgs Meda Hub

T EFW

ViebBrowser ONBC Reat-Ti SyncPius

Coud Player

Pandora Socal TV ESPN ScoreCe
RemoteRooting Soracn
Version : 1.0 | Size: 117KB

Contact Info : oh.jeongwook@gmail.com 35532 MB/ 1.42GB




Installing payload from the rooting app

RemoteRooling
N

205000 Yo _roce orrmmons/ e/ enigivees/ Segpre N Shivge so! 7 L0 |

EXrsting fmbd_rerc ammor/ieoin /sl oes/ SKyge/ AotoStart” 7 bod |

Exasting Yond rmm:mlmsl‘mwmn\ﬂyou sV 20N )

Extstiog fwtd rwe v VGO 2t 70N
Existing "fmtd rwe mrmrtml'my@mnio«umwnaldu-spd:l. ? 1O

Al acoeanin Libes G0 onk ks woogememen L s O

LDailiEn opp

Press Enter Tor activation RemoteRooting'

e o 11 P e R

Extracted foatd_r woammnoet/ ¢ oo/ T empDowal osdiLTonper fdata/patch’ 1o
TS O e Doy e el Syt Y (0K |

Lesing “(md_rwo ommontnop fengtnes Stypa/ip Skype so' ¥ ||

Lesbing (ML rws Owmaar o/ en Qs Sk ypa/ AuTostart 2 1L
EXIEHNG TIMIE_Fve ORIMONS Mot engines) SKypes run Sy G sy
Exasting /mid_rwe ommen/mom/engines) Skype/remot eSemy GO

Now grescasil and restact TV then (=

Fres meywory 1277 Miovtes



Basic telnet access to the target system




Access to Ul

Authentication
Vulnerabilities
(#1, #2,#3, #4)

Access to Ul

Enable Developer Mode

Try to install
Dropper App:
drops ELF payload

Install remote rooting
App

Run installed App

Security Violation

Malware Installer(ELF) +

o Use File.Unzip (#6)

Overwrite Skype MOIP
component (#7)

Install payloads on the
system

Achieve
persistency




Install apps in developer mode

Authentication

Vulnerabilities

Access to Ul

(#1, #2,#3, #4)

Enable Developer Mode

Try to install
Dropper App:
drops ELF payload

Install remote rooting

Run installed App

Security Violation

Install payloads on the
system

Malware Installer(ELF) +
payload

Use File.Unzip (#6)

Achieve
persistency

Overwrite Skype MOIP
component (#7)



Use dropper hack to drop ELF package

Authentication
Vulnerabilities
(#1, #2,#3, #4)

Access to Ul

Enable Developer Mode

Try to install
Dropper App:
drops ELF payload

Install remote rooting
App

Run installed App

Security Violation

Malware Installer(ELF) +
payload

Use File.Unzip (#6)

Overwrite Skype MOIP
component (#7)

Install payloads on the
system

Achieve
persistency




Run rooting App to install ELF and payloads

Authentication
Vulnerabilities
(#1, #2,#3, #4)

Access to Ul

Enable Developer Mode

Try to install
Dropper App:
drops ELF payload

Install remote rooting
App

Security Violation

Malware Installer(ELF) +
payload

Use File.Unzip (#6)

Install payloads on the
system

Run installed App

Overwrite Skype MOIP
component (#7)

Achieve
persistency



Shared library hack to achieve persistency

Authentication
Vulnerabilities
(#1, #2,#3, #4)

Access to Ul

Enable Developer Mode

Try to install
Dropper App:
drops ELF payload

Install remote rooting
App

Run installed App

Security Violation

Malware Installer(ELF) +

o Use File.Unzip (#6)

Install payloads on the
system

Overwrite Skype MOIP
component (#7)

Achieve
persistency




Willit be possible to create malware that is similar to
Windows malware?

Process hooking

* Youcan inject a library to the target systemusing the ptrace feature

C&C communication

 The TV uses a typical Linux systemand you can create a program that uses the socket
Credentialtheft

« Youcan inject modules to the main application (exeAPP) and you can steal credentials by
hooking network communications

* Even better, the web browser application doesn’t alert on self-signed certificates



g s wNS

Install malwareon the TV

Inject malicious modules to the target application
Controlthe systemfromthe C&Cserver

Send pop-up graphical images on the system

Use Samsung apps and browseron the TV

Check the collected data uploaded to the C&C server



Vendor problem
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Timeline

9/9/2014
Requested update on
2/5/2014 2/6/20 14 5/14/2014 the patch status
First contacted | sent POC | requested 6/6/2014
Samsung to Samsung updates I shared my full details

3/1/2014 4/1/2014 5/1/201 2014 7/1/2014 8/1/2014 9/1/2014
2/5/2014 /30/2014
2/6/2014 5/19/2014
9/2/2014
Samsung Samsung claimed that 5/21/2014 Samsung contacted 9/18/2014.
requested POC Samsung requested Samsung provided

they know the issue . discussing
more details

patch is coming July bounty and credit patch status
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Timeline
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9/9/2014
Requested update on
2/5/2014 2/6/20 14 5/14/2014 the patch status
First contacted | sent POC | requested 6/6/2014
Samsung to Samsung updates I shared my full details

3/1/2014 4/1/2014 5/1/201 2014 7/1/2014 8/1/2014 9/1/2014
2/5/3014 /30/2014
2/6/2014 5/19/2014
9/2/2014
Samsung Samsung claimed that 5/21/2014 Samsung contacted 9/18/2014
requested POC they know the issue Samsung requested discussing Samsung provided
patch is coming July more details bounty and credit patch status
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Timeline

42

9/9/2014
Requested update on
2/5/2014 2/6/20 14 5/14/2014 the patch status
First contacted | sent POC | requested 6/6/2014
Samsung to Samsung updates I shared my full details

3/1/2014 4/1/2014 5/1/201 2014 7/1/2014 8/1/2014 9/1/2014
2/5/2014 /30/2014
2/6/2014 5/19/2014
9/2/2014
Samsung Samsung claimed that 5/21/2014 Samsung contacted 9/18/2014
requested POC they know the issue Samsung requested discussing Samsung provided
patch is coming July more details bounty and credit patch status
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Patch status according to Samsung

Rooting widget using libskype.so Patched from 2014/02

Patched from 2014 models

LN AT E O TE LR G [ {88 Patch process started on July 14, it will take 1~2 month to be applied to all
ontrol (IP/Hostname/MAC) models

nd Remote controlauthentication Patch process started on July 14, it will take 1~2 month to be applied to all
bypass using Null MAC address models

GIESTRE DL GELRE T [ & L B Patch process started on September 14, it will take 1~2 month to be applied to all
and canbe accessed by other widgets



Conclusion

Youcan look into the state of security in smart appliances by looking into Smart TV
security.

The status of Smart TV security is not so advanced(yet)
* Very primitive security issues still exist in Smart TV systems

Creating malware for TV systems is not so different from creating malware for PCs
or Linux systems

Vendor response is not in such a mature state
« Communications are slow and unresponsive in many cases
* They can learn from the software industry how to handle security issues



Thankyou

Learn more: hp.com/go/hpsrblog
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